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Lab 1.1.6 PC Network TCP/IP Configuration

Objective

¢ |dentify tools used to discover a computer network configuration with various operating systems.

e Gather information including connection, host name, Layer 2 MAC address and Layer 3 TCP/IP
network address information.

e Compare network information to other PCs on the network.

Background

This lab assumes the use of any version of Windows. This is a non-destructive lab and can be done
on any machine without concern of changing the system configuration.

Ideally, this lab is performed in a classroom or other LAN environment that connects to the Internet.
This lab can be done from a single remote connection via a modem or DSL-type connection. The
instructor will furnish IP addresses.

In the following instructions the lab runs twice. The two runs reflect the operating system differences
between the Windows 95/98/ME systems and Windows NT/2000/XP systems. Students should
perform the lab on both types of systems if possible.

Note: All users complete Step 1

Step 1 Connect into the Internet

Establish and verify connectivity to the Internet. This ensures the computer has an IP address.

Note: Windows 95/98/Me users complete Steps 2 through 6.

Step 2 Gather basic TCP/IP configuration information

Using the taskbar, choose Start then Run. The following box will appear. Type winipc£fg and press
the Enter key. winipc£g spelling is critical while case is not. It is short for Windows IP
Configuration.

Hun EE

Type the name of a pragram, falder, dacument, ar [nteret
rezourze, and YWindows will open it far pou.

=~

Cancel | Browsze. .. |

This first screen shows the Adapter Address, or MAC address of the computer. The first screen also
shows IP Address, Subnet Mask, and the Default Gateway. The following graphic shows the basic IP
Configuration screen. Select the correct adapter if more than one is listed.
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IP Configuration [ [T] |

— Ethernet Adapter [nformation

| FES75 Ethemet Adapter =l
Adapter Address | 00-00-36-54-98-4E
IPAddress | 1921681006
Subnet Mask | 2R5 285 255 10
Default Gateway | 192.168.100.254
Relzage | Renew |
Releaze All | Renew All | More Infa >» |

The IP address and the default gateway should be in the same network or subnet. Otherwise, this
host would not be able to communicate outside the network. In the previous figure the subnet mask
tells us that the first three octets must be the same to be in the same network. IP addressing will be
discussed in Module 9.

Note: If this computer is on a LAN, the default gateway might not be seen if it is running behind
a Proxy Server. Record the following information for this computer:

IP address:

Subnet Mask:

Default Gateway:

Step 3 Compare the TCP/IP configuration

If this computer is on a LAN, compare the information on several machines.

Are there any similarities?

What is similar about the |P addresses?

What is similar about the default gateways?

What is similar about the MAC addresses?

The IP addresses should share the same network portion. All machines in the LAN should share the
same default gateway. While not a requirement, most LAN administrators try to standardize
components like NICs. Therefore, all machines may share the first three Hex pairs in the adapter
address. These three pairs identify the manufacturer of the adapter.

Record a couple of the IP Addresses

Step 4 Verify selection of network adapter

The adapter model of this computer should be displayed in the box at the top of the screen. Use the
drop-down arrow in that box to see if there are any other configurations for this adapter, such as
PPP. This could be true for a modem if this computer connects to the Internet with a dial-up account.
On a server, it is possible to find another NIC or a machine with both a NIC and a modem. The
following figure shows an AOL modem IP configuration screen. Notice that there is no IP address in
the figure. This is what a home system could look like if the user did not log on to the Internet
connection.
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m IP Configuration [ ] |

—Ethemet Adapter Information
AL Dial-Up Adapter
Adapter Address | 44-45-53.54-61-70
IF Address | 0.0.0.0
Subnet b azk | 0.0.0.0
Diefault G ateway |
ITI Relzaze | Refiew |
Releaze Al | Renew All | tore Info = > |

Be sure to return to the adapter that displays the NIC or modem data with an IP address

Step 5 Check additional TCP/IP configuration information

Click on the More Info >> button. The next figure

shows the detailed IP Configuration screen.

m IP Configuration [ ] I

— Huoszt Infarmation

Host Mame | Bab
DNS Servers | 192.168.1.5
Mode Type | Hybrid

NetBIOS Scope Id |

|P Routing Enabled |_
MetBI0S Resolution Uses DMS [

WS Prosy Enabled |_

—Ethemet Adapter Information

| FES75 Ethemet Adapter

=

Adapter Addrezs | 00-00-36-54-9B8-45
IP sddress | 192.168.1.43
Subnet b ask | 2hh. 255, 255.0
Drefault G atewayp |
DHCP Server | 192.168.1.5
Frimary 'WINS Sewer| 192 168.1.5

Secondany WINS Server |

Leaze Obtained |

101300 6:11:31 PM

Leaze Expires |

10 27 00 6:11:31 PM

Feleaze |

Fienew | Felease &l |  Fenew Al

The More Info button displays the Host Name, which includes the computer name and NetBIOS
name. It also displays the DHCP server address, if used, and the date the IP lease starts and ends.
Look over the remaining information. Entries for DNS and WINS servers may also be displayed.

These entries are used in name resolution.
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Write down the IP addresses of any servers listed:

Write down the computer Host Name:

Write down the Host Names of a couple of other computers:

Do all of the servers and workstations share the same network portion of the IP address as the

student workstation?

Note: It would not be unusual for some or all of the servers and workstations to be in another
network. It means that the default gateway of this computer is going to forward requests to the

other network.

Step 6 Close the screen when finished examining network settings

Repeat the previous steps as necessary to make sure that there are no problems in returning to, and

interpreting, this screen.

Note: Windows NT/2000/XP users complete Steps 7 through 11.

Step 7 Gather TCP/IP configuration information

Use the Start menu to open the Command Prompt, an MS-DOS-like window. Press Start >
Programs > Accessories > Command Prompt or Start > Programs > Command Prompt.

The following figure shows the Command screen. Type ipconfig and press the Enter key. The
spelling of ipcon£fig is critical while case is not. It is short for IP Configuration.

ommand Prompt

C:~>ipconfiyg
Windows 2888 IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHS Suffix
IP Addres=z. . - - - - - . . . .
Subnet Mask . . . . . . . . . .
Default Gateway . . . . . . . .

192.168.1.1A@
255.255.2505.8
192.168.1.1

This first screen shows the IP address, subnet mask, and default gateway. The IP address and the
default gateway should be in the same network or subnet, otherwise this host would not be able to
communicate outside the network. In the figure the subnet mask tells us that the first three octets

must be the same to be in the same network.

Note: If this computer is on a LAN, the default gateway might not be seen if it is running
behind a Proxy Server. Record the following information for this computer.

Step 8 Record the following TCP/IP information for this computer

IP address:

Subnet Mask:

Default Gateway:
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Step 9 Compare the TCP/IP configuration of this computer to others on the LAN

If this computer is on a LAN, compare the information of several machines.

Are there any similarities?

What is similar about the |P addresses?

What is similar about the default gateways?

The IP addresses should share the same network portion. All machines in the LAN should share the
same default gateway.

Record a couple of the IP Addresses:

Step 10 Check additional TCP/IP configuration information

To see detailed information, type ipconfig /all and press Enter. The figure shows the detailed
IP configuration screen.

ommand Prompt
C:s>ipconfig ~all

Windows 2088 IP Configuration

Host Hame
Primary DNS Suffix
Mode Type
IF Routing Enabled
WINS Proxy Enahled

Ethernet adapter Local Area Connection:

Connection—specific DHNS Suffix . =
Description : LME1@ATX Fast Ethernet Adapter Uersion 1.8
Physical Address. . . . . . . . . @ BO-AB-CC-Z23-FE-48
DHCF Enahled H
Autoconf iguration Enabhled : Yes
IP Address. . - . =« « = = = = - - = 192.168.1.18
Subnet Maszk H
Default Gateway
DHCP Server . .
DNS Servers : 24.8.224.33
24.08.224.34
Lease Obtained : Twesday, Janwary 89, 2081 18:56:19 AH
Lease Expires : Monday, Januwary 15, 26801 18:56:19 AM

The host name, including the computer name and NetBIOS name should be displayed. Also, the
DHCP server address, if used, and the date the IP lease starts and ends should be displayed. Look
over the information. Entries for the DNS, used in name resolution servers, may also be present.

The previous figure reveals that the router is performing both DHCP and DNS services for this
network. This would likely be a small office or home office (SOHQO) or small branch office
implementation.

Notice the Physical Address (MAC) and the NIC model (Description).

In the LAN, what similarities about the Physical (MAC) Addresses are seen?

While not a requirement, most LAN administrators try to standardize components like NICs.
Therefore, it would not be surprising to find all machines share the first three Hex pairs in the adapter
address. These three pairs identify the manufacturer of the adapter.

Write down the IP addresses of any servers listed:
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Write down the computer Host Name:

Write down the Host Names of a couple other computers:

Do all of the servers and workstations share the same network portion of the IP address as the
student workstation?

It would not be unusual for some or all of the servers and workstations to be in another network. It
means that the computer default gateway is going to forward requests to the other network.

Step 11 Close the screen

Close the screen when finished examining network settings.

Repeat the previous steps as necessary. Make sure that it is possible to return to and interpret this
screen.

This concludes the lab.

Reflection

Based on observations, what can be deduced about the following results taken from three computers
connected to one switch?

Computer 1

IP Address: 192.168.12.113
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.12.1

Computer 2

IP Address: 192.168.12.205
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.12.1

Computer 3

IP Address: 192.168.112.97
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.12.1

Should they be able to talk to each other? Are they all on the same network? Why or why not? If
something is wrong, what is most likely the problem?
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Lab 1.1.7 Using ping and tracert from a Workstation

Objective
e Learn to use the TCP/IP Packet Internet Groper (ping) command from a workstation.
e Learn to use the Traceroute (tracert) command from a workstation.

e Observe name resolution occurrences using WINS and/or DNS servers.

Background

This lab assumes the use of any version of Windows. This is a non-destructive lab and can be done
on any machine without concern of changing the system configuration.

Ideally, this lab is performed in a LAN environment that connects to the Internet. It can be done from
a single remote connection via a modem or DSL-type connection. The student will need the IP
addresses that were recorded in the previous lab. The instructor might also furnish additional IP
addresses.

Note: Ping has been used in many DOS attacks and many school network administrators have
turned off ping, echo reply, from the border routers. If the network administrator has turned off
echo reply then it is possible for a remote host to appear to be offline when the network is
operational.

Step 1 Establish and verify connectivity to the Internet

This ensures the computer has an IP address.

Step 2 Access the command prompt

Windows 95/ 98 / Me users — Use the Start menu to open the MS-DOS Prompt window. Press
Start > Programs > Accessories > MS-DOS Prompt or Start > Programs > MS-DOS.

Windows NT / 2000 / XP users — Use the Start menu to open the Command Prompt window. Press
Start > Programs > Accessories > Command Prompt or Start > Programs > Command Prompt
or Start > All Programs > Command Prompt.

Step 3 ping the IP address of another computer

In the window, type ping, a space, and the IP address of a computer recorded in the previous lab.
The following figure shows the successful results of ping to this IP address.
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Command Prompt

C:x>ping 192.168.1.18
Pinging 192.168.1.18 with 32 bhytes of data:

Reply from 192.168.1.18: bytes=32 time<{1Wms TTIL=128
Reply from 192_168.1.18: bytes=32 time<i@msz TIL=128
Reply from 192.168.1.18: bytes=32 time<{1Wms TIL=128
Reply from 192_168.1.18: bytes=32 time<{i@msz TIL=128

Ping statistics for 192.168.1.18:
Packets: Sent = 4. Received = 4, Lost = B (Bx loss).

Approximate round trip times in milli-—seconds:
Hinimum = Bms, Maximum = Hms. Average = Bns

| AN

Ping uses the ICMP echo request and echo reply feature to test physical connectivity. Since ping
reports on four attempts, it gives an indication of the reliability of the connection. Look over the
results and verify that the ping was successful. Is the ping successful? If not, perform appropriate

troubleshooting.

If a second networked computer is available, try to ping the IP address of the second machine.
Note the results.

Step 4 ping the IP address of the default gateway

Try to ping the IP address of the default gateway if one was listed in the last exercise. If the ping is
successful, it means there is physical connectivity to the router on the local network and probably the
rest of the world.

Step 5 ping the IP address of a DHCP or DNS servers

Try to ping the IP address of any DHCP and/or DNS servers listed in the last exercise. If this works
for either server, and they are not in the network, what does this indicate?

Was the ping successful?

If not, perform appropriate troubleshooting.

Step 6 ping the Loopback IP address of this computer
Type the following command: ping 127.0.0.1

The 127.0.0.0 network is reserved for loopback testing. If the ping is successful, then TCP/IP is
properly installed and functioning on this computer.

Was the ping successful?

If not, perform appropriate troubleshooting.

Step 7 ping the hostname of another computer

Try to ping the hostname of the computer that was recorded in the previous lab. The figure shows
the successful result of the ping the hostname.
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ommand Prompt

C=%>ping m450
Pinging m458 [192_168.1.111 with 32 hytes of data:

192.168.1.11: bytes=32 time<iBms TTL=128
192.168.1.11: bytes=32 time<l1Bmsz TTL=128
192.168.1.11: bytes=32 time<iBms TTL=128

Reply from 122.168.1.11: bytes=32 time<i1Bms TTL=128

Ping statistics for 172.168.1.11:

Packetz: Sent = 4, Received = 4, Lost = B (@ loss),
Approximate round trip times in milli—seconds:

Minimum = Bmz,. Maximum = ©ms, Average = HBms

Look over the results. Notice that the first line of output shows the host name, m450 in the example,
followed by the IP address. This means the computer was able to resolve the host name to an IP
address. Without name resolution, the ping would have failed because TCP/IP only understands
valid IP addresses, not names.

If the ping was successful, it means that connectivity and discovery of IP addresses can be done
with only a hostname. In fact, this is how many early networks communicated. If successful, then
ping a hostname also shows that there is probably a WINS server working on the network. WINS
servers or a local “Imhosts” file resolve computer host names to IP addresses. If the ping fails, then
chances are there is no NetBIOS name to IP addresses resolution running.

Note: It would not be uncommon for a Windows 2000 or XP networks to not support this feature.
It is an old technology and often unnecessary.

If the last ping worked, try to ping the hostname of any another computer on the local network. The
following figure shows the possible results.

Note: The name had to be typed in quotes because the command language did not like the
space in the name.

mmand Prompt

C:~>ping “bobh’'s vaio"
Pinging bob's vaio [1922.168.1.121 with 32 hytes of data:

Reply from 192.168.1.12: bytes=32 time<iBms TTL=128
Reply from 192.168.1.12: bytes=32 time<l1Bm=z TTL=128
Reply from 192.168.1.12: bytes=32 time<iBms TTL=128
Reply from 192.168.1.12: bytes=32 time<iBm=z TTL=128

Ping statistics for 1922_168.1_.12:

Packets: Sent = 4. Received = 4. Lost = B (8x loss)>.
Approximate round trip times in milli—seconds:

Hinimum = Bms, Maximum = Bms, Average = Bms

Gz
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Step 8 ping the Cisco web site

Type the following command: ping www.cisco.com

mmand Prompt

C:%>ping www.cisco.com

Pinging www.cisco.com [198.133.217.25%]1 with 32 bhytes of data:

Reply from 198.133.217.25: bhytes=32 time=170mz TTL=23%
198.133.219.25: hytes=32 time=168mns TIL=23%
198.133.219.25: bytes=32 time=168ms TTL=23%

Reply from 198.133.219.25%: bytez=32 time=168m=z TTL=23%

Ping statistics for 198.133.217.25:

Packets: Bent = 4, Received = 4, Lost = @ <@ loss>.
Approximate round trip times in milli—seconds:

Minimum = 168mz,. Maximum = 178ns. Average = 162ms

Civny

The first output line shows the Fully Qualified Domain Name (FQDN) followed by the IP address. A
Domain Name Service (DNS) server somewhere in the network was able to resolve the name to an
IP address. DNS servers resolve domain names, not hostnames, to IP addresses.

Without this name resolution, the ping would have failed because TCP/IP only understands valid IP
addresses. It would not be possible to use the web browser without this name resolution.

With DNS, connectivity to computers on the Internet can be verified using a familiar web address, or
domain name, without having to know the actual IP address. If the nearest DNS server does not
know the IP address, the server asks a DNS server higher in the Internet structure.

Step 9 ping the Microsoft web site

a. Type the following command: ping www.microsoft.com

mmand Prompt

C:~>ping wuw.microsoft.com
www -microsoft.akadns .net [287.46.197.1881 with 32 hytes of data:

timed out.
timed out.
timed out.
timed out.

Ping statistics for 207_46_197.180:

Packets: Sent = 4, Received = B, Lost = 4 (188x loss).
Approximate round trip times in milli—seconds:

Minimum = Bms,. Maximum = ®ms,. Average = Bmns

Cang

Notice that the DNS server was able to resolve the name to an IP address, but there is no response.
Some Microsoft routers are configured to ignore ping requests. This is a frequently implemented
security measure.

ping some other domain names and record the results. For example, ping www.msn.de

12-175 CCNA 1: Networking Basics v 3.1 - Lab 1.1.7 Copyright © 2003, Cisco Systems, Inc.



Step 10 Trace the route to the Cisco web site

Type tracert www.cisco.com and press Enter.

mmand Prompt
C:sJtracert wuww.cisco.com

Tracing route to www_cisco.com [198_.133_21%._.251
over a maximum of 38 hops:

{18 ms 18 ms 18-37-88—1 . internal.alp.dillingen.de [18.37.8.11
ns <18 m= 194.95_287 .11
ns ns ar—augsburg? .g—win.dfn.de [188.1.37.1451
ns ns ar—augsburgl .g—win.dfn.de [188.1.74.1931
ns ns cr—-muenchenl .g—win.dfn.de [188.1.74.331
ns ns cr—frankfurtl.g—win.dfn.de [188.1.18.811
ns ns so0—6—H—B.ar2 .FRAZ .ghlx.net [208.48.23.1411

ns ns pos3-8-622M.crl1 .FRA2 .ghlx.net [62.16.32.731

ns ns s08-8-0-2488M.cr2 . LON3 .gblx.net [195.8.96.1741
ns ns posl-8-622M.brl .LON3 .gbhlx.net [195%.8.96.1871

ns ns s1-hbhZ21-lon—5-8B.sprintlink.net [213.286.131.251]
ns ns s1-hbhZ28-—mnzq—18-A_sprintlink.net [144_.232_19_6%1
ns ms z21-bh2B8—r1ly—15-1 _sprintlink.net [144.232_19_941]
ns ms 51-bh22—=53j-5-1_.sprintlink.net [144_.232_9.1251
ns ms 521-bh25—=5j-12-B.sprintlink.net [144_.232_3.2181
ns ms sl-gull—=sj—1B8-B_sprintlink.net [144_.232_.3.1341
ns ms sl-ciscopsn2-11-B-B.sprintlink.net [144.228.44.14]
ns ns gjek—dirty—guwl .cisco.com [128.187.239.51

ns ns gjck—sdf—ciod—-gwl.cisco.com [128.187.239.10861
ng ns wwu.cisco.com [198.133.219.251

Trace complete.

tracert is TCP/IP abbreviation for trace route. The preceding figure shows the successful result
when running tracert from Bavaria in Germany. The first output line shows the FQDN followed by
the IP address. Therefore, a DNS server was able to resolve the name to an IP address. Then there
are listings of all routers the tracert requests had to pass through to get to the destination.

tracert uses the same echo requests and replies as the ping command but in a slightly different
way. Observe that tracert actually contacted each router three times. Compare the results to
determine the consistency of the route. Notice in the above example that there were relatively long
delays after router 11 and 13, possibly due to congestion. The main thing is that there seems to be
relatively consistent connectivity.

Each router represents a point where one network connects to another network and the packet was
forwarded through.
Step 11 Trace other IP addresses or domain names

Try tracert on other domain names or IP addresses and record the results. An example is
tracert www.msn.de.

Step 12 Trace a local host name or IP address

Try using the tracert command with a local host name or IP address. It should not take long
because the trace does not pass through any routers.
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ommand Prompt

C:srtracert lh—1788us

Tracing route to 1h-1788us [1A.37.8.1861
over a maximum of 38 hops:

i <18 ms <18 ms £18 mz 1h—-1788us
Trace complete.

G

[18.37.8.1861

This concludes the lab.

Reflection

If the above steps are successful and ping or tracert can verify connectivity with an Internet Web
site, what does this indicate about the computer configuration and about routers between the
computer and the web site? What, if anything, is the default gateway doing?
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Lab 1.1.9 Basic PC/Network Troubleshooting Process

Objective
e Learn the proper sequence for troubleshooting computer and network problems.
o Become familiar with the more common hardware and software problems.

e Given a basic problem situation, be able to troubleshoot and resolve the problem.

Background

The ability to effectively troubleshoot computer related problems is an important skill. The process of
identifying the problem and solving it requires a systematic step-by-step approach. This lab will
introduce some basic hardware and software related problems to solve. This lab will assist in
becoming more familiar with PC components and the software required to use the Cisco curriculum.
The process of solving a problem is fairly straightforward. Some of the suggestions here are more
than what will be required to solve basic hardware and software problems. They will help provide a
framework and guidelines when more complex problems arise. A list of sample problems to be
introduced is provided in the instructor’s version of the lab.

The Eight Basic Steps for PC and Network Troubleshooting Process

Step 1 Define the problem
Describe what is happening or not happening using proper terminology. For example: The PC
cannot get to the Internet, or the PC cannot print.

Step 2 Gather the facts
Observe the symptoms and try to characterize or identify the source of the problem:

e |s it hardware related, check for lights and noises. Is it software related, are there errors on
screen?

e Does the problem affect this computer or user only, or are others also impacted?
e Does it affect this software only, or more than one application?

e s this the first time the problem has happened or has it happened before?

o Was anything on the PC changed recently?

e Get the opinions of others who may have more experience.

e Check web sites and troubleshooting knowledge databases.

Step 3 Consider the possibilities

Use the facts gathered. Identify one or more possible causes and potential solutions. Rank solutions
in order of the most likely to the least likely cause.
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Step 4 Create an action plan

Develop a plan that involves the single most likely solution. The other options can be tried if the
original solution fails. Consider the following in the development of a plan:

Check the simplest possible causes first. Is the power turned on or plugged in?
Verify hardware first then software.

If it is a network problem start at Layer 1 of the OSI model and work up the Layers. Studies show
the majority of problems occur at Layer 1.

Can substitution be used to isolate the problem? If the monitor does not work it could be the
monitor, video adapter or cables. Try another monitor to see if it corrects the problem.

Step 5 Implement the plan

Make the change(s) from the plan to test the first possible solution.

Step 6 Observe the results

If the problem is solved, go on to document the solution. Double check to make sure everything still
works.

If the problem is not resolved restore the changes and return to the plan to try the next solution. If
this change is not reversed, it will be unclear whether the problem was a later change or the
combination of two changes.

Step 7 Document the results

Always document the results to assist in solving similar problems. Documentation also helps to

d

evelop a documentation history for each device. If part of the devices are going to be replaced it

might be nice to know if any are frequent sources of trouble or if they have recently been
reconditioned.

Step 8 Introduce problems and troubleshoot

Work in teams of two. The desired goal will be to run one of the videos or movies from the on-line

c

urriculum or the CD. Each team member solving the problem should fill in the table based on the

symptoms observed, problems identified, and solutions to the problem.

Team member A, or the instructor:

1.
2.
3.

4.

Select two problems from a list of common hardware and software related problems.
Introduce the problems into the computer.

Create the hardware or software related problems with the computer while the other is out of the
room.

Turn off the computer and monitor.

Team member B:

1.

2

Identify the problems.

. Correct the problems.

Switch places and go through the steps again.
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Team Member A

Symptom observed Problem identified Solution
1% problem
2" problem
Team Member B
Symptom observed Problem identified Solution
1% problem
2" problem

This concludes the lab.
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Lab 2.3.6 OSI Model and TCP/IP Model

Objective
e Describe the four layers of the TCP/IP model.
¢ Relate the seven layers of the OSI model to the four layers of the TCP/IP model.

o Name the primary TCP/IP protocols and utilities that operate at each layer.

Background

This lab will help to develop a better understanding of the seven layers of the OSI model. Specifically
as they relate to the most popular functioning networking model in existence, the TCP/IP model. The
Internet is based on TCP/IP. TCP/IP has become the standard language of networking. However,
the seven layers of the OSI model are the ones most commonly used to describe and compare
networking software and hardware from various vendors. It is very important to know both models
and be able to relate or map the layers of one to the other. An understanding of the TCP/IP model
and the protocols and utilities that operate at each layer is essential when troubleshooting.

Steps

1. Use the table below to compare the OSI layers with the TCP/IP protocol stack. In column two,
indicate the proper name for each of the seven layers of the OSI model corresponding to the
layer number. List the TCP/IP layer number and its correct name in the next two columns. Also
list the term used for the encapsulation units, the related TCP/IP protocols and utilities that
operate at each TCP/IP layer. More than one OSI layer will be related to certain TCP/IP layers.

OSI comparison with TCP/IP Protocol Stack

OSI# | OSI Layer TCP/IP # TCP/IP Layer | Encapsul. TCP/IP TCP
Name Name Units Protocols at Utilities

Each TCP/IP
Layer

7

6

5

4

3

2

1
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Lab 2.3.7 OSI Model Characteristics and Devices

Objective
o Name the seven layers of the OSI model, in order. Use a mnemonic.
e Describe the characteristics, functions and keywords relating to each layer.
e Describe the packaging units used to encapsulate each layer.

o Name the physical devices or components that operate at each layer.

Background

This lab will help to develop a better understanding of the seven layers of the OSI model. Specifically
as they relate to the most popular functioning networking model in existence, the TCP/IP model. The
Internet is based on TCP/IP. TCP/IP has become the standard language of networking. However,
the seven layers of the OSI model are the ones most commonly used to describe and compare
networking software and hardware from various vendors. It is very important to know both models
and be able to relate or map the layers of one to the other. An understanding of the TCP/IP model
and the protocols and utilities that operate at each layer is essential when troubleshooting.

Steps

1. List the seven layers of the OSI model from the top to the bottom. Give a mnemonic word for
each layer that can help you remember it. Then list the keywords and phrases that describe the
characteristics and function of each.

Layer # Name Mnemonic Key Words and
Description of Function

= N (W |00 O (N
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2. List the seven layers of the OSI model and the encapsulation unit used to describe the data
grouping at each layer. Also list the networking devices that operate at each layer, if applicable.

Layer # Name Encapsulation Unit Devices or
or Logical Grouping | Components that
Operate at this Layer
7
6
5
4
3
2
1
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Lab 3.1.9c Straight-Through Cable Construction

Objective

Build a Category 5 or Category 5e Unshielded Twisted Pair (UTP) Ethernet network patch cable
or patch cord.

Test the cable for continuity and correct pinouts, the correct color of wire on the right pin.

Background

The cable constructed will be a four-pair, eight-wire, straight-through cable, which means that the
color of wire on Pin 1 on one end of the cable will be the same as that of Pin 1 on the other end. Pin
2 will be the same as Pin 2, and so on. The cable will be wired to either TIA/EIA T568B or T568A
standards for 10BASE-T Ethernet, which determines what color wire is on each pin. T568B, also
called AT&T specification, is more common in the U.S., but many installations are also wired to
T568A, also called ISDN.

Prior to starting the lab, the teacher or lab assistant should have a spool of Category 5 Unshielded
Twisted Pair (UTP) cable, RJ-45 (8-pin) connectors, an RJ-45 crimping tool and an Ethernet / RJ-45
continuity tester available. Work individually or in teams. The following resources will be required:

One 0.6 to .9 m (2 to 3 ft) length of Category 5 cabling per person or team
Four RJ-45 connectors, two are extra for spares
RJ-45 crimping tools to attach the RJ-45 connectors to the cable ends

Ethernet cabling continuity tester which can test straight-through or crossover type cables,
T568A or T568B

Wire cutters
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Cabling Pin-out Information for T568B

Pin # Pair # Function Wire Color Used with Used with
10/100BASE-T | 100BASE-T4 and
Ethernet? 1000BASE-T

Ethernet?
1 2 Transmit White/Orange Yes Yes
2 2 Transmit Orange Yes Yes
3 3 Receive White/Green Yes Yes
4 1 Not used Blue No Yes
5 1 Not used White/Blue No Yes
6 3 Receive Green Yes Yes
7 4 Not used White/Brown No Yes
8 4 Not used Brown No Yes

Diagram showing both T568A and T568B cabling wire colors

Pair 2 Pair 3

TS6BA T5688B

Use the preceding table and diagram to create a T568B patch panel cable. Both cable ends should
be wired the same when looking at the conductors.

Step 1

Determine the distance between devices or device and plug. Add at least 30.48 cm (12 in.) to the
distance. The maximum length for this cable, according to TIA/EIA structured wiring standards is 3 m
(9.84 ft), although this can vary. Standard lengths are 1.83 m (6ft) and 3.05 m (10 ft).

Step 2

Cut a piece of stranded Category UTP cable to the desired length. Use stranded cable for patch
cables because it is more durable when bent repeatedly. Solid wire is used for cable runs that are
punched down into jacks.

Step 3
Strip 5.08 cm (2 in.) of jacket off of one end of the cable.

Step 4

Hold the four pairs of twisted cables tightly where jacket was cut away. Reorganize the cable pairs
into the order of the T568B wiring standard. Take care to maintain as much of the twists as possible
since this provides noise cancellation.
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Step 5

Hold the jacket and cable in one hand and untwist a short length of the green and blue pairs.
Reorder the pairs to reflect the T568B wiring color scheme. Untwist and order the rest of the wire
pairs according to the color scheme.

Step 6

Flatten, straighten, and line up the wires. Trim them in a straight line to within 1.25 to 1.9 cm (1/2 to
% in.) from the edge of the jacket. Be sure not to let go of the jacket and the wires, which are now in
the proper order. Minimize the length of untwisted wires because sections that are too long and near
connectors are a primary source of electrical noise.

Step 7

Place an RJ-45 plug on the end of the cable, with the prong on the underside and the orange pair to
the left side of the connector.

Step 8

Gently push the plug onto wires until the copper ends of the wires can be seen through the end of
the plug. Make sure the end of the jacket is inside the plug. This provides for stress relief and to
ensure that all wires are in the correct order. If the jacket is not inside the plug, the plug will not be
properly gripped and will eventually cause problems. If everything is correct, crimp the plug hard
enough to force the contacts through the insulation on the wires, completing the conducting path.

Step 9

Repeat Steps 3 through 8 to terminate the other end of the cable. Use the same scheme to finish the
straight through cable.

Step 10

Test the finished cable. Have the instructor check the finished cable. How is it possible to tell if the
cable is functioning properly?

48 - 175 CCNA 1: Networking Basics v 3.1 - Lab 3.1.9c Copyright © 2003, Cisco Systems, Inc.



Cisco SysTems

—_— il

Lab 3.1.9d Rollover Cable Construction

Objective

e Build a Category 5 or Category 5e Unshielded Twisted Pair (UTP) console rollover cable.

e Test the cable for continuity and correct pin-outs, the correct wire on the right pin.

Background

This will be a 4-pair "rollover" cable. This type of cable is typically 3.05 m (10 ft) long but can be as
long as 7.62 m (25 ft). A rollover cable can be used to connect a workstation or dumb terminal to the
console port on the back of a Cisco router or switch. Both ends of the cable built will have RJ-45
connectors on them. One end plugs directly into the RJ-45 console management port on the back of
the router or switch. Plug the other end into an RJ-45-t0o-DB9 terminal adapter. This adapter converts
the RJ-45 to a 9-pin female D connector for attachment to the PC or dumb terminal serial (COM)
port. A DB25 terminal adapter is also available to connect with a PC or dumb terminal. This adapter
uses a 25 pin connector. The following picture shows a rollover console cable kit that ships with most
Cisco devices.

=

This cable is called a rollover because the pins on one end are all reversed on the other end as
though one end of the cable was rotated or rolled over. In the last lab when building the straight-
through cable, putting the second RJ-45 on upside down would have made a rollover cable instead
of the straight through cable.

Prior to starting the lab, the teacher or lab assistant should have a spool of Category 5 or Category
5e UTP cable, RJ-45 (8-pin) connectors, an RJ-45 crimping tool and a continuity tester available.
Work individually or in teams. The following resources will be required:

e One 3.05t06.1 m (10 to 20 ft) length of Category 5 cabling per person or per team
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e Four RJ-45 connectors, two are extra for spares

e RJ-45 crimping tools to attach the RJ-45 connectors to the cable ends

e An RJ-45 to DB-9 female terminal adapter, available from Cisco

e Cabling continuity tester

e Wire cutters

Step 1
Use the table as a reference to help create a rollover console cable.
Router or R.J-45 to RJ-45 |RJ-45 to RJ-45 |RJ-45 to DBY Console Device
switch Console |Rollover Cable |Rollover Cable |Adapter {(PC workstation
port {(DTE) (left end) (right end) serial port)
Signal From RJ-45 Pin |To RJ-45 Pin DBY Pin No. Signal
MNo. MNo.
RTS 1 8 g CTS
DTR 2 K 6 DSR
TxD 3 6 2 RxD
GND 4 5 5 GND
GND L] 4 5 GND
RxD ] 3 2 TxD
DSR ¥ 2 4 DTR
CTS ] 1 i RTS

Signal Legend: RTS = Request To Send, DTR = Data Terminal Ready, TxD = Transmit Data, GND
= Ground (One for TxD and one for RxD), RxD = Receive Data, DSR = Data Set Ready, CTS =
Clear To Send.

Step 2
Determine the distance between devices, then add at least 30.48 cm (12 in.) to the distance. Make
the cable about 3.05 m (10 ft), unless connecting to router or switch from a greater distance. The
maximum length for this cable is about 8m (approx 25 ft).

Step 3

Strip 5.08 cm (2 in.) of jacket off of one end of the cable.

Step 4

Hold the 4 pairs of twisted cables tightly where jacket was cut away. Reorganize the cable pairs and
wires into the order of the T568B wiring standard. They can be ordered in any sequence, but use the
T568B sequence to become more familiar with it.

Step 5

Flatten, straighten, and line up the wires, then trim them in a straight line to within 1.25to0 1.9 cm (1/2
to % in.) from the edge of the jacket. Be sure not to let go of the jacket and the wires, which are now
in order.
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Step 6
Place an RJ-45 plug on the end of the cable, with the prong on the underside and the orange pair to
the left side of the connector.

Step 7

Gently push the plug onto wires until the copper ends of the wires can be seen through the end of
the plug. Make sure the end of the jacket is inside the plug and all wires are in the correct order. If
the jacket is not inside the plug, the plug will not be properly gripped and will eventually cause
problems.

Step 8
If everything is correct, crimp the plug hard enough to force the contacts through the insulation on
the wires, thus completing the conducting path.

Step 9

Repeat steps 2 through 6 to terminate the other end of the cable, but reversing every wire as
indicated in the table above. Pin 1 to pin 8, pin 2 to pin 7, pin 3 to pin 6 and so on.

a. Alternate Method — Arrange the wires into the order of the T568B wiring standard. Place a RJ-45
plug on the end with the prong on the top side of the connector. This method will achieve the proper
reversing of every pair of wires.

Step 10

Test the finished cable. Have the instructor check it. How is it possible to tell if the cable is
functioning properly?
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Lab 3.1.9e Crossover Cable Construction

Objective

e Build a Category 5 or Category 5e Unshielded Twisted Pair (UTP) Ethernet crossover cable to
T568B and T568A standards.

e Test the cable for continuity and correct pin-outs, correct wire on the right pin.

Background

This will be a 4-pair "crossover" cable. A crossover cable means that the second and third pairs on
one end of the cable will be reversed on the other end. The pin-outs will be T568A on one end and
T568B on the other end. All 8 conductors (wires) should be terminated with RJ-45 modular
connectors.

This patch cable will conform to the structured cabling standards. If the patch cable is used between
hubs or switches, it is considered to be part of the "vertical" cabling. Vertical cabling is also called
backbone cabling. A crossover cable can be used as a backbone cable to connect two or more hubs
or switches in a LAN, or to connect two isolated workstations to create a mini-LAN. This will allow the
connection of two workstations or a server and a workstation without the need for a hub between
them. This can be very helpful for training and testing. To connect more than two workstations, a hub
or a switch will be needed.

Prior to starting the lab, the teacher or lab assistant should have a spool of Category 5 or Category
5e UTP cable, RJ-45 (8-pin) connectors, a RJ-45 crimping tool and an Ethernet / RJ-45 continuity
tester available. Work individually or in teams. The following resources will be required:

e One 0.6 to .9 m (2 to 3 ft) length of Category 5 cabling per person or team

e Four RJ-45 connectors, two are extra for spares

e RJ-45 crimping tools to attach the RJ-45 connectors to the cable ends

o Ethernet cabling continuity tester which can test crossover type cables, T568A to T568B

e Wire cutters

Step 1

Create a crossover cable using the following tables and diagrams. One end of the cable should be
wired to the TS568A standard. The other end should be wired to the T568B standard. This crosses the
transmit pairs and the receive pairs, the second and third pair, to allow communication to take place.

Only four wires are used with 10BASE-T or 100BASE-TX Ethernet.
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T568A Cabling

Pin # Pair # Function Wire Color Used with Used with
10/100BASE-T | 100BASE-T4 and
Ethernet? 1000BASE-T

Ethernet?
1 3 Transmit White/Green Yes Yes
2 3 Transmit Green Yes Yes
3 2 Receive White/Orange Yes Yes
4 1 Not used Blue No Yes
5 1 Not used White/Blue No Yes
6 2 Receive Orange Yes Yes
7 4 Not used White/Brown No Yes
8 4 Not used Brown No Yes

T568B Cabling
Pin # Pair # Function Wire Color Used with Used with
10/100BASE-T | 100BASE-T4 and
Ethernet? 1000BASE-T

Ethernet?
1 2 Transmit White/Orange Yes Yes
2 2 Transmit Orange Yes Yes
3 3 Receive White/Green Yes Yes
4 1 Not used Blue No Yes
5 1 Not used White/Blue No Yes
6 3 Receive Green Yes Yes
7 4 Not used White/Brown No Yes
8 4 Not used Brown No Yes

Step 2

Determine the distance between devices, or device and plug, and then add at least 30.48 cm (12 in.)

to it. Standard lengths for this cable are 1.83 m (6 ft) and 3.05 m (10 ft).
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Step 3
Cut a piece of stranded UTP cable to the desired length. Use stranded cable for patch cables
because it is more durable when bent repeatedly. Solid wire is fine for cable runs that are punched
down into jacks.
Step 4
Strip 5.08 cm 9 (2in.) of jacket off one end of the cable.
Diagram showing both T568A and T568B cabling wire colors

Pair 2 Pair 3

T568A T5688B

Step 5

Hold the four pairs of twisted cables tightly where the jacket was cut away. Reorganize the cable
pairs into the order of the T568B wiring standard. Take care to maintain the twists since this provides
noise cancellation.

Step 6

Hold the jacket and cable in one hand. Untwist a short length of the green and blue pairs, and
reorder them to reflect the T568B wiring color scheme. Untwist and order the rest of the wire pairs
according to the color scheme.

Step 7

Flatten, straighten, and line up the wires. Trim them in a straight line to within 1.25 cm to 1.9 cm (1/2
to % in.) from the edge of the jacket. Be sure not to let go of the jacket and the wires, which are now
in order. Minimize the length of untwisted wires because sections that are too long and near
connectors are a primary source of electrical noise.

Step 8

Place an RJ-45 plug, prong down, on the end of the cable with the green pair on the left side of the
T568A end, and the orange pair on the left side of the T568B end.

Step 9

Gently push the plug onto wires until the copper ends of the wires can be seen through the end of
the plug. Make sure the end of the jacket is inside the plug and all wires are in the correct order. If
the jacket is not inside the plug, the plug will not be properly gripped and will eventually cause
problems. If everything is correct, crimp the plug hard enough to force the contacts through the
insulation on the wires, thus completing the conducting path.
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Step 10

Repeat steps 4-8 to terminate the other end of the cable using the T568A scheme to finish the
crossover cable.

Step 11

Test the finished cable. Have the instructor check it. How is it possible to tell if the cable is
functioning properly?
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Lab 4.2.9d Fluke LinkRunner — LAN Tests

Objective
e Become familiar with the capabilities of the Fluke LinkRunner
o Determine whether a cable drop is active
¢ |dentify the cable drop speed, duplex capabilities, and service type

o Verify network layer connectivity with ping

Background / Preparation

In this lab, the student will work with Ethernet cable drops that are attached to networking devices
such as hubs and switches. This is to determine the characteristics of the devices and cabling and
identify potential networking problems. Use some of the key capabilities of the Fluke LinkRunner,
such as drop activity and ping, to perform the analysis.

As networks run faster and become more complex, infrastructure cabling and devices must operate
to precise levels in a tighter performance window. As a result, nearly 80% of network problems stem
from simple wiring and connection problems. The following resources will be required:

e Ethernet hub and switch
e Several Ethernet straight-through patch cables

e Cable run from a wall-plate to switch through a patch panel
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The following URLSs provide information on the Fluke LinkRunner. The first one is a virtual demo of
LinkRunner capabilities, and the second is a link to the downloadable LinkRunner Quick Reference
Guide in various languages.

http://www.flukenetworks.com/us/LAN/Handheld+Testers/LinkRunner/ see+it+live.htm

http://www.flukenetworks.com/us/LAN/Handheld+Testers/LinkRunner/ _manuals.htm

Step 1 Become familiar with the capabilities of the Fluke LinkRunner

Access the virtual demo of the LinkRunner using the first URL listed above. Try different tests to
become familiar with its capabilities.

Step 2 Obtain access to the LinkRunner Quick Reference Guide

Access the Quick Reference Guide online directly, or download it to a PC using the link provided
above. The instructor may also have a copy of the Quick Reference Guide available. Selected
pages of the Quick Reference Guide have been reproduced in this lab. The illustration below shows
the connectors and buttons on the LinkRunner.

[3.]

Power off - Press and Hold
Backlight - Press once briefly

.RJ-45 LAN port
. RJ-45 MAP port

. Selection buttons

. Power Button
. Batteries (2) AA
. Link indicator light

@
v

(cable testing)

Left - Highlight
Right - Action

Step 3 Configure the LinkRunner

a.

C.

From any screen, access the main configuration by pressing both buttons simultaneously. There
is the option to configure LinkRunner or go into Ping configuration.

Pressing the left button goes to LinkRunner configuration where there is the MAC address of the
LinkRunner and the display can be toggled between feet and meters.

What is the Layer 2 media access control (MAC) address?

Pressing the right button goes to ping configuration.

Step 4 Test active workstation links to a switch

a.

LinkRunner allows the determination of what type of service users are connected to, such as
Ethernet, Token Ring, or Telco. On Ethernet segments it can be determined whether the drop is
active, identify its speed, duplex capabilities, and auto negotiation settings.

This test will determine if the cable drop is active while identifying its speed, duplex, and service
type (10 or 10/100 indicates Ethernet).

Turn on the LinkRunner by pressing the small button in the lower right corner.

Disconnect a functioning LAN patch cable from a workstation and plug it into the RJ-45 LAN port
on the LinkRunner. This is a nondestructive test in that it can be performed on a live network.
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The cable should be attached to a wall plate, which then attaches to a switch through a patch
panel in a wiring closet. Cabling should be in accordance with current structured cabling
standards.

e. Observe the display on the LinkRunner and record the information for Drop #1 in the following
table. A sample display from the quick reference guide is shown below the table.

f.  Obtain another patch cable of any length, and plug one end directly into the switch. Plug the
other end into the LinkRunner LAN port. Record the information for Drop #2 in the following

table.
Link Active ? | Cable Type / | Advertised Actual link Network
Link Status speed / duplex speed / duplex | utilization
Drop #1
Drop #2

Is this an active Ethernet Port?
1. Activity Indicator
2. Cable/Link Status:

Straight Patch o

v 10110 <« @

=< Crossover Patch — ====| HDX/FDX
(€]
= =>¢= = Unknown path

4 100/FDX a4
(Auto-MDIX port on hub or switch) 10 %
. o s <0
=_—1! Link Level (displays when low)

3. Advertised speed/duplex - D -
4. Actual link speed/duplex
5. Softkeys (correspond to L/R selection buttons). \o/

6. Network utilization

n Battery Low Indicator: display when low.

g. Disconnect the end of the cable from the switch and observe the display. What was the result?

Step 5 Test a direct link to a hub

a. Obtain another patch cable of any length, and plug one end directly into an active regular hub
port. Plug the other end into the LinkRunner LAN port. Describe the results.

b. How does this display differ from that of a cable drop attached to a switch?

c. Disconnect the power from the hub and described the display now.
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d. Plug the hub back in.

e. Move the cable from one of the regular of ports on the hub to the uplink port on the hub. Make
sure the uplink is not active, so the button should not be pushed in. Describe the results.

f.  Activate the uplink port by pushing in the button. What happened to the wires in the display?

g. Why did this occur?

Step 6 Use the DHCP Ping function to verify network layer connectivity

If the LAN port in a DHCP network environment is connected, LinkRunner will act as a DHCP client.
It will acquire an IP address and verify basic connectivity to key devices by pinging the default
gateway or router and DNS server. See the diagram below for a sample of the screen display.

a.
b.

> @ =

Turn on the LinkRunner by pressing the small button in the lower right corner.

Obtain a patch cable of any length and plug one end directly into the switch on a LAN with a
DHCP server available. Plug the other end into the LinkRunner LAN port.

The LinkRunner must be in DHCP mode in order to perform this test. Press the right softkey
(Ping) once to see if the DHCP magnifying glass is displayed. If not, press the left softkey twice
and place a checkmark in the DHCP option box.

Allow time for the LinkRunner to obtain an IP address from the DHCP server, and then press the
right softkey, which is the ping.

Note: If the LinkRunner fails to obtain an IP address, verify that the DHCP option box is checked
and that there is a DHCP server active on the network.

What was the IP address that the LinkRunner obtained?

Press the left Softkey or magnifying glass button, which provides ping details.
What is the IP address of the default router or gateway?
What is the round-trip time for the ping to the default router?
What is the IP address of the DNS server?

What is the round-trip time for the ping to the DNS server?

If one response time is slower than the other, why is that?

Can | Ping?

+ Press [[EING) to ping

In DHCP network enviroments, LinkRunners
D

: . NS |y |
pings: C
| I
Default Router - I |
|= []
DNZ —
12112 500

E| DNS Server
010.136.136.082

n User-defined device
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Step 7 Ping user-defined IP address

The LinkRunner can be used to ping user-defined IP addresses for up to 4 common IP address ping
targets. See the diagram below for a sample of the screen display used to edit the IP address for
computer target 1. This test assumes that the LinkRunner has obtained a compatible IP address,
subnet mask and default gateway as a DHCP client in the prior step. If not see the note in step 7j

below.

a. Turn on the LinkRunner by pressing the small button in the lower right corner.

b. Disconnect any cables from the LinkRunner.

c. Press the right SoftKey (wrench) to access configuration options.

d. Press the right SoftKey again (ping and wrench). When working on a network with a DHCP
server, turn off the LinkRunner DHCP client by removing the checkmark from the DHCP check
box. Press the right SoftKey (checkmark) to uncheck it.

e. Press the left SoftKey (down arrow) to get to the computer icon. Then press the right SoftKey
(computer, IP, and wrench) to access the IP address configuration function.

f. Press the right SoftKey (down arrow and computer) to cycle through the four IP targets. Zero
indicates no ping for the computer target. Select IP target number 1.

g. Press the left SoftKey (down arrow) to access the IP address, and press the right SoftKey (IP
x.x.Xx.X) to begin configuring the IP address for target computer 1. See figure below.

h. Identify the IP address of a lab server or a partner workstation and record it here.

i. Press the left SoftKey (right arrow) to advance the cursor from one number to the next in the IP
address. Press the right to SoftKey (IP and Up arrow) to change the value of the number. All 12
decimal digits including zeros must be accounted for. While working with the first digit of any of
the 4 octets, press the up arrow four or five times. What is the maximum number that the
LinkRunner will allow to set the first number of an octet to?

j. When finished with the last digit, the left SoftKey will become a down arrow. Press the left
SoftKey until there is the X (exit), and then press the right SoftKey (X). Press the left SoftKey
(down arrow again until you get to the X and press the right SoftKey again to exit the
configuration function.

Note: If the LinkRunner did not obtain a compatible IP address and subnet mask from DHCP in
prior Step 6, configure them before going on. Instead of selecting the computer icon to configure,
select the LinkRunner icon and follow the same basic procedure as described above to set its IP
address and subnet mask. The IP address of the default gateway for the LinkRunner should also
be set at this point.

k. After the IP address is set to be pinged, connect a patch cable from the LAN port on the
LinkRunner to a wall plate jack, hub or switch on the network will be pinged. What does the
cable display look like?

I.  Press the right SoftKey (ping) to start the ping function. There should be a workstation icon with
a target number 1 on the screen. Does the workstation have a solid lines or dashed lines?

What does this mean?

m. Press the left SoftKey (magnifying glass) to see the IP addresses of all devices being pinged and
the round-trip time for each in milliseconds.

n. Which devices were being pinged and what were the round-trip times for each?

0. Press the right SoftKey (X) twice to exit the detailed view and ping function.

71-175

CCNA 1: Networking Basics v 3.1 - Lab 4.2.9d Copyright © 2003, Cisco Systems, Inc.



L1

ﬂ 010.020.110.145
X

\ 4 Ipzxxx|

Step 8 Disconnect the equipment and store the cabling and devices

72-175 CCNA 1: Networking Basics v 3.1 - Lab 4.2.9d Copyright © 2003, Cisco Systems, Inc.



Cisco SysTems

—_— il

Lab 4.2.9e Fluke LinkRunner — Cable and NIC Tests

Objective

Become familiar with the capabilities of the Fluke LinkRunner
Verify cable length and integrity

Determine where a cable terminates

Verify PC NIC functionality

Background / Preparation

In this lab, the student will work with Ethernet cables to determine their characteristics and identify
potential problems. The student will use some of the key capabilities of the Fluke LinkRunner such
as cable mapping and NIC Test.

As networks run faster and become more complex, infrastructure cabling and devices must operate
to precise levels in a tighter performance window. As a result, nearly 80% of network problems stem
from simple wiring and connection problems. The following resources will be required:

Ethernet straight-through patch cables, which are good and bad
Ethernet crossover cables

Ethernet cable from wall plate RJ-45 jack through a patch panel
Hub and/or switch

Computer with NIC
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The following URLSs provide information on the Fluke LinkRunner. The first one is a virtual demo of

LinkRunner capabilities, and the second is a link to the downloadable LinkRunner Quick Reference
Guide in various languages.

http://www.flukenetworks.com/us/LAN/Handheld+Testers/LinkRunner/ see+it+live.htm

http://www.flukenetworks.com/us/LAN/Handheld+Testers/LinkRunner/ _manuals.htm

Step 1 Become familiar with the capabilities of the Fluke LinkRunner

Access the virtual demo of the LinkRunner using the first URL listed above. Try different tests to
become familiar with its capabilities.

Step 2 Obtain access to the LinkRunner Quick Reference Guide

The Quick Reference Guide may be accessed online directly or downloaded to a PC using the link
provided above. The instructor may also have a copy of the Quick Reference Guide available.
Selected pages of the Quick Reference Guide have been reproduced in this lab. The illustration
below shows the connectors and buttons on the LinkRunner.

@
v

1. RJ-45 LAN port

2. RJ-45 MAP port
(cable testing)

3. Selection buttons
Left - Highlight
Right - Action

4. Power Button

. Batteries (2) AA

6. Link indicator light

(5,

Power off - Press and Hold
Backlight - Press once briefly

Step 3 Configure the LinkRunner

a. From any screen, the main configuration can be accessed by pressing both buttons
simultaneously. Now there is the option to configure LinkRunner or go into ping configuration

b. Pressing the left button goes to LinkRunner configuration where there is the MAC address of the
LinkRunner and the display can be toggled between feet and meters.

What is the layer 2 media access control (MAC) address?

c. Pressing the right button goes to ping configuration, which was covered in the prior lab.

Step 4 Test length and continuity for a long cable run

The LinkRunner Cable Test function helps to determine whether the cable length is within
specification. This is a basic test of a long cable to determine that all four pairs of wires are intact and
have the same length. The diagram below shows a good cable test.

Turn on the LinkRunner by pressing the small button in the lower right corner. What does the
display look like now?
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a. Use a long straight-through cable drop which is not connected to a patch panel, hub, or switch at
the other end. Plug one end of the cable into the RJ-45 LAN port on the LinkRunner. What does
the display look like now?

b. What is the length of the cable being tested?

O
o0

Step 5 Test length and wire map for good and bad patch cables

The Cable Test function helps to determine whether the cable length is within specification, if it is a
straight or crossover, and whether it has any faults. These tests work for both structured and patch
cables. This will test cable integrity for excessive length, opens, shorts, crossed wires, and split
pairs.

a. Turn on the LinkRunner by pressing the small button in the lower right corner.

b. Use a good straight through patch cable. Plug one end of the cable into the RJ-45 LAN port on
the LinkRunner and the other end into the LinkRunner RJ-45 MAP port. The diagram below
shows the result of testing a good straight through cable. What is the length of the cable?

Explain how to tell if this is a straight through or crossover cable.

c. Use a good crossover cable. Plug one end of the cable into the RJ-45 LAN port on the
LinkRunner and the other end into the LinkRunner RJ-45 MAP port. What is the length of the
cable?

Explain how to tell if this is a straight through or crossover cable.

O [
[ 1 J
(|

253 ft
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d.

Use a bad straight through patch cable that is improperly wired or has some faults in the wires.
Plug one end of the cable into the RJ-45 LAN port on the LinkRunner and the other end into the
RJ-45 MAP port. The diagram below shows a problem cable with symbols indicating the type of
problems that may be encountered. What problem was encountered?

0 Indicates a problem cable and
—_——— - —_———— details display below.
L 1]

(a)1.2 3.6 4.5 7.6

> @

286 ft ? Short

- - )II Open (wiremap or cable ID)

Step 6 Test length and wire map for long cable runs

Turn on the LinkRunner by pressing the small button in the lower right corner.

Use a good workstation patch cable drop to a wall plate, which is connected to a patch panel at
the other end but not to a hub or switch. Plug the cable into the RJ-45 LAN port on the
LinkRunner. Plug the wire map adapter into the associated patch panel port on the opposite end.
This will test the cable run from the patch cable in the work area through all horizontal cabling to
the patch panel in the wiring closet.

What is the length of the cable?

Does the cable test OK?

If not, indicate problems encountered.

Step 7 Use Link Pulse to test the connection to a hub/switch and identify the cable location

Link Pulse blinks the hub or switch port link light while simultaneously sending a tone on the wire to
aid in cable location. Use the optional Microprobe Tone Receiver to pick up a tone and audibly locate
cables. The optional Cable ID kit can be used to identify unmarked segments.

a. Obtain a good patch cable of any length. Plug one end directly into an active regular hub or
switch port. Plug the other end into the LinkRunner LAN port.

b. Press the left SoftKey (musical note and hub symbol). What does this cause the link light on the
hub or switch port to do?

c. What does this test do and how could it be useful in locating or identifying where cables

terminate?
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Step 8 Test PC NIC functionality
a. Turn on the LinkRunner by pressing the small button in the lower right corner.

b. Plug one end of a patch cable into the RJ-45 LAN port on the LinkRunner and the other end into
the PC NIC. If the PC NIC link light comes on, then the NIC is good. Did the NIC test OK?

Step 9 Disconnect the equipment and store the cabling and devices
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Lab 5.1.12 Building a Peer-to-Peer Network

Straight-through cable

Serial cable .
ROHOVEI'(CD['ISNE) SesssEERERERARRERRE RS
Crossover cable =~ e e cccccac-a -

Objective
e Create a simple peer-to-peer network between two PCs
o |dentify the proper cable to connect the two PCs
e Configure workstation IP address information

e Test connectivity using the ping command.

Background / Preparation

This lab focuses on the ability to connect two PCs to create a simple peer-to-peer Ethernet LAN
between two workstations. The workstations will be directly connected to each other without using a
hub or switch. In addition to the Layer 1 physical and Layer 2 data link connections, the computers
must also be configured with the correct IP network settings, which is Layer 3, so that they can
communicate. A basic Category 5/5e UTP crossover cable is all that is needed. A crossover cable is
the same type that would be used as backbone or vertical cabling to connect switches together.
Connecting the PCs in this manner can be very useful for transferring files at high speed and for
troubleshooting interconnecting devices between PCs. If the two PCs can be connected with a single
cable and are able to communicate, then any networking problems are not with the PCs themselves.
Start this lab with the equipment turned off and with cabling disconnected. Work in teams of two with
one person per PC. The following resources will be required:

e Two workstations with an Ethernet 10/100 NIC installed
e Several Ethernet cables, which are both straight-through and crossover, to choose from for
connecting the two workstations
Step 1 Identify the proper Ethernet cable and connect the two PCs

a. The connection between the two PCs will be accomplished using a Category 5 or 5e crossover
cable. Locate a cable that is long enough to reach from one PC to the other, and attach one end
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to the NIC in each of the PCs. Be sure to examine the cable ends carefully and select only a
crossover cable.

b. What kind of cable is required to connect from NIC to NIC?

c. What is the category rating of the cable?

d. Whatis the AWG wire size designation of the cable?

Step 2 Verify the physical connection

a. Plugin and turn on the computers. To verify the computer connections, insure that the link lights
on both NICs are lit. Are both link lights lit?

Step 3 Access the IP settings window

Note: Be sure to write down the existing IP settings, so that they can be restored at the end
of the lab. These include IP address, subnet mask, default gateway, and DNS servers. If the
workstation is a DHCP client, it is not necessary to record this information.

Windows 95 / 98 / Me/ users should do the following:

e Click on Start > Settings > Control Panel and then click the Network icon.

o Select the TCP/IP protocol icon that is associated with the NIC in this PC and click on
Properties.

e Click on the IP Address tab and the Gateway tab.

Windows NT / 2000 users should do the following:

e Click on Start > Settings > Control Panel and then open the Network and Dial-up
Connections folder.

e Click ad open the Local Area Connection icon.
e Select the TCP/IP protocol icon that is associated with the NIC in this PC.

e Click on Properties and click on Use the following IP address.

Windows XP users should do the following:

o Click on Start > Settings > Control Panel and then click the Network Connection icon.
e Select the Local Area Network Connection and click on Change settings of this connection.
e Select the TCPI/IP protocol icon that is associated with the NIC in this PC.

e Click on Properties and click on Use the following IP address.

See the example below:
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Internet Protocol {TCP/IP) Properties

Eeneral

Y'ou can get IP settings azsigned automatically if your network, supparts
thiz capability. Othenaize, you need to azk pour network. admimztrator for
the appropriate [P zettings.

" Obtain an IF address automatically

2 x|

—% Lze the fallowing |P address;
IP address: I

Subnet mask: I

Default gateway: I

€ [btain BHE server address automatizally

—i% Lze the following DMS server addresses;

Frefered DMS semver: I

Alternate DHS zerver I

Advanced... |

o |

Cancel |

Step 4 Configure TCP/IP settings for the two PCs

a. Set the IP address information for each PC according to the information in the table.

b. Note that the default gateway IP address is not required, since these computers are directly
connected. The default gateway is only required on local area networks that are connected to a

router.
Computer IP Address Subnet mask Default Gateway
PC-A 192.168.1.1 255.255.255.0 Not Required
PC-B 192.168.1.2 255.255.255.0 Not Required

Step 5 Access the Command or MS-DOS prompt

a. Use the Start menu to open the Command Prompt (MS-DOS-like) window:

Windows 95 / 98 / Me users should do the following:

Start > Programs > MS-DOS Prompt

Windows NT / 2000 users should do the following:

Start > Programs > Accessories > Command Prompt

Windows XP users should do the following:

Start > Programs > Accessories > Command Prompt
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Step 6 Verify that the PCs can communicate

a. Test connectivity from one PC to the other by pinging the IP address of the opposite computer.
Use the following command at the command prompt.

C:>ping 192.168.1.1 (or 192.168.1.2)

b. Look for results similar to those shown below. If not, check the PC connections and TCP/IP
settings for both PCs. What was the ping result?

¢ Command Prompk

Microzoft Windows HP [Uersion 5.1.£gﬁﬁ]
CC>» Copyright 1785-2081 Microsoft Corp.

C:~Documents and Settings“Ouner ping 192_168_.1_1

Pinging 122_168_1.1 with 32 hytes of data:

192 _168.1.1: byte==32 time<ims TTL=15@
1922 _.168._1.1:- hytez=32 time<im=z TTL=158
192 _168.1.1: byte==32 time<ims TTL=15@
Reply from 172.168.1.1: hytes=32 time<im=z TTL=15@

Ping statistics for 192.168.1.1:

Packetz: Sent = 4, Received = 4, Lost = B (Bx loss),
Approximate round trip times in milli—=seconds:

Minimum = Bmz, Maximum = Bms,. Average = Bms

C:~Documents and Settings“Ouner’

Step 7 Confirm the TCP/IP network settings
Windows 95 / 98 / Me users should do the following:

a. Type the winipcfg command from the MS-DOS Prompt. Record the results:

Windows NT /2000 / XP users should do the following:

b. Type the ipconfig command from the Command Prompt. Record the results:

Step 8 Restore the PCs to their original IP settings, disconnect the equipment, and store the
cables
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Lab 7.1.9a Introduction to Fluke Network Inspector

192.168.0.1/24
' S0/0 DCE A~

192.168.2.1/24

192.168.1.20/24 192.168.2.10/24

“Host1 Host2

Objective

This lab is a tutorial demonstrating how to use the Fluke Networks Network Inspector (NI) to discover
and analyze network devices within a broadcast domain. This lab will demonstrate the key features
of the tool that can be incorporated into various troubleshooting efforts in the remaining labs.

Background / Preparation

The Network Inspector software can distinguish workstations, servers, network printers, switches,
and managed hubs, if they have been assigned a network address.

Options for conducting this lab.

1) Use Network Inspector in a small controlled LAN that is configured by the instructor in a
closed lab environment as shown above. The minimum equipment should include a
workstation, a switch, and a router.

2) Perform the steps in a larger environment such as the classroom or the school network to
see more variety. Before attempting to run NI on the school LAN, check with the instructor
and the network administrator.

The following is a list of points to consider:

1. Network Inspector detects the devices within a network subnet or VLAN. It does not search
beyond a router. It will not inventory the entire network of the school unless it is all on one
subnet.

2. Network Inspector is not a Cisco product nor is it limited to detecting just Cisco devices.
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3. Network Inspector is a detection tool, but it is not a configuration tool. It cannot be used to
reconfigure any devices.

The output in this lab is representative only, and output will vary depending on the number of
devices, device MAC addresses, device hostnames, and which LAN is joined.

This lab introduces the Fluke Networks Network Inspector software, which may be useful in later
troubleshooting labs and in the field. While the Network Inspector software is a valuable part of the
Academy program, it is also representative of features available on other products in the market.

At least one host must have the Network Inspector software installed. If the lab is done in pairs,
having the software installed on both machines means that each person can run the lab steps. Be
sure to select both the Network Inspector and the Network Inspector Agent during installation.

The Console can be anywhere that has a valid IP path and security to allow the connection to an
Agent. In fact, it might be an interesting exercise to have the Console reach across the serial link to
load the database from the other Agent. The student can have the Console reading from a different
database than the one that is currently in use by the Agent on the same PC.

Step 1 Configure the lab or attach the workstation to the school LAN

Option 1. If the closed lab environment is selected, cable the equipment as shown above and load
the configuration files into the appropriate routers. These files might already be preloaded.
If not, obtain them from the instructor. These files should support the IP addressing
scheme as shown in the figure above and the table below.

Configure the workstation according to the specifications in the table below.

Host #1 Host #2

IP Address: 192.168.1.20

IP Address: 192.168.2.10

Subnet mask: 255.255.255.0

Subnet mask: 255.255.255.0

Default Gateway: 192.168.1.1

Default Gateway: 192.168.2.1

Since the software discovers devices on the network, the more devices the better the demonstration.
If available, add additional hosts to both LANSs.

Option 2. If option 2, connect to school LAN, is selected, simply connect the workstation, with
Network Inspector or Protocol Expert installed, directly to a classroom switch or to a data
jack connected to the school LAN.

Step 2 Start Network Inspector and the Agent

From the Start menu, launch the Network
Inspector Console.

&1 Network Inspector Console

File “iew Prmoblem Dewice Toolz Beports

Click on the Agent button at the left end of -
the toolbar so that the Agent can be started. ﬂ '% @
Agent Frint  Prewview Fefresh O

IElﬁ |nzpector I Mame

If necessary, select the Agent tab in the window, then click on the Start button and watch the Status
box until it shows that the Agent is running as in the figure below. This process may take several
minutes to start.
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Notice the Agent status on the bottom of the Console window. Look closely and notice that the Agent
has been running since 9:57 PM in the second graphic captured below that is in Step 3.

&, Metwork Inspector Agent !E[

Metwork |nspectar Agent

Status Funning

Sibart | Stop

Use the Close button in the lower-right corner of the Agent window to send the Agent away. In some
versions, this may be a Hide button. Do not use the Stop button or the discovery process will cease.

Step 3 Allow network discovery to occur

The Network Inspector software is designed to quietly, both passively and actively, collect network
data. As such it takes time for devices to appear. This small network should be discovered in a
minute or two. Active collection of statistical data is delayed for the first 10 minutes. An actual
production network might take 30 minutes or more before most data is discovered.

After a few minutes, the Console window should start showing information about the network. In the
following example, two additional workstations were added.

&7 Network Inspector Console M [=]
File View Problern Device Tools Reports MNetwork Map Help
jﬁ%@ ] pF Eﬂl.‘)}‘-”..@.‘?
Agent Print  Preview Refresh  Options  Trending Sart: Tools Reports Tet Map Help
Eﬁ Inspeckar Mame ¢ | IP¥ Mame | NetEIOS Mame | IF Address | MAC Address
Prablem Log @ =) 152.165,000.001 192,168,000,001 Runtop-DS30E7
El-5g Devices D192, 168,001,100 192, 163,001,100 CISCO-7E2CCH
1 Fluke T°_°'5 (= 450 1450 192, 168,000,012 3Com-1E5640
o> Key Devices @=)sandnse1 30:00107h353f60 192.168.001.001, 192.168,000.001 | CISCO-3A3FE0
[III :;:::tf;ei?:rces = THUNDER: THUNDER, 192,168,001.010 LITE-O-Z3FE4D
SErvers
L= Routers
izl Switches
-z Managed Hubs
Printers
..... ) Hosks
l-nag] Local Metwarks
[#1-[IF] Subnets
F-[N] IPK Metworks
il NetBIOS Domains
For Help, press F1 Agent Running since 9157 PM 6/15 |5 Devices e

Note: Entries from previous sessions may be seen. It will take a few minutes for the entries
to match the network. In the Agent window, under the Database/Address tab, there is a
checkbox for Overwrite. If that box is checked, the current database content is discarded
and a fresh data set is loaded as it is discovered when the Agent starts. Otherwise, any new
data is integrated with the existing database as it is discovered.
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=] Metwork Inspector Agent Manager

Database
HETER || nzpectol | Manage... |
¥ Owvenite

=10

Service Databasedbddress | SNMF‘I F'ru:ul:ulemsl Nu:utifiu:ati-:unl .-’-'-.dvanu:edl Ahot I

Notice the hostnames, which areM450, SanJose1 and Thunder, in the example above. PC
hostnames will be different in student output. Also notice the IP addresses and MAC addresses for
each discovered device. It should be obvious that both SanJose1 and SanJose2 have two IP
addresses assigned to the LAN interface.

Notice that NI does not investigate beyond the router interface. It collects information only on the
devices that share the same broadcast domain as the computer NIC.

Step 4 Investigate device properties

Double click on the router device name and look over the available Device Properties. Remember
that results will depend on the devices included in the LANs subnet.

Device Properties:SanJoses @]
Q Dwervsw |%{J F'n:nl:nlemsl {E} Sewicesl Mg SNMF'I [ind Switchlnspectarl @ Natesl
— Mames x
MetBl05 | Comment | Close
Domain | Microzaft | §
=% |3IZI:DEI1 07b3a3fE0 SHME |Saan:use1 Prink
—Addreszes
IF &ddresses MaC |E|SEE"?""'\"SFEEI Refresh
DNS Mame | IP Addiess | Subnet Mask | S
192 168.000.001 250205 256,000 ﬁ =
192 168.001.001 205,205 255,000 Toals
IFx Addresses R
Met /| @023 | Bl | S0z | smar | =
30 X ?
Help
oo S i I 192.168.007.100 (192 168.001.100), Port.22

The Overview tab in the above graphic shows IP addresses, the IPX address, the IPX networks
attached, the IPX data frame used (802.3 above), and the MAC address. Notice that the OUI has
been converted to identify the manufacturer in the above example.

The closest switches will only appear if Network Inspector has been provided with a valid SNMP
Community String for them.

The Problems tab reveals one of the IP addresses is duplicated within the network. This occurs if
the student configured an optional host as defined in Step 1. The red ball to the left of the
Description indicates a problem.
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Device Properties: SanJosel x|

Q Owerview g&; Problems |{E} Servicesl Hip SNMF'I |]|]|] Switchlnspectnrl E Nu:utesl

Dezcription I Detected | Last Seenl
@Duplicate IP address: 192.168.000.0071 10:02 PM BA5 12:45 AM BA1E §

Close

=

The Services tab reveals the IP and IPX Services running on the routers.

Q Dvewiewl °£:' Problems {E} Services | ill:] SNMF" |][I[| Switch In&pectnrl E Nnte&l
NetBIOS Dver | Cluse
MT Service&l %
IP Services |HIF' Router, OSPF Router, Static Bouter, Prosy Arp Router, HTTP Erink
|F Services B
Type ¢ | Name | Met | Mode | Hops | 8023 | Eth1l | s02.2 | shar | neFroch
Rip Fouter  30:00107b3a3f60 30 O0O0M07B3a3fe0 1 # —
Tools
— Maovell Server Eﬂ
Connection List i
‘-p"elsiun| Connec... ¢ | Hiost |
Connections H?I
lp
tdax Connections
Licenses

The IP Services example in the graphic above reveals that the IP HTTP Server service has been
turned on. This means the router can be accessed via a Web browser.

The IPX Services shows the IPX Network ID (30), the Node address (MAC), the frame type, and the
fact that IPX RIP is running.

The bottom third of the window shows the information that would have been revealed if the device
had been a Novell Server. A multi-homed server, which is one with more than one NIC (connection)
in separate networks, is working as a router or bridge.

The MIB SNMP tab reveals SNMP information as well as the router |OS information.
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Device Properties: Sandoser B
Q Dverviewl 0&; Problemsl {E} Services - ] Switchlnspectorl E Notesl
o X
Coanmunity String Close
||3ub|ic: -
Hame Prirt
Sarlogzel
_ Refresh
Location —_—
Sanlozel _CCHP_LaR ﬁ
Tools
Contact ﬂ
Sandozel IT LAN Lead 5559376 Reports
7
Description Help
Cisca Intermetwork. Operating System Software (05 [tm) 2500 Saftware [C2500-0-L), Yersion 12.0(5]T,
RELEASE SOFTWARE [fc1] Copuright (o] 1986-1993 by cizco Systems, Inc. Compiled Fri 23-1ul-93

The Switch Inspector tab creates a variety of charts of the switch interface data for the selected
device. This data is not collected during the initial 10-minute period. The Switch Inspector test
provides basic utilization graphs for any SNMP enabled device. The level of information offered by
this test depends on which MIBs are supported by the selected device. For example, since
SanJose1 is a router, the student cannot display the address of any directly connected devices for a
highlighted port. The buttons on the left side of the window change the chart format. The Graph

Legend L==1 button at the bottom-left corner displays the floating legend seen below.

[y Dverviewl 20 F'ru:ul:ulemsl g Serviu:e3| Mg sHMP [0 Switch Inspector ||E Nu:utesl
ﬂﬂ — MultiPart Statistics * - Mat Trended I x
: e Clase
[ Utilization —
— 0020 Broadcasts
m - =
o E Enors Prink
[} ° 0mo [ calisions —
| . . [ Peak
Bl aeme - y e | Utization Refresh
: : : : —* Broadcaszts
m} Indes | | -= Errars ﬁ o
o i Tool
@ Port Histom 13 f* Port Histoe  © Direc —~ Colisions L
— Part Histany [I-
| 100 ]
% Reparts
E 4 a0 ?
Help
&) 0
: 1233 AMBME 1:14 AW 616
==
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The second button is the TabularView , and selecting it details each interface on the selected
device including whether the interface is up or down. The check box at the left of each line
determines whether statistics are gathered for trending on that interface. Scrolling to the right reveals
MTU and Description (FastEthernet0/0 or Token-Ring 0/1) details.

Device Properties: SanJosel [ x|
Q Dvewiewl en F'rcnl:nlemsl {E} Sewicesl Mig smp (il S WltCh|ﬂ$DECth| @ Natesl
= v Ltilization 5 ource Close
= b o vian] st | Port | State | Type | Speed | RMO
. 1 Up E therriet 10 MBits/zec §
sl 2 Up Fairt Ta Paint Seral | 1.544 MBits/ Prink
3 Down  Point Ta Point Serial — 1.544 MBits/... — X
ZI ! Up | Other (M)
= (Os Up  Software Loopback (/4] il
E Up Software Loopback [MA) i
m |5 j | e .
o Tools
[F letarfara dddrccas -

@ The two clock-like buttons switch between a one-hour or 24-hour history,
o which can create an interesting comparison if the NI has been running for
an extended time. The results will be the same in this short exercise.

While in the Switch Inspector, the Reports button on the right ]

side of the screen will expand to show two options. Select the =

Switch Performance choice and a multi-page report with Reports

various charts will appear on the screen. Look over the Switch Perfarmance
results. Switch Detail

The Switch Detail option only works with a switch. Customize. .

After looking over the Device Properties window, click on the Close button in the upper right corner
to return to the Network Inspector Console.

Step 5 Explore the left panel options

At the Network Inspector Console, experiment with expanding and contracting the choices in the left-
side pane. As with the Explorer, if an item on the left side is selected, the right side will show the
details. In the following example, expanding the Problems Log and selecting Errors shows the
devices on the right side with errors. This makes it easy to spot the duplicate IP address device.

E Network Inspector Console

File Wiew Problem Device Tools Reports Metwork Map  Help

2 S 49 | N 2 . d . =5 . 2

Agent Print  Preview Refresh  Options  Trending Sart Tools Reparts ek Map Help
Eﬁ Inspector Name | Descripkion | Detected '\_l Last Seen |
L@ 7
‘%‘"'&p Problem Log @=fsanlose1 Duplicate IP address: 192, 168.000.001 | 10:02 PM&(15  2:00 AM 816

- g Errors
~[E wWarnings

"QIQZ.IE‘S.DUD.DUI Cuplicate IP address: 192, 168.000.001 10:02PME/15 | 2:00 AM B/16

Try different options on the left pane and note the result in the right pane. Due to the limited number
of devices, some will be empty. Try it later with a larger sample.
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In the left pane, select Devices to show all devices in the right pane. Note the format of the MAC

address.

Click on the Options button in the toolbar (or View > Options) and note that the student can choose
between Manufacturer Prefix and Hex. Select the one that is not chosen, look over the other

options, and then click on OK. Note the result.

Options

MAC Addrezs Digplay
% danufacturer Prefis

i~ Hex

Screen Layout
v Toolbar
¥ Statuz Bar

Getting Help. In the Console main screen, check that the Problem Log is selected, and that a
device shown in the detail window has been highlighted. Press F1, which is the Help function key, to

show a list of problems

by category.

<> Network Inspector Console Help

File Edit Bookmark Options Help

- [0] %]

Help Iopicsl Blach I Frint

=T > 1

Errors, Warnings, and Changes that can be Discovered

the Device Properties dialog box

to do about it.

@ Errors

Collision Rate Exceeded Error
Threshold

Duplicate IP Address
Duplicate 1P Internal Metwork

Warnings

Collision Rate Exceeded Warning
Threshaold

Incorrect IP Address

Interface Liilization Exceeded

The following table lists all the errors, warnings, and changes that can be reported in the Problem Laog and in the Problems tab in

Click an errar, warning, or chanage below to display a help topic that describes what the errar, warming, or chanoge means and what

A Changes

Device Demoted to Backup Domain

Controller

Device Mo Longer Seen on Metwork

-

Device Promoted to Primary Damain

Murmker

Duplicate 1P Metwork Mumber

Warning Threshold

P Service Unreachahle

Duplicats MetBICS Mame

Incarrect Configuration of Agant
Incorrect Subnet task

Interface Error Rate Excesded
Error Threshold

Interface Lkilization Exceeded
Error Threshold

Key Device kot Responding

License cap reached (= 250
devices discovered)

Movvell Clisnt Licenses Abhaut to
Orverflow

only Devics in (P Metwark

Only Device in hetBl2E Domain

Only Device in Metwork sing IPH
Encapsulation

Overlapped Subnet Wask

ShP Reported Device Rebooted

Cortroller
DS Mame Chancge

P Acddress Chande

P Service has Resumad on Device

|P Service hlo Longer Seen on Device

MetBIDS Mame Chancoge

MetBIDS Service has Resumed on

Device

MetBIDS Service Mo Longer Seen an

Device

Mewy Device on Metwork

|

As an example, one of the problems created by the current Lab configuration in the above graphic is
a duplicate IP address. To learn about duplicate IP addresses, what the symptoms are, and what

can be done about them, select the hyperlink listing for Duplicate IP Address from the list. There is
a wealth of information in the Help for this software.

Take a minute and experiment with the Preview, Sort, and Reports buttons in the toolbar. The
features should be obvious. Look particularly at the troubleshooting and documentation possibilities

of the reports.
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Select a host and then open the Tools
button in the toolbar and pick Ping.

Select Parameter

Parameter:

The Select Parameter box will include the
LAN IP addresses that the student can ping. 1592.165.1.1
Select one and click on OK. 19216841

A command (MSDOS) window will appear
to show the results.

Cancel

\_H
=
%]

Type exit to close the new window when
finished.

Try using the Telnet and Traceroute options. Select a router or switch in the Console display and
then choose Tools | Telnet and a window with a Telnet session open will appear. Trace works the
same way.

The Web option on the Tools button will open a Web session with a device if the IP HTTP Server
feature is turned on. If trying this, the username is the hostname, which is Sandose1 or SanJose2,
and the password is cisco.

In the sample lab above, the switch is a Catalyst 1924 with an IP address assigned. Therefore, the
following appears if the Web choice is selected while the switch is highlighted:

Cisco Svsrems HOME PORT ADDRESS SHME STP CDP SPAN COWSOLE STATISTICS SYSTEM CGMP

_Aesy | Catalyst 1900 Switch Manager

Apply the new

settings to the Basic System Configuration

current

DombEREon Name of Switch: I
Switch IP Address: 192.168.1.100

Fiesvart | ] )

Revert to the Physical Location: |

previous settings User/Contact MName: I
Assign/Change Password: I

Hel
Ll Eeconfitm Password: I

Al contents copyright . Catalyst 1900
B 1995 by Cisco

Systems, Inc LR I T |

ww e

T [ 0 [ [ [ [ [0 [ [ [ [

T W

B LinkUp Mo Link Status Link Faulty ot Port Disabled

Experiment with the above toolbar options until comfortable with the features.

Step 6 Use Net Map and Visio to diagram the network

If Visio is installed on the workstation, the Net Map button on the toolbar will activate Visio and

create a network map of the broadcast domain. The following example uses the “Router Connections
in a Switched Network” on the Net Map button. It will draw the network whether or not a switch is
included.
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FLUKE

o

o)

Router Connections in a Switched Network

Eandae
18218201
182.1a2.14

]

15212101 .10

! |
! |
! |
! |
' PrAnkers 0 1
! Meroged Hubs0 I
1 OFer Habs:q 1
: Flue Too=11 I
! |

Dahase: nspedT
Elbe 2 of Jure 15, 01 Z8m
Cerermked by He ok repechon = Fhae We ok ires Qe 1ube re ks ooy

PortBpeed Legend

18 b
1210
IR ——

[T TTET]

The Visio is fully integrated into NI. This means that double clicking one of the devices in the drawing
will call up the Device Properties window that was used in Step 4.

Step 7 Document router information.

Using the skills covered earlier, select the router and document the following information where

available:

a. What is the name of the device?

b. What IP services is the device running?
c. What IPX services is the device running?
d. Whatis the SNMP community string?

e. Whatis the location?

f.  Who is the contact?

g. Which interfaces are available?

h.  Which interfaces are up?
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i. List below any problem(s) that the software has discovered.

Step 8 Observe device discovery

If possible, connect the two switches with a crossover cable and watch the NI output as new devices
are discovered. If a crossover cable is unavailable, remove one of the switches and plug the host(s)
and router into the second switch. While this would not usually be done in a production environment,
do it now just to see how NI responds.

New devices should show up initially with blue triangles indicating they are newly discovered. Many
should eventually get a yellow warning rectangle indicating a potential problem. Remember that this
process could take 10 or more minutes.

Eventually, the other subnets and the second router should be seen.

Step 9 Stop the capture and access the Problems and Notification tabs

Click on the Agent button in the toolbar. The Agent has been collecting data all this time. Click on
the Stop button and then confirm intentions when prompted.

Look over the tabs to see the database options that can be set. Note the Problems tab and the
choices for focusing the investigation.

] Metwork Inspector Agent Manager !EI E |

I Nu:utifin:atiu:unl .-’-'-.dvanu:edl About I

=[] Erars -
K.ep device not rezponding

- [w] Incomect subret mask

- [w#] Duplicate IP address

-] Duplicate MetBI0S name

- [w] Duplicate 1P network numbes

- w!] Duplicate 1P internal netwark rumber
~[w] Mo Novell file server found

- [w#] Out of Movel client lagin icenses

- [w] Interface: utilization excesded 803
-] Interface emar rate excesded 13

Colligion rate exceeded 20% LI
— el -
(' Problem Log " Maotifications: | E-mail to Pager j Thresholds... |

Cloze | Al | Help |

On the Notification, notice that e-mail notifications can be sent out. To use this feature, the student
would need the same information as that required to set up an Internet e-mail account or Outlook e-
mail account.
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] Metwork Inspector Agent Manager !El

| .ﬁ.dvancedl Ahout I

Sewicel Database;’.ﬁ.ddressl SNMF‘I Prablems

~Iv Enable E-mail Matification
Outgoing SMTP Server I [required]

"Erom' Accaount I [optional]

Enter E-mail Addreszs(es], then press “Add"

I Add |
F'agerl R ecipient I Bemowve |
Bemowe &l |

Max Meszage Length [for pagers only) I1 oao Tiest E-mail... |

Set Matification Events |

Claze | Apply | Help |

If the student starts the Agent again, it may take a few minutes to detect any changes that occurred
while the agent was off.

Step 10 Experiment with NI
Experiment with the NI tool by looking at the different devices.

If NI is installed on the classroom computers, investigate the devices on that larger network.

Reflection
How might this information be used in troubleshooting?

What advantages over HyperTerminal might it have for troubleshooting documentation?
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Cisco SysTems

—_— il

Lab 7.1.9b Introduction to Fluke Protocol Inspector

192.168.0.1/24
' S0/0 DCE

7 192.168.0.2/24

192.168.2.1/24

192.168.1.20/24 192.168.2.10/24

"Host1 Host2

Objective

This lab is a tutorial demonstrating how to use the Fluke Networks Protocol Inspector to analyze
network traffic and data frames. This lab will demonstrate key features of the tool that can be
incorporated into various troubleshooting efforts in the remaining labs.

Background / Preparation

The output in this lab is representative only. Output will vary depending on the number of devices
added, device MAC addresses, device hostnames, which LAN is joined, and so on.

This lab introducing Protocol Inspector will be useful in later troubleshooting labs as well as in the
field. While the Protocol Inspector (PI) software is a valuable part of the Academy program, it is also
representative of features available on other products in the market.

Options for conducting this lab.

1) Use Protocol Inspector or Protocol Expert in a small controlled LAN that is configured by the
instructor in a closed lab environment as shown in the figure above. The minimum
equipment should include a workstation, a switch, and a router.

2) Perform the steps in a larger environment such as the classroom or the school network to
see more variety. Before attempting to run Pl or PE on the school LAN, check with the
instructor and the network administrator.

At least one of the hosts must have the Protocol Inspector software installed. If the lab is done in
pairs, having the software installed on both machines means that each person can run the lab steps.
However, each host may display slightly different results.
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Step 1 Configure the lab or attach a workstation to the school LAN

Option 1. If the closed lab environment is selected, cable the equipment as shown above and load
the configuration files into the appropriate routers. These files might be preloaded. If not,
obtain them from the instructor. These files should support the IP addressing scheme as
shown in the figure above and the table below.

Configure the workstations according to the specifications as in the figure shown above and table

below.

Host #1

Host #2

IP Address: 192.168.1.20

IP Address: 192.168.2.10

Subnet mask: 255.255.255.0

Subnet mask: 255.255.255.0

Default Gateway: 192.168.1.1

Default Gateway: 192.168.2.1

Option 2. If option 2, connect to school LAN, is selected, simply connect the workstation, with PI or
PE installed, directly to a classroom switch or to a data jack connected to the school LAN.

Step 2 Start Protocol Inspector EDV program

From the Start menu, launch the Fluke Protocol Inspector EDV program.

Note: The first time the program is
run, a message will appear that asks,
“Do you have any Fluke analyzer
cards or Fluke taps in your local
system?”

If using the educational version, click
on No. If answering yes or if the
following screen appears, just click
on OK without selecting any ports.

System Settings

Timers

Local COM Part for Tap Device Scanning Ports | Protocol Color Coding

|

Femate Communications

module inztalled.

Fleaze check the ports that Protocol Ingpector EDY should scan
for Pk 2 and GPI. Skip thiz dialog if there is no local hardware

~ Ports

[~ Maodule 01 [ 02250 ]
[~ Module 02 [ 02240 ]
™ Module 03 [ 0230 )
™ Module 04 [ 02220 )
[~ Module 05 [ 0x210]
[~ Module 06 [ 02200 ]
™ Module 07 [ 0300 )
™ Module 02 [ 0=2E0 ]

I~ Maodule 03 [ 0x280 ]
[~ Module 10 [ 0x230 ]
™ Module 11 [ 02240
™ Module 12 [ 02350
[~ Module 13 [ 0x370)
[~ Module 14 [ 0x380
[~ Module 15[ 02280
™ Module 16 [ 02260

0k I Cancel Help

There are four main Protocol Inspector views, which include the following:

e Summary View
o Detail View
o Capture View of Capture Buffers

e Capture View of Capture Files

The program opens in the Summary View. This view shows several windows used by the tool. The
Resource Browser window in the upper left corner shows the only monitoring device that is
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available, which is the NDIS 802.3 Module (NIC) of the host. If there were Protocol Media Monitors,
they would be displayed with the associated host devices. The Alarm Browser on the left side and
Message Area at the bottom will be covered later.

The Monitor View, which is in the main window on the upper right, monitors one resource per
window in a variety of viewing options. The example below and probably the startup screen show no
information in the Monitor View window. The Stop in the upper-left corner of the Monitor View
window confirms that no monitoring is occurring.

P.]Fluke Protocol Inspector EDY - f/Local /MDIS 802.3 Module {1} {Capture & Monitor Mode}

File Configurakion  ‘iew Module Remoke Host Tools  Window  Help

ERE S 2| [EEE B ®

[El-[C1 Resource Browser
=g 1 e

----- W MOIS 8023 Module (1)

AN
NIC

Resource Browser

=T Alarm Browser -
El-{°1 Expert Alarms

iﬁ Create Mew Alarm L
1 App Response Time Alarms

i 5-----ﬁf Create Mew Alarm

-] Metwark Laver Alarms x

Local /NDIS 802.3 Module (1)

Bl muntcar [1lou MBPS | wwiuuiog

Monitor View

06 44:08

06:44:06

Dlarm Loy Dezcription

064407

06:44:07

[ACCESS_SUPER_LISER v

Message Area

Lt 1 "

|

i

Step 3 Start the Monitor / Capture process

To start the monitoring/capturing process, use the Start |Z| button or Module | Start from the menu
system. The Utilization chart should start showing activity like the graphic below:
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The word Arm should appear where Stop had been before. If opening the Module menu, notice that
Stop is now an option while Start is muted. Do not stop the process yet. Restart it again if it is
stopped.

The tabs at the bottom of the window show the resulting data in a variety of forms. Click on each and
note the result. Transmit (Tx), Alarms, and Alarm Log will be blank. The following is the Received
(Rx) frames, which indicates that Broadcast and Multicast frames are being received, but they may
not show any Unicasts.

ocal/NDIS 802.3 Module {1)

BEMl caP+MON 100 MBPS | 00:08:27

MAC Counters | Yalue Errors | Walue |
Frames Capkured 463 CRC Alignment 0
IUndersize {1
Frames Received 463 Cwersize A
Broadcast 100 Fraogments {1
Multicast 363 labhers {1
nicast 0 Collision Indication M4
Frames/Second 2 Packet Dropped ]
Bytes Received 21,400 Errars ]
Ikilizakion 0

A0 Monitor 4 Rsx A T by Blarms A Blara Log & Descripgion §

Using the console connection to the router, ping the monitoring host (192.168.1.10 or 192.168.2.10),
and notice that Unicast frames appear. Unfortunately, the errors shown in the third column will not
appear in the lab exercise unless a traffic generator like the Fluke Networks OptiView product has
been added.
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The Description tab 7= //Local/NDIS 802.3 Module (1)

reveals the MAC address,

manufacturer, and model MAC Addiess:  [D0AOCCZIFE4D

of the NIC. It also shows _

which Error Counters are Module Type:  [NDIS 802.3
Buffer Size: 512 KB

on.
Take a few minutes to wenes:ane: [ ITEDH

become familiar with the Ciezcription: Linkzys LMET00T:
tabs and the scroll Fazt Ethernet Adapter
features of the window.

—Mate

Diriver Yersion © | L

Error Counters Supported:

CRC_Alignment, Bx_Packet_Drop, Tx_Collzion,
Tx_Late_Callizion, T#_Erceszive Collizion, Twx_Defer - I

A [ % Monitor A Foc f Ta f Rlamms A Alann Log A Description f

Step 4 View Details

To go to the Detail View window click on the Detail View button in the toolbar or double click
anywhere on the Monitor View chart. This will open a second window that should look something like
the following, after maximizing the Utilization / Errors Strip Chart (RX) window.

[ Fluke Protocol Inspector EDY - Detail Yiew - [ //Local/NDIS 802.3 Module {13 ] - [ut... B[]

im File Configuration  View Module  Monitor Views Capture Views Tools  Window  Help _|E|£|

= = R N e 6 = A o e - A e
sl ==l B }-{IEI%I 721 = st =l < | K%
ARM |CAF‘+MGM 100 MBPS | 00:42:52

M

ar

|Htilizadtis

oo
0015845 00:19:00 001915

00: 1845 00:19:a0 o19:15

Ready | [rm Time: Sat Jun 23 23:36 00:42:51|Capture Filker: 2

Note: If necessary, activate all toolbars on the View menu.
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Initially, the chart output is the same as before. However, there are many more toolbar and menu
options than in the Summary View. Before looking at these features, confirm that the Chart and
Table tabs show the same information that was seen earlier.

Like all Windows compliant programs, placing the mouse over a button brings up a screen tip briefly
identifying the purpose of the button. As the mouse moves over the buttons, notice that some are
muted. This means that the feature is not appropriate under the current circumstances. In some
cases, it is not supported in the educational version.

Note: There is a complete display of the toolbars and what they do in the Appendix at the end of
this lab.

Click on the Mac Statistics button to see the Rx frame table data displayed in another format.
The result should be obvious. Maximize the resulting window. The one piece of new information is
the Speed, which shows the NIC transmission rate.

Click on the Frame Size Distribution button to see a distribution of the size frames being
received by the NIC. Placing the mouse over any bar will display a small summary like the one
shown below. Maximize the resulting window.

—
=
IE‘" % Average Frame Size: 75
F'ie-l
100 7
] |
a0t [ =r4
A &4
............................................ I:l 55_1 2?-
B0 T | R
............................. L1 256511
40+ B 5121023
1 10241518
] =1s13
2071
. Y S
Frame size Distribution (hytes)
r
A [* [\ Table ) Chart / KR | »

Try the Pie, Bar, and Pause Il buttons in the upper-left corner. Note that the Pause stops the

capture, so click on it again to resume the capture. Look at both the Table and Chart tab displays as
well.

With the sample configurations, the student should be getting mainly small frames, because the only
thing happening is routing updates. Try using the extended Ping feature from the router Console
connection, and specify 100 pings with a larger packet size.

If maximizing each new display, return to any previous view by using the Window menu. The student
can also Tile the windows. Experiment with the Window menu features and then close any unwanted
views.

Click on the Protocol Distribution b button to see a distribution of the protocols being received

by the NIC. Placing the mouse over any bar will display a small summary panel. Maximize the
resulting window.
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All Applications (Frames, Relative %jE

Percertage E
100 %
............................................... ]
a0t
Frm =
o 6O L]
i =
401
Bar 203
Fie
|:|.
11
4 [ v [\ Table } Chart £ el |

o
ARP (1.51%)

MNetBIOSMetBEU (11 33%)

DOP (10.49%)

IEEE 802.1D (52.33%)

COP (1.743)

ICMP (4.59%)

OSPF (10.49%)

RIP (7.11%)

IPXRIP (0.20%)
MOP (0.17%)

o

Try each of the buttons and tabs to see the results. The Net button shows only network protocols.
The 323 button refers to the H323 Voiceover IP protocols. Depending on the version of Protocol
Expert or Inspector that is being used, this button may be called VolP. Look at the Frm (frame) and
the Abs Bts (absolute bytes) and Rel Bts (relative bytes) to see the results. Remember that the
Pause button stops the capture.

Click on the Host Table

g button to see the MAC stations and related traffic.

=10

=]
ol
40:' '
ol
5

o1

Rel % Frim In

Top 10 Mac Stations

Spanning_Tree
QSPF_hutticast
Atalk_Broadcast
OC0ED1 EBSDASZ
01 005EQOOOO9
BROADCAST
Litean 23FE40
01 000 S oCs
DEC_MOP_0

001 054 7E2CDS

RUUOROROE0

[ 7]\ Table ) Chart / KR

o

Notice the Spanning Tree, AppleTalk, and OSPF traffic. Be sure to look at the Table tab to see the
actual values.

Click on the Network Layer Host Table

[

related traffic.

button to see the network (IP/IPX) stations and
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Rel % Frm In
1247
1 (1 ©OSPFIGP_Router
104 B RP2_Router
T 1 17169287
Gt B 192163210
] 1921652255
5 B 171655235228
] [] BROADCAST
e ] 00000030 FFFFFFFFFFFF
1 (1 192.168.2.1
L1 B 15216831
0

Top 10 Metwiark Stations

-
4 [ ¥ [\ Table ) chart / |ERI 3

Any pings and any additional hosts that might have added to the configuration will impact the actual
addresses that appear on the right.

oo
Click on the Application Layer Host Table =1 button to see the network station traffic by
application.
I =
Rel % Frm In [
?..’"
&1 ] RIP2_Router (RIF)
] B 171.59.2.87 (NB-MAME)
sl [ ] 192168.2.255 (NB-MNAKE)
1 B 171 55235228 (NB-MAME)
41 ] 192.168.2.255 (NE-DATAGRAN)
1 B EBERCADCAST (RIF)
3t L] 19216814 (RIF
T (] 192168.24 (RIF)
21 [ ] 192168210 (NE-DATAGRAM)
T B 192168210 (NB-NAME)
1 +
0
Top 10 Applications

-
4 [ ¥ [\ Table ) chart / KR 3

+ 7 |0
Experiment with the next three 4|55 buttons. They create host-to-host matrices for MAC,
Network, and Application layer conversations. The following is an example of the Network Layer
(IP/IPX) conversations.
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Rel % Frm 1=-=2

10

[] OSFFIGR_Router--192 168.2 1
& B 192168.210--171 69.2 87
L] 182168.21--192 163.2.10
B FP2_Router--192 168 3.1
B [l RIPZ_Router--192168 2.1
B 192163.210--192.168 2.255
4 [ 192163210--171.63.235.228
[ ] ©OSPFIGP_Router--192.168.1.1
[ ] 1921681 1--BROADCAST
2 B 00000030001 07B3ARFEO--00000030 FFFFFFFFFFFF
0
Top 10 Metwark Conversations
-
4 [+ [\ Table ) Chart / |« | »
B =
Of the next two |Z=L2=] buttons, the first is the VLAN button that shows network traffic on VLANSs.

This sample does not use VLANs. Remember this button when troubleshooting VLANS later.

The second button creates a matrix comparing MAC and Network station addresses to names. In the
following example the second row is a Novell station.

hAC Station Mame MAC Station Address | Mebwork Station Mame Metwark Station Address
00107B343F60 00107B343F60 19216511 189216511
00107B343F60 00107B343F60 Qa0o0030.001 07B3A3FE0 0a0o0030.001 07 B3A35FE0
Liteon 23FE40 00ACC23FESD 192.165.2.10 1892165210
OOEDTEBSDASZ OOEDTEBSDASZ 192.165.21 1892.165.2.1
OOEDTEBSDASZ OOEDTEBSDASZ 192.165.3.1 1892.165.3.1
MAk
The Name Table == button opens the current name table for viewing or editing.

—MameT able Entriez

Protocol ETTE Address ﬂ
hAC HFP _Probe 0A0009000001
hAC OSPF_Multicast 01 005EQODO0S
IF IP_Station 205.132.32.2
IF BROADCAST 255 255 255 255
IF IP_hidulticast 224000
IF DWMRP_Router 224004 J
I OSPFIGP_Router 224005
IF OSFFIGP _Router_D 224005
The Expert View ﬂ button shows the expert symptoms discovered. These statistics are how the

Pls try to point out potential problems. The underlined options bring up additional detail windows if
there are any values recorded. The sample for this lab will not show much, but it will look over the
options for debugging ISL, HSRP, and other types of problems that will be seen in later labs.

135-175 CCNA 1: Networking Basics v 3.1 - Lab 7.1.9b Copyright © 2003, Cisco Systems, Inc.



Expert Categary Walue Expert Categary Walue
IChP Al Errors 365 Duplicate Metwork Address o
ICMP Destination Unreachahkle 365 Unztable M=ST o
ICMP Redirects o SAP Broadcast o
Excezsive Bootp o O=PF Broadcast 923
Excessive ARP o RIP Broadcast 25
MFZ Retransmizsions o I1=L llegal YLAM ID o
TCRAP SY M Attack 0 ISL BPDUACDR Packets 0
TCPAP RST Packets o IP Titne: to Live Expiring o
TCPAP Retransmissions o IP Checksum Errars o
TCPAP Zera Wincaw o llegal Metwork Source Address (0
TCRAP Long Acks o llegal MAC Source Address o
TCPAP Frozen Window o Total MAC Stations 11
Metwork Overload o BroadcastMutticast Storm o
Mon Responsive Stations o Phryzical Errars o
HSRF Errors o
TCP Checksum Errors o

Step 5 Stop the capture process

To stop the frame capture to look at individual frames use the Stop |E| button or Module | Stop from
the menu.

Once the capture has been stopped, click on the Capture View button. With the education
version, a message box appears announcing that the capture is limited to 250 packets. Just click
OK.

The resulting window can be a little overwhelming at first. Maximize the window to hide any other
windows open in the background.

=10 B E N > N @O L EESEEEScm@ 7 |
| ID | Status |E1apsed [sec] Size | Destination | Source | SLmary
-
000001 Z2.632,36L1.080 &4 ACalk_EBroadcast OO0EC1EESDASE RTMF Facket Type RTMF Response or Data Facket
00000z 2.983,201.480 82 OSPF_MUlTicast  ODODEDIEBEDASZ OSPF Hello RID=1%2.168.91.1
000003 3.052,450.520 46 BROADCAST Liteon 23FE40 ARP O PA=192.168.2.1
ooooo04 3.052.524, 600 4& BROADCAST Liteon 2IFE40 ARP 0 PA=102.168.2.1
ooooos 3.054,522,000 &4 Liteon z3FE40 ODEQLEESDASZ ARP R HA=O0EOLEBEDASZ
00000 3.054,536.240 S9& ODEQLEBSDASZ Liteon Z3FE40 OMS  C ID=2335&5 OP=Query ON=BLA.COM
000007 3,054, 586,240 5S¢ OOEQLEBSDASZ Lifteon Z3FE40 ONS C I0=2335E650 OP=(uer N=EL . COM
-
1 3
petail view -- Frame ID 0, arriwved ar 06724 02:36:57.156373, Frame status: (Good Framel =

pata Link control
Destination
Source
Length

(oLc)

wendor Mame. - 000000
- FEziD3]

0 0000
Q010547E2COD3
38 bytes

IEEE 802.2 - Logical Link Control

Mo
[Ho wendor Name.

[0010547EZC03]

(IEEE 802.2)

OSAP 042 (IEEE S02.10)

SSAP 042 (IEEE #02.10)

Control Byte 1 0x03
...... 11 unnumbered
ooo. 0o.. UI Command
L Mot Foll

IEEE 802.1D - Bridge Management Protocol [(IEEE 802.1D)

Frotocol IO Ox0000 (Eridge FOUY 1
Bridge Protocol Data umit (BPDU)
version o
Type Oxo0 Zonfiguration)
Flags 000
Ooen wunn Not Topology Change Acknowl edgment
....... 1] Not Topology Change
.000 000. WOt Used (MEZ)
Root ID - Settable Priority 32768
RoOOt ID - MAC Address 0010547FE2CCO [Mo wendor Name. - FE2CCO] [0010547E2CC0] j
ASCIT =~
oooo: 01 50 GEN FEEEGEECC 10 5S4 FE 2C O3 00 26 42 42
0010: | 0OF 00 00 OO 00 00 20 00 00 10 54 FE  2C €O 00 00
0020: | 00 00 G0 OO0 00 10 54 7E 2C €0 80 13 00 00 14 00
0030: | 0z 00 OF 00 00 00 0O 00 OO0 00 00 00 S8 FO 12 5C
E
Ready [Armn Time: Sun Jun 24 02:36:56 2001 |o0:03:23 |Capture Filter: More v
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In looking over the results, note that there are actually three horizontal windows open. The top
window lists the captured packets. The middle window shows the detail of the selected packet in the
top window, and the bottom window shows the HEX values for the packet.

By positioning the mouse over the borders among the three windows, a line mover or two-headed
arrow will appear. This allows the distribution of space for each window to be changed. It may be
advantageous to make the middle window as large as possible and leave five to six rows in each of
the other two, as shown above.

Look over the packets listed in the top window. DNS, ARP, RTMP, and other types of packets should
be found. If using a switch, there should be CDP and Spanning Tree packets. Notice that as rows
are selected in the top window, the contents of the other two windows change.

Select information in the middle window, and notice that the HEX display in the bottom window
changes to show where that specific information is stored. In the following example, selecting the
Source Address (IP) shows HEX values from the packet.

Checksum OxAF7T Correct
Source Address
Destination Address 171.69.2.587

[E& bwtes of data)

Hex
o000 : 00 E0 1E BE DA 82 00 A0 <C 23 FE 40 0OF 00 45 00 JA. 0L Tapa. L E.
ooio: o0 4E 22 09 oo o0 80 11 AF 77 SEEE FEERTMcE 4o B L T +<E
aozo: 02 57 00 §% 00 8% 00 34 99 97 83 21 01 00 00 01 B P S I

Note also the color coding makes it easier to locate information from the middle window in the HEX
window. In the following example with a DNS packet, the data in the Data Link Control (DLC) section
of middle window is purple, while the Internet Protocol (IP) section is green. The corresponding HEX
values are the same colors.

oogaos J.054.522.000 c4 Liteon 23FE40 OOEQLEEBSDASZ ARF R HA=OC
Oo0oa0& 3. 4.536. 240 S& OO0EQOLEEBSDASZ Liteon 23FE40 OMS ]
aooooy F.054.5586, 240 Q& OOEQLEEBSDASZ Liteon 23FE40 OM=s Z ID0=22
+|
pata Link Control CDLC)
Destination OOEQOLEBSDASZ [Ho wendor MWame. - BSDASZ2] [ODEQLEESDASZ]
Source O0AQZZ22FE4D LITE-OM COMMUNICZATIONS, IMZ. - 2ZFE40 Liteor
EtherType 00500 [Internet Protocol (IFP1]
Internet Protocol CIP)
version/Header Length |0=4t
0100 .... version 4
0101 20 bytes - Header Length
Twpe of Serwice O=00
Hex
nooo: o0 E0 1E BE DA #2 o0 A0 o 23 FE 40 [(ENEEE4c oo La. i I#E@_!E.
oo10: oo 4 22 0% 00 00O 80 11 AF FFy CO A2 02 0A AB 45 SHUO Gt .. %E
oozo: oz BEF 00 5% 00 8% 00 3A 0 9% %F 83 21 01 Qo 00 01 P | R
oozo: 0o ao Qo oo 00 o0 20 45 43 45 40 45 42 43 4F 45 | ... . EZEMEEBZOE
o040 44 45 50 45 4E 43 41 43 41 43 41 43 41 43 41 43 OEFE M A A A A Az
ooco: 41 43 41 43 41 41 41 00 00 20 00 01 &F &7 47 13 ACAZAMN. . L. g.3.

Notice in the above example the EtherType is 0x0800. This indicates that it is an IP packet. Notice
the MAC addresses for both the Destination and Source hosts as well as where that data is stored in
the HEX display.

In the same example, the next section in the middle window is the User Datagram Protocol (UDP)
information, which includes the UDP port numbers.
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User Datagram Protocol (UDF])

SOource Part 137 [METEIOS Mame Serwicel
Destination Port 127 [HETEIOS Mame Serwice
Length L& bytes

Checksum 0x3937 (Correct)

[E0 bytes of data]

The structure of the middle window changes for each type of packet.

Take a few minutes to select different packet types in the top window, and then look over the
resulting display in the other two windows. Pay particular attention to the EtherType, any port
numbers, as well as source and destination addresses, which include both MAC and network layer.
There should be RIP, OSPF, and RTMP or AppleTalk packets in the capture. Make sure that the
important data can be located and interpreted. In the following RIP capture, notice that this is a RIP
version 2 packet. The multicast destination address is 224.0.0.9,and that the actual route table
entries can be seen. What would the multicast destination address be in version 1?

Source Address 192.168.3.1
Destination Address 2z24.0.0.9 [RIFZ_Router]
[72 bytes of data]

User Datagram Protocol (UDP)
Source Port czo [Routing Information Frotocoll
Destination Port czo [Routing Information Frotocoll
Length 72 bytes
Checksum O=E192 [Correct]

[&4 bytes of data]
Routing Information Protocol

Caormmand 2 [ Routing Response ]

Yersion 2 [ RIPZ 1

unused oo

Routing Info Addr Family: 2  IF ), Route Tag: 0, Addr:l1%z.16%.0.0, Subnet Mask:255.255.255.0, Mext Hop:o.0.0.0, Metric:l
Routing Info Addr Family: 2  IF ), Route Tag: 0, Addr:1%z.16%.9%0.0, Subnet Mask:255.255.255.0, Mext Hop:o.0.0.0, Metric:l
Routing Info Addr Family: 2  IF ), FRoute Tag: 0, Addr:1%z.16%.9%1.0, Subnet Mask:255.255.255.0, Mext Hop:o.0.0.0, Metric:l

If there are any CDP packets, figure out the platform. The following is from a Catalyst 1900 switch.

variable Type o=x0o0o0é (Flatform)

Vvariable Length 14

Flatform

no2o: oo o0 01 01 01 CC 00 04 <0 A% 01 &4 00 02 00 06 | ..., I A de...
no40: 31 32 00 04 00 0O OO0 OO0 00 04 00 O 00 09 56 38 I T WE

00s0: zE 20 20 oo os o0 oE EEN B
noe0: =~ =B &0 39

Experiment until comfortable with the tools.

Step 6 Save the captured data

To save captured data, use the Save Capture n button or choose File | Save Capture from the
menu system. Depending on the version of Protocol Expert or Inspector that is being used, the File
menu may offer "Save Current Section" instead of "Save Capture". Accept the All option by using
the Continue button. The student can save just a range of captured frames with this window.

Save Options

Save Range -
Continue

Cancel
" Fram Frame D # I':I Ta 247

4l
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Use a proper file name and store the file on the appropriate disk. If the CAP extension is showing
when this window opens, make sure it remains after typing the name.

Save in: | ‘- New Chapter 2 [old Ch 3) ~| « & e E-

_1Hold - Drafts
L 1oid Chapter 3 Labs
Labz-2 PI Lab.cap

File marme: |B|:|I:|.|:a|:u Save I
Save as bype: IEaptured Files [*.cap) j Cancel |
A

Use the Open Capture File button and open the file called Lab3-2 Pl Lab.cap. If it is not
available, then open the file that was just saved.

The student is now using the Capture View of Capture Files. There is no difference in tools, but the
title bar at the top of the screen indicates that a file is being viewed rather than a capture in memory.

Step 7 Examine frames

Select a frame in the top window and try the M KM 4> HHM buttons. The arrows by

themselves move up or down one frame. The arrow with single line is top or bottom of the current
window, while the arrow with two arrows is the top or bottom of the entire list. The arrow with the T
also moves to the top of the list.

ospf v || H
Use the Search P J|—+ buttons to perform searches. Type text like OSPF in the list
box. Then click on the binoculars, and it will move from one OSPF entry to the next.

Experiment until comfortable with the tools.

Reflection

a. How might this tool be used in troubleshooting?

b. Is all of the data on the network being analyzed?

c. What is the impact of being connected to a switch?
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Appendix: Pl Toolbars
Protocol Inspector Toolbar

The Save button saves The Name Table button opens the Name Table
the current contents of dialog box for editing the current name table or
the capture buffer to a file. for savingfloading a name table to/from a file.

S|R|=] 2| ?

The File button opens The Print button prints The Help button
a Capture file. the contents of the displays the help
current view. contents.

Module Toolbar (Summary View)

The Capture Mode button The Load Filter button opens a
places the currently selected dialog box to select a capture filter
resource in capture mode. for the currently active resource.
The Start button The Transmit Mode button The Transmit Load button opens a
starts the selected places the currently dialog box to select a transmit
maodule. selected resource in specification or a capture file for
transmit mode. transmission.

|
|| Z|E & 5] *E

The Monitor Mode button The Unloa||:l Filter button
activates the monitor disables the capture
functions for the currently filter for a module in
selected resource. capture mode.

The Stop button stops a The Detail View button

module that is currentty brings up Detail View for the

capturing, monitoring, andior currently active resource.

transmitting packets.
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Detail View Toolbar

The Save button The Capture Mode Capture Filter button displays The Transmit Specification The Help
saves the current button places the the Capture Filter window. button a dialog box button
contents of the currently selected The window displays a to select a transmit displays
capture buffertoa resource in capture previously opened filter or the specification or a capture the help
file. mode. default fitter. file for transmit. contents.
The Stop button stops
a module that is The Transmit Mode The Unload Filter button The Alarm List and Log
currently capturing, button places the disables the capture Button opens a table
monitoring, andfor currently selected filter for a module in showing all alarm groups
transmitting packets. resource in Transmit capture mode. assigned to this resource.

mode.

I |
W || [T EE

| =[] meh| e le| =X 2]

The sLn button ‘ The Display Filter Button The Lame Table button
starts the selected E;;ﬂf m""o?,":,;",‘“’“ displays the Display opens the Name Table
module. (“Arm”) viewing captured Filter window containing dialog box for editing the
information including the previously opened current name table or for
protocol decodes. filter or the default filter. savingloading a name
table toffrom a file.
The Print button prints The Monitor Mode button The Load Filter button brings The Transmit from Buffer
the contents of the activates the monitor up a dialog box to selecta Button lets you select a
current view. functions for the currently capture filter for the currently capture file and then load the
selected resource. active resource. capture file for transmission.
Data Views Toolbar {Mote: Only some of these views are available with GMM cards)
The MAC Statistics The Utilization/Error The Host Matrix button The Address Map button  The Refresh
button shows packet View (Tx) button shows shows captured shows associations button updates the
and error counters, plus  utilization and the information including between station names  information in
module status number of errors over conversations between and addresses. all open views.
information. tirme. MAC stations.
The Protocol Distribution The Network Layer Host The Application Layer The Expert View button
button shows a chart of Table button shows Matrix button shows shows all expert
the distribution of major Network (IPIPX) stations conversations between 5“$”;*T and
protocols and and their traffic. applications. counters of exp
applications. symptoms. (Protocol
Inspector Pro only)

| I
B|= | |m|7| |3

| |
3| zclsslael wlS=|me|m| O

The Frame Size The Host the button The Network Layer Matrix The Duplicate Address

Distribution button shows MAC stations button shows all network button shows duplicate IP

shows the distribution and their traffic. conversations for IP and or IPX addresses. (Only in

of frame sizes. IPX traffic. {Protocol Inspector Pro)
The Utilization/Error View The Application Layer The VLAN button shows The Application Response
(Rx) button shows Host Table button network traffic on virtual Time button shows minimum,
utilization and number of shows network station LANS. maximum, and average
errors over time. traffic by application. application response times.

(Protocol Inspector Pro only)
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Create/Modify Filter Toolbar

The Save button saves the
contents of the current Filter
to afile. The Settings button brings up a dialog
box to set the post trigger buffer
The Create button The Disable Filter ~ Position for capture filters.
creates a new filter. The button disables the
default filter appears in current filter.

the window.

B |=(@| ¢|#(=s]

The Load Filter button applies
the current capture or display
filter.
The mmhbg The State Window button brings up the
mnpa dﬁlsplays to select mﬂndﬂwtu create mulit-state logic
the file. )
State Toolbar
The Save button saves the The Show/Hide Detail
contents of the current Filter button shows or hides the
window to a file. details of the current filter.
The Create button The Cut button cuts the The Disable Filter button disables the
creates a new filter. The selected State or ELSEIF current filter. For capture, subsequent
default fitter appears in statement. (Inoperative for starting of the module will capture all
the Filter window. other statements.) packets (use default filter).
u + =
ElEEIEHERSREIEEERE
The Print button prints The Load Filter button uses the
the contents of the Filter contents of the Filter window as
window. the filter for all views.
The Open button The Add button adds a new level if an The Help
opens a filter. A dialog ELSE statement or ROOT staterment is button displays
box displays to select selected. Adds a new ELSE IF statement the help
the file. if a State or an IF statement is selected. contents
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Capture View Toolbar

The Open File The Search button starts a search of The Print button prints the
button opens a the capture file contents for the string currently selected lines in
capture file. indicated in the Search box (at left). the summary pane.
~u ’
=[] | a BENESNE]
The Save File button The Search box lets you specify The Copy button displays (ASCIl text)
saves the current a search text string. Press the the contents of the Summary pane,
contents of this Search button (at right) to start then copies selected text for pasting
view to a file. the text string search. into other documents.
The Navigation buttons The Stop Load button
let you navigate around stops background loading
the capture file. of the capture file.
' |
I 1
[
IH|H|+I|}|H|HI||IT| (5],
The Go To Trigger button The Resume Load
moves you to the Trigger Buffer button resumes the
Position in the capture file or, if background loading of
no Trigger Buffer Position is set, the capture file to
to the first captured frame. Capture View.
The Network Layer Host Table  The Application Layer Matrix The Expert View shows all
button shows captured button shows captured expert symptoms detected and
information by Network (IP/ information sorted by counters of expert symptoms.
IPX) stations. application conversations. (Protocol Inspector Pro only)
The Protocol Distribution The Host Matrix button The Address Map button
View button shows a shows captured shows associations
chart of the distribution of information sorted by between station names
major protocols and conversations between and addresses.
applications MAC stations.

| |
= | b |=8)m| 28] 3| 55 | 28| B | ) e |

The Frame Size
Distribution View
button shows the
distribution of frame
sizes,

The Host Table button selects The Network Layer Matrix button
shows captured information sorted

shows captured information
by network conversations for IP

sorted by MAC station.

The Application Layer
Host Table button
shows captured
information sorted by
application.

and IPX traffic.

The VLAN n
shows network traffic
on virtual LANs. Cisco's
ISL protocol is the only
VLAN recognized.

The Application Response
Time button shows minimum,
maximum, and average
application response times.

{Protocol Inspector Pro only)

The Duplicate Address
button shows duplicate IP or
IPX addresses. (Protocol

Inspector Pro only))
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Function Keys

Function keys perform different operations within different Protocol Inspector views.

Function Key | Summary View Detail View

F1 Help Help

F2 System Settings Capture \iew Display Options
F3 Module Settings Module Settings

Fd Module Monitor View Preferences Create Display Filter
F5 Connect to Remote Create Capture Filter
F& Load Capture Filter Load Capture Filter
F7 Open Capture File Expert Summary View
F8 Save Capture Save Capture

F9 Go to Detail View Capture View

F10 Start/Stop Start/Stop

F11 N/A M/A

F12 N/A MN/A

Other Keyboard Shortcuts...

Key Combination Action

Alt + F4 Close Window
Ctrl+ O Open

Ctrl+ 5 Save

Ctrl+T Start Module
Ctrl+ P Stop Module
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Lab 9.2.7 IP Addressing Basics

Objective
¢ Name the five different classes of IP addresses
e Describe the characteristics and use of the different IP address classes
e Identify the class of an IP address based on the network number
e Determine which part, or octet, of an IP address is the network ID and which part is the host ID
e Identify valid and invalid IP host addresses based on the rules of IP addressing

e Define the range of addresses and default subnet mask for each class

Background / Preparation

This lab exercise helps develop an understanding of IP addresses and how TCP/IP networks
operate. It is primarily a written lab exercise. However, it would be worthwhile to review some real
network IP addresses using the command line utilities ipcon£fig for Windows NT/2000/XP or
winipcfg for Windows 9x/ME. IP addresses are used to uniquely identify individual TCP/IP
networks and hosts, such as computers and printers, on those networks in order for devices to
communicate. Workstations and servers on a TCP/IP network are called hosts and each has a
unique IP address. This address is referred to as its host address. TCP/IP is the most widely used
protocol in the world. The Internet or World Wide Web only uses IP addressing. In order for a host to
access the Internet, it must have an IP address.

In its basic form, the IP address has two parts:
e A network address
e A host address

The network portion of the IP address is assigned to a company or organization by the Internet
Network Information Center (InterNIC). Routers use the IP address to move data packets between
networks. |IP addresses are 32 bits long according to the current version IPv4 and are divided into 4
octets of 8 bits each. They operate at the network layer (Layer 3) of the Open System
Interconnection (OSI) model, which is the Internet layer of the TCP/IP model. IP addresses are
assigned in the following ways:

e Statically — manually, by a network administrator
e Dynamically — automatically, by a Dynamic Host Configuration Protocol (DHCP) server

The IP address of a workstation, or host is a logical address, meaning it can be changed. The Media
Access Control (MAC) address of the workstation is a 48-bit physical address. This address is
burned into the network interface card (NIC) and cannot change unless the NIC is replaced. The
combination of the logical IP address and the physical MAC address helps route packets to their
proper destination.

There are five different classes of IP addresses, and depending on the class, the network and host
part of the address will use a different number of bits. In this lab, different classes of IP addresses
will be worked with and to help become familiar with the characteristics of each. The understanding
of IP addresses is critical to the understanding of TCP/IP and internetworks in general. The following
resources are required:
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e PC workstation with Windows 9x/NT/2000/XP installed

e Access to the Windows Calculator

Step 1 Review IP address classes and their characteristics

Address classes

There are five classes of IP addresses, A through E. Only the first three classes are used
commercially. A Class A network address is discussed in the table to get started. The first column is
the class of IP address. The second column is the first octet, which must fall within the range shown
for a given class of addresses. The Class A address must start with a number between 1 and 126.
The first bit of a Class A address is always a zero, meaning the High Order Bit (HOB) or the 128 bit
cannot be used. 127 is reserved for loopback testing. The first octet alone defines the network ID for
a Class A network address.

Default subnet mask

The default subnet mask uses all binary ones, decimal 255, to mask the first 8 bits of the Class A
address. The default subnet mask helps routers and hosts determine if the destination host is on this
network or another one. Because there are only 126 Class A networks, the remaining 24 bits, or 3
octets, can be used for hosts. Each Class A network can have 2%, or over 16 million hosts. It is
common to subdivide the network into smaller groupings called subnets by using a custom subnet
mask, which is discussed in the next lab.

Network and host address

The network or host portion of the address cannot be all ones or all zeros. As an example, the Class
A address of 118.0.0.5 is a valid IP address. The network portion, or first 8 bits, which are equal to
118, is not all zeros and the host portion, or last 24 bits, is not all zeros or all ones. If the host portion
were all zeros, it would be the network address itself. If the host portion were all ones, it would be a
broadcast for the network address. The value of any octet can never be greater than decimal 255 or
binary 11111111.

Class | 1% Octet 1% Octet Network/Host ID | Default Number of | Hosts per
Decimal High Order | (N=Network, Subnet Mask | Networks | Network
Range Bits H=Host) (Usable
Addresses)
A 1-126* 0 N.H.H.H 255.0.0.0 126 (2'-2) | 16,777,214
(2*-2)
B 128 — 191 10 N.N.H.H 255.255.0.0 16,382 65,534
(214_ 2) (216_ 2)
C 192 — 223 110 N.N.N.H 255.255.255.0 | 2,097,150 | 254 (2°-2)
(2"-2)
D 224 — 239 1110 Reserved for Multicasting
E 240 — 254 11110 Experimental; used for research

Note: Class A address 127 cannot be used and is reserved for loopback and diagnostic
functions.
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Step 2 Determine basic IP addressing

Use the IP address chart and your knowledge of IP address classes to answer the following
questions:

1. What is the decimal and binary range of the first octet of all possible Class B IP addresses?

Decimal:  From: To:
Binary: From: To:

Which octet(s) represent the network portion of a Class C IP address?

Which octet(s) represent the host portion of a Class A IP address?

What is the maximum number of useable hosts with a Class C network address?

How many Class B networks are there?

How many hosts can each Class B network have?

N o g A~ W DN

How many octets are there in an IP address? How many bits per octet?

Step 3 Determine the host and network portions of the IP address
With the following IP host addresses, indicate the following:
e Class of each address
e Network address or ID
e Host portion
e Broadcast address for this network
e Default subnet mask

The host portion will be all zeros for the network ID. Enter just the octets that make up the host. The
host portion will be all ones for a broadcast. The network portion of the address will be all ones for
the subnet mask. Fill in the following table:

Host IP Address Address | Network Host Network Broadcast Default Subnet
Class Address Address Address Mask

216.14.55.137

123.1.1.15

150.127.221.244

194.125.35.199

175.12.239.244

Step 4 Given an IP address of 142.226.0.15 and a subnet mask of 255.255.255.0, answer the
following questions:

What is the binary equivalent of the second octet?

What is the class of the address?

What is the network address of this IP address?
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Is this a valid IP host address (Y/N)?

Why or why not?

Step 5 Determine which IP host addresses are valid for commercial networks

For the following IP host addresses, determine which are valid for commercial networks and indicate
why or why not. Valid means it could be assigned to any of the following:

Workstation
Server

Printer

Router interface

Any other compatible device

Fill in the following table:

IP Host Address Valid Address? Why or Why Not

(Yes/No)

150.100.255.255

175.100.255.18

195.234.253.0

100.0.0.23

188.258.221.176

127.34.25.189

224.156.217.73
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Lab 9.3.5 DHCP Client Setup

Objective

The purpose of this lab is to introduce Dynamic Host Configuration Protocol (DHCP) and the process
for setting up a network computer as a DHCP client to use DHCP services.

Background / Preparation

DHCP provides a mechanism for dynamically assigning IP addresses and other information. A
DHCP server device located on the LAN or at the ISP can respond to a host request and furnish all
of the following required information:

e |P address

e Subnet mask

e Default gateway

e Domain Name System (DNS) server
e Other resource addresses

Without DHCP all of the above information would have to be manually configured on each host
individually.

The DHCP device is typically a network server.

In small networks, DHCP services can be provided by a small router. This includes many home
networks with DSL, cable, or wireless connections. Cisco and many other manufacturers offer small
routers that include the following features:

¢ An Internet or WAN connection

e A small built-in hub or switch

e A DHCP server service

This lab will focus on setting up a computer to use the DHCP services provided.

This lab assumes the PC is running any version of Windows. Ideally, this lab will be done in a
classroom or other LAN connected to the Internet. It can also be done from a single remote
connection via a modem or DSL-type connection.

Note: If the network that the computer is connected to is using static addressing, follow the
lab and view the various screens. Do not try to change settings on these machines. The
static settings will be lost and would require reconfiguration.

Step 1 Establish a network connection
If the connection to the Internet is dialup, connect to the ISP to ensure that the computer has an IP
address. In a TCP/IP LAN with a DHCP server it should not be necessary to do this step.

Step 2 Access a command prompt

Windows NT, 2000, and XP users will use the Start menu to open the Command Prompt window.
The Command Prompt window is like the MS-DOS Prompt window for other Windows versions:
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Start > Programs > Accessories > Command Prompt or Start > Programs > Command Prompt
To open the MS-DOS Prompt window, Windows 95, 98, and ME users will use the Start menu:
Start > Programs > Accessories > MS-DOS Prompt or Start > Programs > MS-DOS Prompt

Step 3 Display IP settings to determine if the network is using DHCP

Windows 95/98/ME users:

Type winipc£fg and press Enter, then click the More Info button.

The example below indicates that DHCP is in fact being used by the entries in the following boxes:
e DHCP Server IP address

¢ Lease Obtained

e Lease Expires

These entries would be blank in a statically configured device. DHCP also supplied the DHCP and
WINS server addresses. The missing default gateway indicates a proxy server.

IP Configuration M= B3
— Host Infarmation
Host Mame | Bob
DNS Servers | 192.168.1.5
Mode Type | Hyhbrid
NetBIOS Scope Id |
IF Routing Enabled |_ ‘Wi MS Prowy Enabled l_

MHetBlOS Resolution Uzez DMS |?

— Ethernet Adapter Infarmation

|FE575 Ethemet Adapter =l
Adapter Addrezs | 00-00-26-54-9B A5
IP &ddress | 192.168.1.42
Subret bask | 255,255, 255.0
Default Gateway |
DHCP Server | 192.168.1.5
Primary INS Server | 1921681 5

Secandary WINS Serer |

Leaze Obtained | 1013900 E:11:31 Pk
Leaze Expires | 1027 00 6:11:31 PM
Feleaze | Renew | Feleaze Al |  Fenew All

Windows NT /2000 / XP users:
Type ipconfig/all and press Enter.

The following Windows NT, 2000, and XP example indicates that DHCP is in fact being used by the
DHCP enabled entry. The entries for the DHCP Server, Lease Obtained, and Lease Expires
confirm this fact. These last three entries would not exist in a statically configured device and DHCP
enabled would say No.
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mmand Prompt

C:~»ipconfig ~all

Windows 2888 IP Configuration
Host MName
Primary DHS Suffix
Hode Type
IPF Routing Enabled
WINE Proxy Enabled

Ethernet adapter Local Area Connection:

Connection—specific DNE Suffix

Description Dk LNE18AT® Fast Ethernet Adapter Uersion 1.8
i : BB-AB-CC-23-FE-48

DHCF Enabled
Autoconf iguration Enabled H
IP Address. . - - - - . « - . . . = .168.1.18
Subnet Mask H .255.255.8
Default Gateway H T R
DHCP Server H 168.1.1
DNS Servers - 24.0.224.33
24.0.224.34
Lease Ohtained : Tuesday, January A9, 2001 18:56:19 AN
Lease Expires : Monday, Januwary 15, 28081 18:56:17 AM

Is DHCP running on the network?

Ask the instructor or lab assistant for help if it is hard to tell whether or not the DHCP is actually
running.

What is the length of the DHCP lease?

DHCP servers provide IP addresses for a limited time, usually several days. However, the actual
length of time can be configured by the network administrator. If a lease expires, the |IP address is
returned to the pool to be used by others. This allows DHCP to recapture inactive IP addresses
without humans having to update the records. An organization that lacks enough IP addresses for
every user may use very short lease durations, so that they are reused even during brief periods of
inactivity.

When a computer stays connected to the network and remains powered on, it will automatically
request that the lease be extended. This helps a computer avoid an expired lease as long as it is
used regularly.

Sometimes a computer is moved from one network to another where the network portion of the IP
address is different. When this happens, the computer may still retain its settings from the old
network and be unable to connect to the new network. One solution is to release and renew the
lease. Statically configured computers can do this, but there will be no change. Computers
connected directly to an ISP may lose connection and have to replace their call, but no permanent
changes will occur. Follow these steps to release and renew the DHCP lease:

Windows NT/2000/XP users:

Type ipconfig/release and press Enter. Look over the results and then type ipconfig
/renew.

Since the machine did not actually change locations as described above, the same settings as
before will probably appear. If the machine had been moved as described above, a new settings
would appear.

Windows 95/98/ME users:
Click on the Release All button. Look over the results and then click on the Renew All button.

Since the machine did not actually change locations as described above, the same settings as
before will probably appear. If the machine had been moved as described above, new settings would
appear.
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Step 4 Accessing the network configuration window

On the desktop, right click on the Network Neighborhood or My Network Places icon and choose
properties. If neither icon on the machine, try using the Start button:

Start > Settings > Control Panel

Then double click on the Network icon.

Some users will see a screen like the Network properties box shown below:

Metwork EE3 |

Configuration | Identificaticunl Arccess Eu:untru:ull

The fallowing netwark. componentz are inzstalled:

Microzaft Family Logon
S8 3Com Megahertz 104100 LaM CardBus PC Card

S8 A0L Adapter
=3 A0L Dial-Up &dapter

1]

 of

Add.. |

Eroperties |

Primarny Metwark. Logan:

Client for Microsoft Metwark.s

File and Frint Sharing... |

=

Dezcription

(] I Cancel

Different versions of Windows will have slightly different tabs and the current configuration of the
computer will determine the items included in the Network Components box. However, the box

should still look similar to the one above.

Most Windows 95, 98, and ME systems should see the Network Properties at this point. So, if a
Network window similar to the one above is shown, skip to the next numbered step.

Windows 2000 and XP users need to do two more things.

In the window, double-click on Local Area Connection.

When the Local Area Connection Status window appears, click on the Properties button. That will
bring up a Local Area Connection Properties similar to the one shown in the next step.
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Ffl Network and Dial-up Connections -0 x|

File Edit Wiew Faworites Tools  Advanced Help ﬁ
dmBack ~ =y - | ‘Qsearch [ Folders 4 | s 2 X | Ed-

Address Metwork and Dial-up Connections j Ef"GD Markan Antivirus E -
1 o | « | Mame 7 | Type
= L Make Mew Connection
i ilocal Area Connection LAM
Network and Dial-
up Connections b
This Folder contains network,
connections for this compuker, and
a wizard ko help you create a new
conneckion.
[ 4] | -
|2 object({s) o

In the network properties window scroll through the listed components and find a listing for TCP/IP. If
there is more than one listing, find the one for the current network connection, such as NIC or
modem. In Windows 2000 and XP it will look like the following:

Local Area Connection Properties el

General |

Connect uging:

I H3 IntellR] PROA00WE Mebwark. Connection

Components checked are uzed by thiz connechon:

. Clignt for Microsoft Metwarkz
File and Printer Sharing for Microsoft Wetworls
T wLAN Transport

T Internet Protocal [TCPAR

[nztall... [ninztall Properties

— Description

Allows pour computer bo access regsources on a Microzoft
network.

¥ Show icon in taskbar when connected

K, Cancel

Select the appropriate TCP/IP entry and click on the Properties button or double-click directly on the
TCP/IP entry. The screen that will appear next depends again on the version of Windows being

used, but the process and concepts are the same. The screen below should look very similar to what
Windows 2000 and XP users are seeing. First thing that should be noted on the example computer is
that it is configured for Static addressing.
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Internet Protocol (TCP/IP) Properties e

General I

‘ou can get IP settings azsigned automatically if your network, supports
thiz capability. Othenwise, you need to azk your netwark, administrataor for
the appropriate IF settings.

™ Obtain an IP address automatically

—% Usze the following [P address;

IP address: I 1m0 3/ 13 223
Subnet magk: I 255 2R 2RR .0
Default gateway: I 0 .36 .13 .1

£ Mbtain DHS server addiess automatically

—{%" Use the following DNS server addresses:

Preferred DMS server: I 134 . 595 207 . 10

Alternate DMS server I

Advanced... |
0K I Cancel |

Step 5 Enable DHCP

To enable DHCP, select Obtain an IP address automatically and typically select Obtain DNS
server address automatically. The various settings will blank out as these options are selected. If
the computer had Static addressing and it needs to be restored, click on the Cancel button. To keep
the changed settings click OK.

Older versions of Windows have multiple tabs and require selecting Obtain an IP address
automatically on this tab and then going to the DNS Configuration tab to select Obtain DNS
server address automatically.

If this computer was really being converted from static to DHCP, any entries in the Gateway and
WINS Configuration tabs would need to be removed.

If the computer had Static addressing and it needs to be restored, click on the Cancel button.
To keep these settings click OK.

154 - 175 CCNA 1: Networking Basics v 3.1 - Lab 9.3.5 Copyright © 2003, Cisco Systems, Inc.



TCP/IP Properties HE|

Bindngs |  Advanced | MNewiDs |
DMS Configuration I Gateway I WMS Configuration  IP Addrezs

A [P address can be automatically aszigned to this computer.
|f wour netwark, does not autormatically assign P addresses, ask
wour nebwork, administrator for an addresz, and then type it in
the space below.

™ Obtain an IF address automatically

—{* Specify an IP address:

IFaddiess: 210, 0 . 1 .17 |

SubnetMask: [255.255.255. 0 |

¥ Detect connection to network media

(] I Cancel

Older versions of Windows will say that it is necessary to restart the computer. Windows 2000 and
XP typically do not require a restart.

Windows 95 might even ask for the installation CD-ROM to complete the process.
If the computer was really being changed over to DHCP, Step 3 would be repeated to confirm the
valid set of configurations.

Reflection

Why might a network administrator prefer that various network profiles be used to hide the above
options and screens, thereby preventing users from making any changes?

As a network administrator what would be some of the potential benefits of using a DHCP server
within a network?

Note: Many small routers that are supplied for cable, DSL, or ISDN connections have DHCP
configured by default. This allows additional computers to share the network connection
through the use of a hub or switch. Each computer would need to be configured like in the
lab. Typically, DHCP will assign addresses using one of the private networks, such as
192.168.1.0, that are set-aside for this purpose. While it is common to allow these settings to
be changed, read and understand the instruction manual first. Learn where the Reset
Defaults button is located.
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Lab 9.3.7 Workstation ARP

Objective
e Introduce Address Resolution Protocol (ARP) and the arp -a workstation command.

e Explore the arp command help feature using the -2 option.

Background / Preparation

ARP is used as a tool for confirming that a computer is successfully resolving network Layer 3
addresses to Media Access Control (MAC) Layer 2 addresses. The TCP/IP network protocol relies
on IP addresses like 192.168.14.211 to identify individual devices and to assist in navigating data
packets between networks. While the IP address is essential to move data from one LAN to another,
it cannot deliver the data in the destination LAN by itself. Local network protocols, like Ethernet or
Token Ring, use the MAC, or Layer 2, address to identify local devices and deliver all data. A
computer MAC address has been seen in prior labs.

This is an example of a MAC address:
e 00-02-A5-9A-63-5C

A MAC address is a 48-bit address displayed in Hexadecimal (HEX) format as six sets of two HEX
characters separated by dashes. In this format each hex symbol represents 4 bits. With some
devices, the 12 hex characters may be displayed as three sets of four characters separated by
periods or colons (0002.A59A.635C).

ARP maintains a table in the computer of IP and MAC address combinations. In other words, it
keeps track of which MAC address is associated with an IP address. If ARP does not know the MAC
address of a local device, it issues a broadcast using the IP address. This broadcast searches for the
MAC address that corresponds to the IP address. If the IP address is active on the LAN, it will send a
reply from which ARP will extract the MAC address. ARP will then add the address combination to
the local ARP table of the requesting computer.

MAC addresses and therefore ARP are only used within the LAN. When a computer prepares a
packet for transmission, it checks the destination IP address to see if it is part of the local network. It
does this by checking to see if the network portion of the IP address is the same as the local
network. If it is, the ARP process is consulted to get the MAC address of the destination device using
the IP address. The MAC address is then applied to the data packet and used for delivery.

If the destination IP address is not local, the computer will need the MAC address of the default
gateway. The default gateway is the router interface that the local network is connected to in order to
provide connectivity with other networks. The gateway MAC address is used because the packet will
be delivered there and the router will then forward it to the network it is intended for.

If the computer does not receive any packets from an IP address after a few minutes, it will drop the
MAC/IP entry from the ARP table assuming the device has logged off. Later attempts to access that
IP address will cause ARP to do another broadcast and update the table.

This lab assumes the use of any version of Windows. This is a non-destructive lab and can be
performed with a home machine without concern of changing the system configuration. Ideally, this
lab will be done in a classroom or other LAN connected to the Internet. It can be done from a single
remote connection via a modem or DSL-type connection.
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Step 1 Establish a network connection

If the connection to the Internet is dial-up, connect to the ISP to ensure that the computer has an IP
address. In a TCP/IP LAN with a Dynamic Host Configuration Protocol (DHCP) server it should not
be necessary to do this step.

Step 2 Access a command prompt
Windows NT /2000 / XP users:

Use the Start menu to open the Command Prompt window. This window is similar to the MS-DOS
window on older Windows versions:

Start > Programs > Accessories > Command Prompt or Start > Programs > Command Prompt
Windows 95/ 98 /| ME users:

Use the Start menu to open the MS-DOS Prompt window:

Start > Programs > Accessories > MS-DOS Prompt or Start > Programs > MS-DOS Prompt

Step 3 Display the ARP table

a. Inthe window type arp -a and press Enter. Do not be surprised if there are no entries. The
message displayed will probably be, ‘No ARP Entries Found’. Windows computers remove any
addresses that are unused after a couple minutes.

b. Try pinging a couple local addresses and a website URL. Then re-run the command. The figure
below shows a possible result of the arp -a command. The MAC address for the website will
be listed because it is not local, but that will cause the default gateway to be listed. In the
example below 10.36.13.1 is the default gateway while the 10.36.13.92 and 10.36.13.101 are
other network computers. Notice that for each IP address there is a physical address, or MAC,
and type, indicating how the address was learned.

c. From the figure below, it might be logically concluded that the network is 10.36.13.0 and the host
computers are represented by 22, 1, 92, and 101.

Command Prompt

C=“>arp —a

Interface: 18.36.13.223 on Interface Bx186868663
Internet Address Phyzical Address Type
18.36.13.1 B—BA8-5e—BE8-01—-B8a dynamic
18.36.13.92 B—A1-B2-84-60—-85 dynamic
18.36.13.1681 B8-58-8b—fa—-38-85 dynamic

Step 4 Ping several URLs

a. Ping the following URLs and note the IP address of each. Also select one additional URL to ping
and record it below:

WWW.Cisco.com:

www.msn.de:

b. Now run the arp -a command again and record the MAC addresses for each of the above next
to their IP addresses. Can it be done?

c. Why or why not?
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d. What MAC address was used in delivering each of the pings to the URLs?
Why?

Step 4 Use the ARP help feature

Try the command arp -? to see the help feature and look over the options.

[#%]Command Prompt

IC s rarp

Dizplays and modifies the IP—to—Physical address translation tahles used hy
address resolution protocol C(ARP).

ARP —s inet_addr eth_addr [if_addr]
ARP —d inet_addr [if_addr]
ARF —a [inet_addr] [-N if_addr]

-a Dizplays current ARP entriesz by interrogating the current
protocol data. If inet_addr is specified, the IP and Physical
addresszes for only the specified computer are displaved. If
more than one network interface uses ARF. entries for each ARP
table are displayed.

-g Same az —a.

inet_addr Specifies an internet address.

-H if_addr Dizplays the ARP entries for the network interface specified
hy if_adde.

Deletes the host specified by inet_addr. inet_addr may be
wildcarded with * to delete all hosts.

Adds the host and associates the Internet address inet_addr
with the Physical address eth_addr. The Physical address is
given as b hexadecimal hytes separated hy hyphens. The entry
iz permanent.

eth_addr Specifies a physical address.

if _adde If present, this specifies the Internet address of the
interface whose address translation table should be modified.
If not present, the first applicable interface will he used.

Example =
> arp —= 157.55_85_212 B—aa-B8—62—c6—B? .._. Adds a static entry.
> arp —a w=-. Displays the arp table.

G

The purpose of this step is not so much the ARP command options but to demonstrate using the ? to
access help, if available. Help is not always implemented uniformly. Some commands use /?
instead of -2.

Step 5 Use help with tracert and ping

Try tracert -? andthen ping -? to see the options available for the commands used previously.

ommand Prompt

C:v>ping —%

Usage: ping [-t] [-al [-n count] [-1 sizel [f1 [-1i T
[-¥ count] [—=s count] [[-3 host-li=st] | [
[-w timeout] destination—list

host—-list1]

Options:
= Ping the specified host until stopped.-

To =zee statistics and continue — type Control-Break;
To stop — type Control-G.
Resolve addresses to hostnames.

count Mumber of echo requests to send.

size Send huffer size.

et Don’t Fragment flag in packet.

TTL Time To Live.

TOS Type Of Service.

count Record route for count hops.

count Timestamp for count hops.
i host—-li=st Loose source route along host-list.

host—list Strict source route along host-list.

timeout Timeout in milliseconds to wait for each reply.
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In looking at the help for ping, notice the —t option, which will send continuous pings, not just four.
More importantly, notice the two commands to stop it:

e Control-Break
e Control-C

These two-key commands are common for stopping runaway activities. Try pinging a neighboring
computer with the -t option and then try the Control-Break and Control-C features. An example in the
above network would be ping 10.36.13.101 -t and then press Enter.

Be sure to use the Control-c command to stop the pings.

Reflection
Based on observations made today, what could be deduced about the following results?

Computer 1

IP Address: 192.168.12.113
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.12.1

Pings and tracert to 207.46.28.116 were both successful.
What will be the ARP table entry associated with this address and why?
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Lab 10.2.9 Small Router Purchase

Cable lock Ethernet ports

Fhysically Connect to
SECUres Ethernet netwark Ethernst port
router devices Connects to

broadband
modemn or
Ethernet switch

TOHUBITO PC
button

51814

; Console port
EiteErtwg:ﬁ zt Connects to PC
%Ievice -agl:l fEl::I:-aI:uIe or terminal Locking powsr
vpe used for connector
Ethernet port 4 Connects to

power supply

Objective

The purpose of this lab is to introduce the variety and prices of network components in the market.
This lab will look specifically at small routers used by telecommuters when working from home. The
lab will use the web site http://www.cisco.com but any local source, catalog, or website can be used.

Background / Preparation

Some company executives want more secure connections when working with cable and DSL
connections from their homes. They have requested a proposal for purchasing small routers for this
purpose. The assignment is to research at least two different solutions and develop a proposal. The
project details are as follows:

e The company IT department is interested in reliability.
e There is concern about working with and supporting too many models of devices.
e The company uses Cisco routers throughout the corporate network.

e The company would like to be able to extend Cisco 10S features like Virtual Private Network
(VPN) and firewall out to these remote users.

In talking to the executives and support personnel, it has become apparent that some of the
personnel live in areas that do not support DSL or cable service. Models that might also support
Integrated Services Digital Network (ISDN) connections must now also be looked into.

The requirements for the proposal include the following:
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e 12 routers supporting DSL or cable connections
e 3 routers supporting ISDN connections
e All devices are to support the Cisco I0S features

Assume the service provider will supply any required modem device and that the router will connect
to it via an Ethernet interface.

Several executives expressed an interest in being able to connect 2 or 3 computers to the same link.
It is safe to assume this request will be made by most users.

Step 1 Research equipment pricing

Start by going to http://www.cisco.com and selecting Products & Services and following the links to
Routers to gather basic information. Look specifically at the 700, 800, and small office, home office
(SOHO) models.

Look at the Overview option, particularly any white papers, presentations, and brochures. These may
provide useful data and graphics for the final presentation.

Use at least three other sources for technologies and pricing. If using Web searches, try
http://www.cdw.com, http://www.google.com, or any other preferred search engine.

Step 2 Compile a one-page summary of your results

Use Microsoft Excel, Word, or any comparable products to compile a summary of the results. Include
a short 8-15 line reason why this implementation was selected. Include a simple diagram showing

the following:
¢ Router
e PCs

e Power cord
e Cable or DSL modem

Optional Step 2

Instead of creating the above Excel or Word documents, create a 4 to 8 slide PowerPoint
presentation covering the same requirements.

Assume that the material will need to be presented.

If time allows, complete both step 2 and the optional presentation. This is a likely requirement for
many jobs.
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Lab 10.3.5a Basic Subnetting

Objective
e How to identify reasons to use a subnet mask
e How to distinguish between a default subnet mask and a custom subnet mask
e What given requirements determine the subnet mask, number of subnets, and hosts per subnet
e What needs to be understood about useable subnets and useable numbers of hosts
e How to use the ANDing process to determine if a destination IP address is local or remote

e How to identify valid and invalid IP host addresses based on a network number and subnet mask

Background / Preparation

This lab exercise focuses on the basics of IP subnet masks and their use with TCP/IP networks. The
subnet mask can be used to split up an existing network into subnetworks, or subnets. Some of the
primary reasons for subnetting are the following:

¢ Reduce the size of the broadcast domains, which creates smaller networks with less traffic
e Allow LANSs in different geographical locations to communicate through routers
e Provide improved security by separating one LAN from another

Routers separate subnets, and determine when a packet can go from one subnet to another. Each
router a packet goes through is considered a hop. Subnet masks help workstations, servers, and
routers in an IP network determine if the destination host for the packet they want to send is on their
own network or another network. This lab reviews the default subnet mask and then focuses on
custom subnet masks. Custom subnet masks use more bits than the default subnet masks by
borrowing these bits from the host portion of the IP address. This creates a three-part address:

e The original network address
e The subnet address made up of the bits borrowed

e The host address made up of the bits left after borrowing some for subnets

Step 1 Review the structure of IP addresses

If an organization has a Class A IP network address, the first octet, or 8 bits, is assigned and does
not change. The organization can use the remaining 24 bits to define up to 16,777,214 hosts on its
network. This is a lot of hosts. It is not possible to put all of these hosts on one physical network
without separating them with routers and subnets.

It is common for a workstation to be on one network or subnet and a server to be on another. When
the workstation needs to retrieve a file from the server it will need to use its subnet mask to
determine the network or subnet that the server is on. The purpose of a subnet mask is to help hosts
and routers determine the network location where a destination host can be found. Refer to the table
below to review the following information:

e The IP address classes

e The default subnet masks
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e The number of networks that can be created with each class of network address

e The number of hosts that can be created with each class of network address

Address | 1° Octet 1% Octet Network/Host ID | Default Number Hosts per
Class Decimal High (N=Network, Subnet Mask | of Network
Range Order Bits | H=Host) Networks | (Usable
Addresses)
A 1-126* 0 N.H.H.H 255.0.0.0 126 (2" - 16,777,214
2) (2% -2)
B 128 — 191 10 N.N.H.H 255.255.0.0 16,382 65,534
C 192 -223 | 110 N.N.N.H 255.255.255.0 | 2,097,150 | 254 (2°-2)
(2"-2)
D 224 — 239 1110 Reserved for Multicasting
E 240 — 254 11110 Experimental; used for research

* Class A address 127 cannot be used and is reserved for loopback and diagnostic functions.

Step 2 Review the ANDing process

Hosts and routers use the ANDing process to determine if a destination host is on the same network
or not. The ANDing process is done each time a host wants to send a packet to another host on an
IP network. In order to connect to a server, the IP address of the server or the host name, such as,
http://www.cisco.com, must be known. If the host name is used a Domain Name Server (DNS) will
convert it to an IP address.

First, the source host will compare, or AND, its own IP address to its own subnet mask. The result of
the ANDing is to identify the network where the source host resides. It will then compare the
destination IP address to its own subnet mask. The result of the 2™ ANDing will be the network that
the destination host is on. If the source network address and the destination network address are the
same, they can communicate directly. If the results are different, they are on different networks or
subnets. If this is the case, the source host and the destination host will need to communicate
through routers or might not be able to communicate at all.

ANDing depends on the subnet mask. The subnet mask always uses all ones to represent the
network, or network + subnet, portion of the IP address. A default subnet mask for a Class C network
is 255.255.255.0 or 11111111.111111111.111111111.00000000. This is compared to the source IP
address bit for bit. The first bit of the IP address is compared to the first bit of the subnet mask, the
second bit to the second, and so on. If the two bits are both ones, the ANDing result is a one. If the
two bits are a zero and a one, or two zeros, the ANDing result is a zero. Basically, this means that a
combination of 2 ones results in a one, anything else is a zero. The result of the ANDing process is
the identification of the network or subnet number that the source or destination address is on.

Step 3 Two Class C networks using the default subnet mask

This example shows how a Class C default subnet mask can be used to determine which network a
host is on. A default subnet mask does not break an address into subnets. If the default subnet mask
is used, the network is not being subnetted. Host X, the source on network 200.1.1.0 has an IP
address of 200.1.1.5. It wants to send a packet to Host Z, the destination on network 200.1.2.0 and
has an IP address of 200.1.2.8. All hosts on each network are connected to hubs or switches and
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then to a router. Remember that with a Class C network address, the first 3 octets, or 24 bits, are
assigned as the network address. So, these are two different Class C networks. This leaves one
octet, or 8 bits for hosts, so each Class C network could have up to 254 hosts:

o 2%=0256-2=254

Source net: 200.1.1.0 Destination net: 200.1.2.0
Subnet mask: 255.255.255.0 Subnet mask: 255.255.255.0
Host Hub Hub Host
X Z
Host IP 200.1.1.5 / \ Host 200.1.2.8
Router interface Router interface
IP 200.1.1.1 IP 200.1.2.1

The ANDing process helps the packet get from Host 200.1.1.5 on network 200.1.1.0 to Host
200.1.2.8 on network 200.1.2.0 by using the following steps:

1. Host X compares its own IP address to its own subnet mask using the ANDing process.

Host X IP address 200.1.1.5 11001000.00000001.00000001.00000101
Subnet Mask 255.255.255.0 11111111.11111111.11111111.00000000
ANDing Result (200.1.1.0) 11001000.00000001.00000001.00000000

Note: The result of the ANDing process is the network address of Host X, which is 200.1.1.0.

2. Next, Host X compares the IP address of the Host Z destination to its own subnet mask using
the ANDing process.

Host Z IP address 200.1.2.8 11001000.00000001.00000010.00001000
Subnet Mask 255.255.255.0 11111111.11111111.11111111.00000000
ANDing Result (200.1.2.0) 11001000.00000001.00000010.00000000

Note: The result of the ANDing process is the network address of Host Z, which is 200.1.2.0.

Host X compares the ANDing results from Step 1 and the ANDing results from Step 2, and notes
they are different. Host X now knows that Host Z is not in its local-area network (LAN). Therefore, it
must send the packet to its default gateway, which is the IP address of the router interface of
200.1.1.1 on network 200.1.1.0. The router then repeats the ANDing process to determine which
router interface to send the packet out to.
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Step 4 One Class C network with subnets using a custom subnet mask

This example uses a single Class C network address (200.1.1.0) and shows how a Class C custom
subnet mask can be used to determine which subnetwork (or subnet) a host is on and to route
packets from one subnetwork to another. Remember that with a Class C network address, the first 3
octets, or 24 bits are assigned as the network address. This leaves one octet, or 8 bits, for hosts.
So, each Class C network could have up to 254 hosts:

o 2%=0256-2=254

Perhaps less than 254 hosts, workstations and servers combined, are desired on one network. This
could be for security reasons or to reduce traffic. It can be done by creating two subnetworks and
separating them with a router. This will create smaller independent broadcast domains and can
improve network performance and increase security. This is possible because these subnetworks
will be separated by one or more router. Assume at least two subnetworks will be needed and that
there will be at least 50 hosts per subnetwork. Because there is only one Class C network address,
only 8 bits in the fourth octet are available for a total of 254 possible hosts. Therefore, a custom
subnet mask must be created. The custom subnet mask will be used to borrow bits from the host
portion of the address. The following steps help accomplish this:

1. The first step to subnetting is to determine how many subnets are needed. In this case, its two
subnetworks. To see how many bits should be borrowed from the host portion of the network
address, add the bit values from right to left until the total is equal to or greater than the number
of subnets needed. Because two subnets are needed, add the one bit and the two bit, which
equals three. This is greater than the number of subnets needed. To remedy this, borrow at least
two bits from the host address starting from the left side of the octet that contains the host
address.

Network address: 200.1.1.0
4™ octet Host address bits: 1 1 1 1 1 1 1 1

Host address bit values 128 64 32 16 8 4
(from right)

IN
|=

Add bits starting from the right side, the 1 and the 2, until the sum is greater than the number of
subnets needed.

Note: An alternate way to calculate the number bits to be borrowed for subnets is to take the
number of bits borrowed to the power of 2. The result must be greater than the number of
subnets needed. As an example if 2 bits are borrowed the calculation is two to the second
power, which equals four. Since the number of subnets needed is two this should be
adequate.

2. After we know how many bits to borrow, we take them from the left side of the of the host
address, the 4" octet. Every bit borrowed from the host address bit leaves fewer bits for the
hosts. Even though the number of subnets is increased, the number of hosts per subnet is
decreased. Because two bits need to be borrowed from the left side, that new value must be
shown in the subnet mask. The existing default subnet mask was 255.255.255.0 and the new
custom subnet mask is 255.255.255.192. The 192 results from adding the first two bits from the
left, 128 + 64 = 192. These bits now become 1s and are part of the overall subnet mask. This
leaves 6 bits for host IP addresses or 2° = 64 hosts per subnet.

4™ Octet borrowed bits for subnet: 1 1 0 0 0 0 0 0

Subnet bit values: (from left side) 128 64 32 16 8 4 2 1
With this information, the following table can be built. The first two bits are the subnet binary value.
The last 6 bits are the host bits. By borrowing 2 bits from the 8 bits of the host address 4 subnets,

22, with 64 hosts each, can be created. The 4 networks created are as follows:
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e The 200.1.1.0 network

e The 200.1.1.64 network
e The 200.1.1.128 network
e The 200.1.1.192 network

The 200.1.1.0 network is considered unusable, unlesss the networking device supports the 10S
command ip subnet-zero, which allows using the first subnet.

Subnet No. | Subnet Bits Subnet Bits Host Bits Possible Subnet/Host Useable?
Borrowed Decimal Binary Values (Range) | Decimal
Binary Value Value (6 Bits) Range

0 Subnet 00 0 000000-111111 0-63 No

1% Subnet 01 64 000000-111111 64-127 Yes

2" Subnet 10 128 000000-111111 128-191 Yes

3" Subnet 11 192 000000-111111 192-254 No

Notice that the first subnet always starts at 0 and, in this case, increases by 64, which is the number
of hosts on each subnet. One way to determine the number of hosts on each subnet or the start of
each subnet is to take the remaining host bits to the power of 2. Because we borrowed two of the 8
bits for subnets and have 6 bits left, the number of hosts per subnet is 2° or 64. Another way to figure
the number of hosts per subnet or the increment from one subnet to the next is to subtract the
subnet mask value in decimal, 192 in the fourth octet, from 256, which is the maximum number of
possible combinations of 8 bits. This equals 64. This means start at 0 for the first network and add 64
for each additional subnetwork. For example, if the second subnet is used, the 200.1.1.64 network
cannot be used for a host ID since the network ID of the 64 subnet has all zeros in the host portion.

Another common way to represent a subnet mask, is the use of the “slash/number” (/#) where the #
following the slash is the number of bits used in the mask (network and subnet combined). As an
example, a Class C network address such as 200.1.1.0 with a standard subnet mask
(255.255.255.0) would be written as 200.1.1.0 /24, indicating that 24 bits are used for the mask. The
same network, when subnetted by using two host bits for subnets, would be written as 200.1.1.0 /26.
This indicates that 24 bits are used for the network and 2 bits for the subnet. This would represent a
custom subnet mask of 255.255.255.192 in dotted decimal format.

A Class A network of 10.0.0.0 with a standard mask (255.0.0.0) would be written as 10.0.0.0 /8. If 8
bits (the next octet) were being used for subnets it would be written as 10.0.0.0 /16. This would
represent a custom subnet mask of 255.255.0.0 in dotted decimal format. The “slash” number after
the network number is an abbreviated method of indicating the subnet mask being used.

Step 5 Use the following information and the previous examples to answer the following
subnet-related questions

A company has applied for and received a Class C network address of 197.15.22.0. The physical
network is to be divided into 4 subnets, which will be interconnected by routers. At least 25 hosts will
be needed per subnet. A Class C custom subnet mask needs to be used and a router is needed
between the subnets to route packets from one subnet to another. Determine the number of bits that
need to be borrowed from the host portion of the network address and the number of bits that will be
left for host addresses.

Note: There will be 8 possible subnets, of which 6 can be used.

Fill in the following table and answer the following questions:
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Subnet No. | Subnet Bits Subnet Bits Host Bits Possible Subnet/Host Use?
Borrowed Decimal and Binary Values Decimal
Binary Value | Subnet No. (Range) (5 Bits) Range

0 Subnet

15 Subnet

2" Subnet

3" Subnet

4™ Subnet

5" Subnet

6™ Subnet

7" Subnet

NOTES:

Use the table just developed to help answer the following questions:

1. Which octet(s) represent the network portion of a Class C IP address?

2. Which octet(s) represent the host portion of a Class C IP address?

What is the binary equivalent of the Class C network address in the scenario? 197.15.22.0

Decimal network address:

Binary network address:

4. How many high-order bits were borrowed from the host bits in the fourth octet?
5. What subnet mask must be used? Show the subnet mask in decimal and binary.

Decimal subnet mask:

Binary subnet mask:

6. What is the maximum number of subnets that can be created with this subnet mask?
7. What is the maximum number of useable subnets that can be created with this mask?

8. How many bits were left in the fourth octet for host IDs?
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9. How many hosts per subnet can be defined with this subnet mask?

10. What is the maximum number of hosts that can be defined for all subnets with this scenario?
Assume the lowest and highest subnet numbers and the lowest and highest host ID on each
subnet cannot be used.

11. I1s 197.15.22.63 a valid host IP address with this scenario?

12. Why or why not?

13. 1s 197.15.22.160 a valid host IP address with this scenario?

14. Why or why not?

15. Host A has an IP address of 197.15.22.126. Host B has an IP address of 197.15.22.129. Are
these hosts on the same subnet? Why?
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Lab 10.3.5b Subnetting a Class A Network

Objective

Analyze a Class A network address with the number of network bits specified in order to determine
the following:

e Subnet mask
e Number of subnets
e Hosts per subnet

¢ Information about specific subnets

Background / Preparation

This is a written exercise and is to be performed without the aid of an electronic calculator.

Step 1 Given a Class A network address of 10.0.0.0 / 24 answer the following questions
How many bits were borrowed from the host portion of this address?
What is the subnet mask for this network?

1. Dotted decimal

2. Binary

How many usable subnetworks are there?

How many usable hosts are there per subnet?

What is the host range for usable subnet sixteen?

What is the network address for usable subnet sixteen?

What is the broadcast address for usable subnet sixteen?

What is the broadcast address for the last usable subnet?

What is the broadcast address for the major network?
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Lab 10.3.5c Subnetting a Class B Network

Objective

The objective of this lab is to provide a subnetting scheme using a Class B network

Background / Preparation
This is a written lab and is to be performed without the aid of an electronic calculator.

ABC Manufacturing has acquired a Class B address, 172.16.0.0. The company needs to create a
subnetting scheme to provide the following:

e 36 subnets with at least 100 hosts
e 24 subnets with at least 255 hosts
e 10 subnets with at least 50 hosts
It is not necessary to supply an address for the WAN connection since it is supplied by the Internet
service provider.
Step 1 Given this Class B network address and these requirements answer the following
questions

How many subnets are needed for this network?

What is the minimum number of bits that can be borrowed?

What is the subnet mask for this network?

1. Dotted decimal

2. Binary

3. Slash format

How many usable subnetworks are there?

How many usable hosts are there per subnet?

Step 2 Complete the following chart listing the first three subnets and the last 4 subnets

Subnetwork # Subnetwork ID Host Range Broadcast ID
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What is the host range for subnet two?

What is the broadcast address for the 126th subnet?

What is the broadcast address for the major network?
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Lab 10.3.5d Subnetting a Class C Network

Objective

The objective of this lab is to provide a subnetting scheme using a Class C network.

Background / Preparation

This is a written exercise and is to be performed without the aid of an electronic calculator.

The Classical Academy has acquired a Class C address, 192.168.1.0. The academy needs to create
subnets to provide low level security and broadcast control on the LAN. It is not necessary to supply
an address for the WAN connection. It is supplied by the Internet service provider.

The LAN consists of the following, each of which will require its own subnet:

e Classroom #1
e Classroom #2
e Computer lab
e Instructors

e Administration

28 nodes
22 nodes
30 nodes
12 nodes

8 nodes

Step 1 Given this Class C network address and these requirements answer the following

questions

How many subnets are needed for this network?
What is the subnet mask for this network?

1. Dotted decimal

2. Binary

3. Slash format

How many usable hosts are there per subnet?

Step 2 Complete the following chart

Subnetwork #

Subnetwork IP

Host Range

Broadcast ID
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What is the host range for subnet six?

What is the broadcast address for the 3rd subnet?

What is the broadcast address for the major network?
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Lab 11.2.4 Protocol Inspector, TCP, and HTTP

Objective
The objective of this lab is to use Protocol Inspector, or equivalent software, to view dynamic
Transmission Control Protocol (TCP) operations. The operation that will be specifically looked at is
HTTP during web page access.

Background / Preparation

Protocol analysis software has a feature called capture. This feature allows all frames through an
interface to be captured for analysis. With this feature, it is possible to see how the TCP moves
segments filled with user data across the network. TCP may seem to be a bit abstract, but the
protocol analyzer shows just how important TCP is to network processes such as e-mail and web
browsing.

At least one of the hosts must have the Protocol Inspector software installed. If the lab is done in
pairs, having the software installed on both machines means that each person can run the lab steps.
However, each host may display slightly different results.

Step 1 Start Protocol Inspector and your browser

Step 2 Go to detail view

Step 3 Start a capture

Step 4 Request a Web Page

Step 5 Watch the monitor view while the web page is requested and delivered
Step 6 Stop the capture

Step 7 Study the TCP frames, HTTP frames, and statistics using various views, especially
the detail view
Step 8 Using the detail view, explain what evidence it provides about the following:

e TCP handshakes

e TCP acknowledgments

e TCP segmentation and segment size

e TCP sequence numbers

e TCP sliding windows

e HTTP protocol
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Reflection

How did this lab help to visualize the TCP protocol in action?
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