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CCNA1: INTRODUCTION TO NETWORKS

Module Objectives

= Module Title: Protocols and Models

= Module Objective: Explain how network protocols enable devices to
access local and remote network resources.

Topic Title Topic Objective

3.1 The Rules Describe the types of rules that are necessary to successfully communicate.
3.2 Protocols Explain why protocols are necessary in network communication.
3.3 Protocol Suites Explain the purpose of adhering to a protocol suite.

Explain the role of standards organizations in establishing protocols for network

3.4 Standards Organizations . .
interoperability.

Explain how the TCP/IP model and the OSI model are used to facilitate standardization in

3.5 Reference Models o
the communication process.
3.6 Data Encapsulation Explain how data encapsulation allows data to be transported across the network.

3.7 Data Access Explain how local hosts access local resources on a network.
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3.1 THE RULES
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Communlcatlons Fundamentals

= Networks can vary in size and complexity. It is not enough to have a
connection, devices must agree on “how” to communicate

= Network protocols define how messages are exchanged between the
source and the destination.

= There are three elements to any communication:
* There will be a source (sender).
» There will be a destination (receiver).

* There will be a channel (media) that provides for the path of
communications to occur.
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Communications Protocols

= All communications are governed by protocols. B e o B
= Protocols are the rules that communications will
follow.
= These rules will vary depending on the protocol. :
= All communication methods have elements in - |
common:
* ldentify sender or source
- |dentify receiver or destination S S S G S

* ldentify channel or media

« Common language and grammar E\

» Speed and timing of delivery
« Confirmation or acknowledgment requirements
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Rule Establishment

* Individuals must use established rules or agreements to govern the
conversation.

= The first message is difficult to read because it is not formatted properly.
The second shows the message properly formatted

-ion between govern rules

8 individuos diferentes.

ijeen humans. It is wvery difficult to under

the punt

fferent individuals.
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Rule Establishment

= Protocols must account for the following requirements:
* An identified sender and receiver
« Common language and grammar
* Speed and timing of delivery
« Confirmation or acknowledgment requirements
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Network Protocol Requirements

= Common computer protocols must be in agreement and include the following

requirements:

* Message Encoding — process of converting information into another acceptable
form.

* Message Formatting and Encapsulation — used to place one message inside
another message for transfer from the source to the destination.

* Message Size — process of breaking up a long message into individual pieces.

* Message Timing — process of knowing when a message begins, how must can
be received at a time, and how to respond back.

* Message Delivery Options — who will receive the message and how will it be
received. —
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Message Encoding

= Encoding is the process of converting information into another acceptable form
for transmission.

* Encoding between hosts must be in appropriate format for the medium
* Messages are first converted into bits by the sending host

» Each bit is encoded into a pattern of sounds, light waves, or electrical impulses
depending on the network media

* The destination host receives and decodes the signals in order to interpret the
message

= Decoding reverses this process to interpret the information.

Message Signal Signal Messags Msssage

Signal
Message  * | Encoder » | Transmeter * Transmission » = Recewer * | Decoder | » | Message Massage  »
Source Mediusm Destination

“The:
G:.'I:r Channel™

ol "

CCNA V7



CCNA1: INTRODUCTION TO NETWORKS

Message Formatting and Encapsulatlon

= When a message is sent, it must use a specific format or structure.

= Message formats depend on the type of message and the channel that is
used to deliver the message.

Byte 1 Byte 2
1 just returned from my trip. | thought you might like to

see my pictures
John

Dear Jane, ‘

Byte 3d ‘ Byte 4

Payload Length Next Header Hop Limit
Sender
4085 SE Pine Street
QOcala, Florida 34471
%ﬁl Source IP Address 40 Bytes

Recipiel
1400 M n Stre
Cant Oh 44203

Destination IP Address
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Message Size

= Encoding between hosts must be in an appropriate format for the

medium.

* Messages sent across the network are converted to bits.

* The bits are encoded into a pattern of light, sound, or electrical
Impulses.

* The destination host must decode the signals to interpret the message.

| N

biﬁ\%

B
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Message Timing

= Message timing includes the following:

* Flow Control — Manages the rate of data transmission and defines how
much information can be sent and the speed at which it can be
delivered. Ensures packets are not dropped.

* Response Timeout — Manages how long a device waits when it does
not hear a reply from the destination.

* Access method - Determines when someone can send a message.

- There may be various rules governing issues like “collisions”. This is
when more than one device sends traffic at the same time and the
messages become corrupt.

- Some protocols are proactive and attempt to prevent collisions; other
protocols are reactive and establish a recovery method after the
collision occurs.
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Message Delivery Options

= Message delivery may one of the following methods:
* Unicast — one to one communication

* Multicast — one to many (select group of hosts), typically not all
Broadcast — one to all

= Note: Broadcasts are used in IPv4 networks, but are not an option for
IPv6. Later we will also see “Anycast” as an additional delivery option for
IPVG.
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A Note About the Node Icon

= Documents may use the node icon , typically a circle, to represent all
devices.

= The figure illustrates the use of the node icon for delivery options.
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3.2 PROTOCOLS
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Network Protocols and Standards

= Rules that Govern Communications
* May be specified by a standards organization or developed by a vendor
= Role of network protocols:
« Define a common format and set of rules for exchanging messages between devices
Define how messages are exchanged between the source and the destination
How the message is formatted or structured
The process by which networking devices share information about pathways with other

networks

* How and when error and system messages are passed between devices

* The setup and termination of =
data transfer sessions i —

Exhenmet

= Protocol Interaction | 5 -

« Example: web server and client

C )

)
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Network Protocol Overview

= Network protocols define a common set of rules.

= Can be implemented on devices in:

» Software
» Hardware
* Both

= Protocols have their
own;

* Function
* Format
* Rules

CCNA v7

Network
Communications
Network Security

Routing

Service Discovery

enable two or more devices to communicate over one or
more networks

secure data to provide authentication, data integrity, and
data encryption

enable routers to exchange route information, compare path
information, and select best path

used for the automatic detection of devices or services
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Network Protocol Functions

= Devices use agreed-upon protocols to communicate .
= Protocols may have may have one or functions.

Addressing Identifies sender and receiver b

Reliability Provides guaranteed delivery '
L. I will send this message across I can forward this message | can accept this message

Flow Control Ensures data flows at an efficient rate Fiiasntla Eastinhat e because | understand IPvi.

Sequencing Uniquely labels each transmitted segment of data

Error Detection Determines if data became corrupted during transmission

Application Interface ~ Process-to-process communications between network applications

CCNA V7 18
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Protocol Interaction

= Networks require the use of several protocols.
= Each protocol has its own function and format.

Protocol Function

Hypertext Transfer
Protocol (HTTP)

Transmission Control
Protocol (TCP)
Internet Protocol (IP)

Ethernet

CCNA V7

Governs the way a web server and a web client interact
Defines content and format

Manages the individual conversations
Provides guaranteed delivery
Manages flow control

Delivers messages globally from the sender to the receiver

Delivers messages from one NIC to another NIC on the same Ethernet Local
Area Network (LAN)
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Interactlon of TCP/IP Model Protocols

= Communication between a web server and web client is an example of an interaction between
several protocols:

 Application Layer — Hypertext Transfer Protocol (HTTP) — Defines the content and formatting
of the requests and responses that are exchanged between the client and server.

» Presentation Layer — Hypertext Markup Language (HTML) — Defines the syntax both sides of
the communication must understand in order to communicate.

« Transport Layer — Transmission Control Protocol (TCP) is responsible for controlling the size
and rate of the HTTP messages exchanged between server and client. It segments the
messages and manages the segments in the individual conversation between the host and
destination.

* Internet Layer — Internet Protocol (IP) or logical address is a unique host address for data
communications at the internet layer

» Network Access Layer — Describes two primary functions: 1) communication over a data link and
2) the physical transmission of data on the network media:

- Data-link management protocols take the packets from IP and format them to be transmitted
over the media.

- Physical media standards and protocols govern how the signals are sent and how they are
interpreted by the receiving clients

CCNA V7 20
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TCP/IP Communication Proces

= From the user perspective, what is the correct order of the protocol stack that is
used to prepare a web request for transmission?

« HTTP (7) — Identifies the type of page that will be rendered

« HTML (6) — Prepares the Hypertext Markup Language (HTML) page

* TCP (4) — Breaks the data into segments and identifies each

* IP (3) — The IP source and destination addresses are added, creating an IP
Packet

* Ethernet (2) — The Ethernet information is added creating the Ethernet Frame

- This frame is delivered to the nearest router along the
path towards the web client

- Each router adds new data link information before
forwarding the packet

CCNA V7
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Network Protocols

= Address Resolution Protocol (ARP) — used to discover the MAC
address of any host on the local network

= Reverse ARP — Used to find the IP address of the local machine

= Proprietary protocols are developed by organizations who have control
over their definition and operation

= Advantages of using standards to
develop and implement protocols:

* Products from different manufacturers
can interoperate successfully

* A host and a server running different
operating systems can successfully
exchange data

CCNA V7 22
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Network Protocol Suites

= Protocols must be able to work with other
protocols.

= Protocol suite:

» A group of inter-related protocols
necessary to perform a communication
function

 Sets of rules that work together to help
solve a problem

= The protocols are viewed in terms of layers:
* Higher Layers

» Lower Layers- concerned with moving data
and provide services to upper layers

CCNA V7

Content Layer Where is the café?

ersa suite
Use a common language
Wait your turn Rules Layer I
Signal whe ishe

f Physical Layer I 'K

Protocol suites are sets of rules that work together to help solve a problem.
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Evolution of Protocol Suites

= There are several protocol suites:

CCNA v7

Internet Protocol Suite or TCP/IP — The
most common protocol suite and
maintained by the Internet Engineering
Task Force (IETF)

Open Systems Interconnection (OSI)
protocols — Developed by the International
Organization for Standardization (1ISO)
and the International Telecommunications
Union (ITU)

AppleTalk — Proprietary suite release by
Apple Inc.

Novell NetWare — Proprietary suite
developed by Novell Inc.

TCP/IP Layer
Name

Application

il CONP/CMNS

ICMPv4 >
iCMEv CLNP/CLNS

Ethemet ARP  WLAN

25
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Internatlonal Organization for Standardlzatlon

= |ISO is derived from the Greek isos, meaning equal.

= In 1946 when delegates from 25 countries met at the Institute of Civil
Engineers in London and decided to create a new international
organization “to facilitate the international coordination and unification of
Industrial standards”.

= |ISO officially began operations on 23 February 1947.

= This organization is the largest developer of international standards in the
world for a wide variety of products and services. It is known for its Open
Systems Interconnection (OSI) reference model.

= |SO is an independent, non-governmental international organization with
a membership of 164 national standards bodies.
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TCP/IP Protocol Example

= TCP/IP protocols operate at the application, transport, and internet layers.

= The most common network access layer LAN protocols are Ethernet and
WLAN (wireless LAN).

Web
Server Layer Name Protocol Stack
' Application Hypertext Transfer Protocol (HTTP)

Transport Transmission Control Protocol (TCP)

= | _
Internet Intermnet Protocol (IP)
1
<Intemet>

o

CCNA v7 27




CCNA1: INTRODUCTION TO NETWORKS

TCP/IP Protocol Suite

= TCP/IP is the protocol suite used by the internet and includes many
protocols:

« An open standard protocol suite that is freely available to the public and
can be used by any vendor

A standards-based protocol suite =~ e

that is endorsed by the networking gl Wil N el s
iIndustry and approved by a e

standards organization to ensure

interoperability e T prcs

Internet Layer

Address Resolution Data Link Protocols

Network Access

CCNA V7 28
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TCP/IP Communication Process

A web server encapsulating and A client de-encapsulating the web
sending a web page to a client. page for the web browser
" Ethemet | IP | TCP | Data | [ Ethenet | 1P] TcP | Data | |
1 | User D'alaJ | IUser Data i
TCP Segment TCP Segment
IP Packet IP Packet
Ethernet Frame Ethernet Frame
Web Server Web Client

» - g.
Ethernet n. 0101011010100101111011010100100101010110110
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3.4 STANDARDS -~
ORGANIZATIONS y
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Open Standards

= Open standards encourage:
* interoperability
¢ competition
* innovation

= A host and a server running different
operating systems can successfully
exchange data.

= Standards organizations are:
 vendor-neutral
* non-profit organizations

« established to develop and promote the
concept of open standards.

CCNA V7

IEEE o

larea ' ctF

Internet Assigned Numbers Authority

2 wam

The Internet Comporation for Assigned Names and Numbers
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Internet Standards

* Internet Society (ISOC) - Promotes the
open development and evolution of
internet throughout the world. | ptomet 52> |

* Internet Architecture Board (IAB) -
Responsible for management and
development of internet standards.

* Internet Engineering Task Force %\A _,:Rﬁ
(IETF) - Develops, updates, and i | e ey
maintains internet and TCP/IP

technologies.

* Internet Research Task Force (IRTF) -
Focused on long-term research related
to internet and TCP/IP protocols.

CCNA v7 32
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Internet Standards

= Standards organizations involved with the development and support of
TCP/IP:

CCCCCC

Internet Corporation for Assigned Names and Numbers (ICANN) -
Coordinates IP address allocation, the management of domain names,
and assignment of other information.

Internet Assigned Numbers Authority (IANA) - Oversees and
manages IP address allocation, domain name management, and
protocol identifiers for ICANN.
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Electronic and Communlcatlons Standards

* Institute of Electrical and Electronics Engineers (IEEE, pronounced “I-
triple-E”) - dedicated to creating standards in power and energy,
healthcare, telecommunications, and networking.

* Electronic Industries Alliance (EIA) - develops standards relating to
electrical wiring, connectors, and the 19-inch racks used to mount
networking equipment.

* Telecommunications Industry Association (TIA) - develops
communication standards in radio equipment, cellular towers, Voice over
IP (VolP) devices, satellite communications, and more.

* International Telecommunications Union-Telecommunication
Standardization Sector (ITU-T) - defines standards for video
compression, Internet Protocol Television (IPTV), and broadband
communications, such as a digital subscriber line (DSL).

CCNA V7
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Model
g Tasas s » Complex concepts such as how
The model is not the actual network. a network Operates can be
difficult to explain and

understand. For this reason, a
layered model is used.
= Two layered models describe
oo network operations:

Presentation HTTP, DNS, DHCP, FTP Application ¢ Open SyStem
Interconnection (OSI)
Reference Model

« TCP/IP Reference Model

CCNA1: INTRODUCTION TO NETWORKS e

The Benefits of Using a Layered

3

0S1 Model TCP/IP Protocol Suite TCP/IP Model

Session

Transport TCP, UDP Transport

IPv4, IPVG, Internet
ICMPv4, ICMPV6

Network

Data Link

Ethernet, WLAN, SONET, SDH Network Access
Physical
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The Benefits of Using a Layered Model

= These are the benefits of using a layered model:

 Assist in protocol design because protocols that operate at a specific
layer have defined information that they act upon and a defined interface
to the layers above and below

» Foster competition because products from different vendors can work
together

* Prevent technology or capability changes in one layer from affecting
other layers above and below

* Provide a common language to describe networking functions and
capabilities
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The OSI Reference Model

7 - Application

6 - Presentation

5 - Session

4 - Transport

3 - Network

2 - Data Link

1 - Physical

CCNA V7

Contains protocols used for process-to-process communications.
Provides for common representation of the data transferred between application
layer services.

Provides services to the presentation layer and to manage data exchange.

Defines services to segment, transfer, and reassemble the data for individual
communications.

Provides services to exchange the individual pieces of data over the network.
Provides the logical addressing (IP).

Describes methods for exchanging data frames over a common media. Provides
the physical addressing (MAC).

Describes the means to activate, maintain, and de-activate physical connections.

38
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OSI Reference Model

= Layer 7 — The Application layer provides the means for end-to-end connectivity between individuals in the
human network using data networks.

= Layer 6 — The Presentation layer provides for common representation of the data transferred between
application layer services.

= Layer 5— The Session layer provides services to the presentation layer to organize its dialogue and to
manage data exchange.

= Layer 4 — The Transport layer defines services to segment, transfer, and
reassemble the data for individual communications between the end devices. It
describes the ordered and reliable delivery of data between source and destination.

= Layer 3 — The Network layer provides services to exchange the individual pieces of
data over the network between identified end devices. IP or Logical addressing.

= Layer 2 — The Data Link layer protocols describe methods for exchanging data
frames between devices over a common media. MAC or physical addressing.

= Layer 1 — The Physical layer protocols describe the mechanical, electrical,
functional, and procedural means to activate, maintain, and de-activate physical-
connections for bit transmission to and from a network device.

051 Model

7 Application \

CCNA V7 39
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The TCP/IP Reference Model

= The TCP/IP Protocol Model
» Created in the early 1970s for internetwork communications
* Open Standard
* Also called The TCP/IP Model or the Internet Model

Application Represents data to the user, plus encoding and dialog control.
Transport Supports communication between various devices across diverse networks.

Determines the best path through the network. Responsible for routing

Internet messages through an internetwork

Network Access Controls the hardware devices and media that make up the network.

CCNA v7 40
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OSl and TCP/IP Model Comparlson

= Relationship between layers:
* The TCP/IP Application layer

combines layers 5-7 of the OSI model.

* The TCP/IP Transport layer and OSI
Transport layer provide similar
services and functions.

* The TCP/IP Network layer and OSI
Internet layer provide similar services
and functions.

* The TCP/IP Network Access layer

combines layers 1-2 of the OSI model.

CCNA v7

0S| Model

7. Application

i

6. Presentatio

J

5. Session

o

TCP/IP Model

Application

__|

J

4. Transport

i

Transport

3. Network

Internet

U

2. Data Link

i

1. Physical

Network Access
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Segmenting Messages

= Segmentation is the process of breaking up messages into smaller units.

= Multiplexing is the processes of taking multiple streams of segmented
data and interleaving them together.

= Segmenting messages has three primary benefits:

* Increases speed - Large amounts of data can be sent over the network
without tying up a communications link.

* Increases efficiency - Only segments which fall )
to reach the destination need to be retransmitted,
not the entire data stream.

* Increases reliability of network communications.

T ¥
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Sequencing

= Sequencing messages is the process of numbering the segments so that
the message may be reassembled at the destination.

= TCP is responsible for sequencing the individual segments.

M Multiple pieces are labeled for easy direction and
re-assembly.

., M .
' v
Labeling provides for ordering and assembling the J

-

pieces when they arrive.
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Protocol Data Units

= Encapsulation is the process where protocols
add their information to the data.

= At each stage of the process, a Protocol Data
Unit (PDU) has a different name to reflect its
new functions.

= There is no universal naming convention for
PDUs, in this course, the PDUs are named
according to the protocols of the TCP/IP suite.

= The level above does its process and then
passes it down to the next level of the model.
This process is repeated by each layer until it i<
sent out as a bit stream.

CCNA V7

Passing down the stack_ |

b Email Data

Transpnrt

MNetwork Transport
header header Data

Frame Netwol r‘k Transport rame
header heade! header railer

1100010101000101100101001010101001

Frame
Il
e en
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Encapsulation

= Each process is dependent of the layer directly above and below it.

Encapsulation TCP/IP Layer OSI Layer

Application
Data (Data Stream) Application Presentation

Session
Segment (TCP/UDP) Transport Transport
Packet (IP) Internet Network
Frame (MAC) Data Link

Network Access
Bits (Bit Stream) Physical
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Encapsulation Example

= Encapsulation is a top down process.
= PDUs passing down the stack are as follows:
» Data — Provides raw data to the Transport layer.

* Segments — Adds TCP/UDP header information, source & destination
port numbers, sequence number, and acknowledgement numbers
before passing to the Internet layer.

* Packets — Adds IP header, source, and destination IP addressing
before passing to the Network Access layer. I B T T

* Frames — Adds Ethernet header, source and 1 1—
destination MAC addressing. —
» Bits — Encodes the PDU into a signal
appropriate for the medium.
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De-encapsulation Example

= Data is de-encapsulated as it moves up the stack.

= When a layer completes its process, that layer strips off its header and
passes it up to the next level to be processed. This is repeated at each
layer until it is a data stream that the application can process.

* Received as Bits (Bit Stream)

* Frame (Ethernet, MAC) |_Ethemot | P | ToP | Data | |
- Packet (IP) ‘ luser ota_|
« Segment (TCP/UDP) B

« Data (Data Stream like http) Ethernet Frame

]
‘ 0101011010100101111011010100100101010110110 j
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Addresses

= Both the data link and network layers use addressing to deliver data from
source to destination:

* Network layer source and destination IP addresses — Responsible
for delivering the IP packet from original source to the final destination.

» Data link layer source and destination MAC addresses —
Responsible for delivering the data link frame from one Network
Interface Card (NIC) to another NIC on the same network.

Physical ) (  Datalink | [ Network ) [ Transport | [ UpperLayers |

Timing and Destination and Destination and Destination and Encoded
synchronization source physical source logical source process application data

bits addresses network addresses number (ports)
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Layer 3 Logical Address

= The IP packet contains two IP addresses:

* Source IP address — The IP address of the sending device, original
source of the packet.

» Destination IP address — The IP address of the receiving device, final
destination of the packet.

= These addresses may be on the same link or remote.

Original Source
natio

IP Packet IPPa ket IFP cket l

Web Server
172.16.1.99

PC1
192.168.1.110

Layer 3 IP Packet

Source IP
192.168.1.110
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Layer 3 Logical Address

= An |IP address contains two parts:
* Network portion (IPv4) or Prefix (IPv6)
- The left-most part of the address indicates

the network group which the IP address is
a member.

- Each LAN or WAN will have the same
network portion.

* Host portion (IPv4) or Interface ID (IPv6)

- The remaining part of the address
identifies a specific device within the group.

- This portion is unique for each device on the network.

= The Subnet Mask (IPv4) or Network Prefix (IPv6) identifies which part belongs
to the network and which part belongs to the host.

CCNA v7
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Devices on the Same Network

= When devices are on the same network the source and destination will
have the same number in network portion of the address.

¢ PCl - 1921681110 [ Data Link Network Layer
__ Ethernet Frame Header _"_ IP Packet Header

 FTP Server — 192.168.1.9 “

CC-CC-CC-CC-CC- AA-AA—AA—AA—AA— Network : Host Network | Host
cc 192168.1.: 110 | 192.168.1. 9

PC1
192.168.1.110

AA-AA-AA-AA-AA-AA

FTP Server
192.168.1.9
CC-CC-CC-CC-CC-CC
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Role of the Data Link Layer Addresses: Sam IP Network

= When devices are on the same Ethernet
network the data link frame will use the
actual MAC address of the destination NIC.

= MAC addresses are physically embedded
into the Ethernet NIC and are local
addressing.

= The Source MAC address will be that of the
originator on the link.

= The Destination MAC address will always be

on the same link as the source, even if the
ultimate destination is remote.
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Devices on a Remote Network

= What happens when the actual
(ultimate) destination is not on the same
LAN and is remote?

= What happens when PC1 tries to reach
the Web Server?

= Does this impact the network and data = R —
link layers?

Data Link
Ethernet Frame Header

Network Layer
IP Packet Header

22-22
AA-AA-AA-AA-AA-AA T-n---n-n AB-CD-EF-12-34-56
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Role of the Network Layer Addresses

= When the source and destination have a
different network portion, this means
they are on different networks.

« PC1-192.168.1.110
« Web Server —172.16.1.99

CCNA v7
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Role of the Data Link Layer Addresses Different IP Networks

= When the final destination is remote, Layer 3
will provide Layer 2 with the local default
gateway IP address, also known as the
router address.

= The default gateway (DGW) is the router
interface IP address that is part of this LAN
and will be the “door” or “gateway” to all
other remote locations.

= All devices on the LAN must be told about
this address or their traffic will be confined to
the LAN only.

= Once Layer 2 on PC1 forwards to the default
gateway (Router), the router then can start
the routing process of getting the information
to actual destination.
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Role of the Data Link Layer Addresses Different IP Networks

= The data link addressing is local addressing
so it will have a source and destination for
each link.

= The MAC addressing for the first segment is :
« Source — AA-AA-AA-AA-AA-AA (PC1)
Sends the frame.
» Destination — 11-11-11-11-11-11 (R1-
Default Gateway MAC) Receives the frame.

= Note: While the L2 local addressing will
change from link to link or hop to hop, the L3
addressing remains the same.
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Data Link Addresses

= Since data link addressing is local addressing, it will have a source and
destination for each segment or hop of the journey to the destination.

= The MAC addressing for the first segment is:
» Source — (PC1 NIC) sends frame
 Destination — (First Router- DGW interface) receives frame

Original Source Final
Destination

S, S,
3 ESE G- K
A S S

pC1 172.16.1.99

192.168.1.110 N

Destination IP
172.16.1.99

L2 Header L3 IP Packet
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Data Link Addresses

= The MAC addressing for the second hop is:
» Source — (First Router- exit interface) sends frame
 Destination — (Second Router) receives frame

Original Source Final
Destination

S, .
Cwe e [>T B <] w B o

2 | L3 Lz | L3 L2 | L3 Web Server
pC 172.16.1.99

192.168.1.110

| |
Source IP Destination IP
Destination NIC Source NIC 192.168.1.110 172.16.1.99
L2 Header L3 IP Packet
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Data Link Addresses

= The MAC addressing for the last segment is:
« Source — (Second Router- exit interface) sends frame
 Destination — (Web Server NIC) receives frame

Original Source Final
Destination

o g
I EESEE Tt

L2 L3 L2 L3 L2 L3 Web Server
pC1 172.16.1.99

192.168.1.110

I |
Source IP Destination IP
Destination MIC Source NIC 192.168.1.110 172.16.1.99

L2 Header L3 IP Packet
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Data Link Addresses

= Notice that the packet is not modified, but the frame is changed, therefore
the L3 IP addressing does not change from segment to segment like the
L2 MAC addressing.

= The L3 addressing remains the same since it is global and the ultimate
destination is still the Web Server.

Original Source Final
Destination
o S e
[ we e [35] e B we [35] = B |
L2 L3 L2 | L3 L2 L3 Web Server
172.16.1.99
PC1 L || -
192.168.1.110

| |
Source IP Destination IP
Destination NIC Source NIC 192.168.1.110 172.16.1.99

L2 Header L3 IP Packet
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Using Wireshark to View Network Traffic

utest.cap E]@

File Edit Miew Go Capture Analyze Statistics  Telephony Tools  Internals  Help

Ba e EEXZ2E A+e+T LI|IEE QQQB @MME B
Filter: “ | Expression...
Mo, Time Source Destination Protocol  [Length |Info
1 0.000000 192.168.0.2 Eroadcast ARP 42 Gratuitous ARP for 192.168.0.2 (F
2 0.200139 192.168.0.1 192.168.0.2 92 Mame guery NESTAT *<00»<00s<00x<(
1 1 LN able (Port unr
4 1.025659 192.168.0.2 224.0.0.22 54 w3 membership Report / Join groug
51.044366 192.168.0.2 192.168.0.1 DNS 110 standard guery SRv _ldap. _tcp.nbc
6 1.048652 1092.168.0.2 239.255.255.250 SSDP 175 M-SEARCH * HTTP/1.1
7 1.050784 1092.168.0.2 192.1658.0.1 DNS 86 standard guery soA nbl0061d. ww00d
8 1.055053 192.168.0.1 192.168.0.2 SSDP 337 HTTR/1.1 200 oK
O 1.082038 1092.168.0.2 192.168.0.255 MENS 110 Registration NE NBLOOE1D<00>
10 1.111945 192.168.0.2 192.168.0.1 DNS 87 standard guery A proxyconf.ww004.
11 1.226l156 192.168.0.2 192.168.0.1 TCP 62 ncu-2 > http [5vN] Seq=0 win=6424 |
12 1.227282 192.168.0.1 192.168.0.2 TCP &0 http = ncu-2 [5vN, ACK] Seq=0 Ackw)
(2]
# Frame 11: 62 hytes on wire (496 bits), 62 bytes captured (496 hits)
# Ethernet II, sSrc: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Netgear_2d:75:%9a (00:09:5h:2d:75:9a)
% Internet Protocol, sSrc: 192.168.0.2 (192.168.0.20, Dst: 192.168.0.1 (192.168.0.1)
- Transmission Control Protocol, Src Port: ncu-2 (31960, Dst Port: http (80D, Seq: 0, Len: 0
Source port: ncu-2 (3196)
pestination port: http (800
[stream dndex: 5]
Ssequence number: 0 (relative sequence number)
Header Tength: 28 bytes
+ Flags: 0x02 (SYN) |
window size walue: 64240 4
000 00 09 Sh 2d 75 9a 00 0b  5d 20 <d 02 08 00 45 00 co[-u... ] ....E.
0010 00 30 18 48 40 00 B0 06 61 2c <O af 00 02 <0 a8 LOUHE. L. A,
0020 00 01 0c F¢ 00 50 3c 36 95 8 00 00 00 Q0 7O 02 ---||-F'<6 ...... n.

0030 fa f0 27 e0 00 00 02 04 05 b4 01 01 04 02 s e

0 File: “C:ftest.cap” 14 KB 00:00:02 Packets: 120 Displayed: 120 Marked: 0 Load time: 0:00,000 Profile: Default
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Warriors of the Net

= The animated video below will help you visualize networking concepts.

—

I — 4 d
F i ORE °
e a_b Put

ga”elv- _ MUSIC [
the Movie

CCCCCC


http://www.warriorsofthe.net/
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What did | learn In this module’P

= The Rules
* Protocols must have a sender and a receiver.

« Common computer protocols include these requirements: message encoding,
formatting and encapsulation, size, timing, and delivery options.

= Protocols
* To send a message across the network requires the use of several protocols.

« Each network protocol has its own function, format, and rules for
communications.

= Protocol Suites
A protocol suite is a group of inter-related protocols.
» TCP/IP protocol suite are the protocols used today.
= Standards Organizations
» Open standards encourage interoperability, competition, and innovation.
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What did | learn In this module’P

= Reference Models
* The two models used in networking are the TCP/IP and the OSI model.
« The TCP/IP model has 4 layers and the OSI model has 7 layers.
= Data Encapsulation
» The form that a piece of data takes at any layer is called a protocol data unit (PDU).

» There are five different PDUs used in the data encapsulation process: data, segment,
packet, frame, and bits

= Data Access

« The Network and Data Link layers are going to provide addressing to move data through
the network.

« Layer 3 will provide IP addressing and layer 2 will provide MAC addressing.

« The way these layers handle addressing will depend on whether the source and the
destination are on the same network or if the destination is on a different network from the
source.
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encoding

protocol

channel

flow control
response timeout
acknowledgement
unicast

multicast
broadcast
protocol suite
Ethernet

standard
proprietary protocol

CCNA V7

New Terms and Commands

802.3 (Ethernet)

802.11 (wireless Ethernet)
segmentation

default gateway

Hypertext Transfer Protocol (HTTP)
Simple Mail Transfer Protocol (SMTP)
Post Office Protocol (POP)
Transmission Control Protocol (TCP)
transport

data link

network access

Advanced Research Projects Agency
Network (ARPANET)
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New Terms and Commands

= Internet Message Access Protocol (IMAP) = encapsulation
= File Transfer Protocol (FTP) = de-encapsulation
= Trivial File Transfer Protocol (TFTP) = protocol data unit (PDU)
= User Datagram Protocol (UDP) = segment
= Network Address Translation (NAT) = packet
= Internet Control Messaging Protocol = frame
(ICMP)

= Open Shortest Path First (OSPF)

= Enhanced Interior Gateway Routing
Protocol (EIGRP)

= Address Resolution Protocol (ARP)
= Dynamic Host Configuration (DHCP)
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