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Topic 1, Multiple Choice Questions Set A

QUESTION NO: 1

Which OSI layer header contains the address of a destination host that is on another network?

A. application
B. session

C. transport
D. network

E. data link
F. physical

Answer: D
Explanation:

QUESTION NO: 2

How does TCP differ from UDP? (Choose two.)

A. TCP provides best effort delivery.

B. TCP provides synchronized communication.
C. TCP segments are essentially datagrams.

D. TCP provides sequence numbering of packets.
E. TCP uses broadcast delivery.

Answer: B,D
Explanation:

QUESTION NO: 3

Which protocol uses a connection-oriented service to deliver files between end systems?

A. TFTP
B. DNS
C.FTP
D. SNMP
E. RIP

Answer: C
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Explanation:

QUESTION NO: 4

Refer to the exhibit.
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A network technician is unable to ping from R1 to R2. What will help correct the problem?

A. Ensure that the serial cable is correctly plugged in to the interfaces.

B. Apply the clock rate 56000 configuration command to the serial0/1 interface of R1.
C. Configure the serial0/1 interfaces on R1 and R2 with the no shutdown command.
D. Change the address of the serial0/1 interface of R1 to 192.1.1.4.

E. Change the subnet masks of both interfaces to 255.255.255.240.

Answer: A
Explanation:

QUESTION NO: 5

Refer to the exhibit.
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Which types of devices and connections are needed to complete the LAN for optimal performance
and cost efficiency?

A.

A) router

B) hub

C) switch

D) UTP cable

E) fiber connection
F) fiber connection
B.

A) switch

B) switch

C) switch

D) UTP cable

E) fiber connection
F) T-1 connection
C.

A) router

B) switch

C) router

D) fiber connection
E) Cat5 cable

F) T-1 connection
D.
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A) router

B) switch

C) switch

D) UTP cable

E) fiber connection
F) T-1 connection
E.

A) router

B) hub

C) switch

D) fiber cable

E) cat5 cable

F) T-1 connection

Answer: D
Explanation:

QUESTION NO: 6

Refer to the exhibit.

Router2 Switch2

Switchi

10.1.2.2
0000.00a1.2222 Mary

10.1.3.3
0000.00a1.3333

As packets travel from Mary to Robert, which three devices will use the destination MAC address
of the packet to determine a forwarding path? (Choose three.)

A. Hubl

B. Switchl
C. Routerl
D. Switch2
E. Router2
F. Switch3

Answer: B,D,F
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Explanation:

QUESTION NO: 7

Refer to the exhibit.

Destination MAC Source MAC Destination |P Source IP
| ETHERNET FRAME \
Fa0/1 Switch2 Fa0/1
%10.1.1.253 ﬁ 10.1.1.254 %
0000.000 c.0123 0000.000 c.0124 &

Fa0/2 Fa0/2
10.1.2.254 10.1.3.254
0000.000 c.0456 0000.000 c.0567
Switch3 10.1.2.2 10.1.33 Switch1
g [ ]| Robert Mary| | =

—f =
0000.00a1.2222 0000.00a1.3333

Mary is sending an instant message to Robert. The message will be broken into a series of
packets that will traverse all network devices. What addresses will populate these packets as they
are forwarded from Routerl to Router2?
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* Destination MAC Source MAC DestinationIP Source IP
//0000.00a12222 / 0000.00a13333 / 10122 / 10133 /

’ Destination MAC Source MAC Destination P Source IP
//0000.000c0123 / 0000.000c0124 / 10422 / 10433 /

; Destination MAC Source MAC DestinationIP  Source IP
/0000.000¢.0123 - /0000.000c.0124 / 1011253 /°101.1.254 /

. Destination MAC Source MAC DestinationIP  Source IP
// 0000.00a1.2222 / 0000.00a1.3333 / 10.11.283 / 10.11.54 /

. Destination MAC Source MAC Destination IP  Source IP
// 0000.000c.0456 /' 0000.000c.0567 /' 10.122 / 10133 /

A. Exhibit A

B. Exhibit B

C. Exhibit C

D. Exhibit D

E. Exhibit E

Answer: B

Explanation:

QUESTION NO: 8

Refer to the exhibit.
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Network
Device = 7 I Internet

A network device needs to be installed in the place of the icon labeled Network Device to
accommodate a leased line attachment to the Internet. Which network device and interface
configuration meets the minimum requirements for this installation?

. a router with two Ethernet interfaces

. a switch with two Ethernet interfaces

. a router with one Ethernet and one serial interface

. a switch with one Ethernet and one serial interface

. a router with one Ethernet and one modem interface

mooOw>»

Answer: C
Explanation:

QUESTION NO: 9

What technology should be used when a router that connects to a LAN has only one WAN
interface, but multiple virtual circuits are needed?

A. ATM

B. DSL

C. ADSL

D. Cable

E. Frame Relay

Answer: E
Explanation:

QUESTION NO: 10
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The network manager states, "The only UDP port allowed on this router interface is 53." From the
statement, what can be concluded about traffic on the router interface?

A. DNS traffic is allowed.
B. RIP traffic is allowed.
C. SMTP traffic is allowed.
D. Telnet traffic is allowed.

Answer: A
Explanation:

QUESTION NO: 11

SW-C has just been added to the network shown in the graphic.

What is the purpose of assigning a default gateway to this switch?

A. allows connectivity to Router B from the switch prompt

B. allows console port connectivity to the switch from Host A
C. allows connectivity to remote network devices from Host B
D. allows the switch to pass traffic between Host A and Host B

Answer: A
Explanation:

QUESTION NO: 12

Refer to the topology and MAC address table shown in the exhibit.
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SwitchA MAC Address Table
Sﬁitchh Address Port

00h0.d043.ac?e FastEthernet0/4
00h0.d0fe.ac3?2 FastEthernet/6
00h0.d0da.ch5 FastEthernetD/d

Host A sends a data frame to host D. What will the switch do when it receives the frame from host

A?

A. The switch will add the source address and port to the MAC address table and forward the
frame to host D.

B. The switch will discard the frame and send an error message back to host A.

C. The switch will flood the frame out of all ports except for port Fa0/3.

D. The switch will add the destination address of the frame to the MAC address table and forward

the frame to host D.

Answer: A
Explanation:

QUESTION NO: 13

Refer to the exhibits labeled A through E.
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Router Router
% _i
Router Switch

Switch Server
Router Server
Switch Hub

All devices are to be connected over Ethernet. Which three device-to-device configurations are

likely to require the use of a crossover connection? (Choose three.)

A. exhibit A
B. exhibit B
C. exhibit C
D. exhibit D
E. exhibit E

Answer: A,D,E
Explanation:

QUESTION NO: 14

Refer to the exhibit.
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A network has been planned as shown. Which three statements accurately describe the areas and
devices in the network plan? (Choose three.)

A. Network Device A is a switch.

B. Network Device B is a switch.

C. Network Device A is a hub.

D. Network Device B is a hub.

E. Area 1 contains a Layer 2 device.
F. Area 2 contains a Layer 2 device.

Answer: A,D,E
Explanation:

QUESTION NO: 15

An Ethernet cable is attached to a PC NIC and then attached to a switch port. The PC power is
turned on and the switch port link LED turns green. The link light indicates what two conditions?
(Choose two.)

A. Layer 2 communication has been established between the PC and switch.
B. The PC has received a DHCP address.

C. Traffic is being sent from the switch to the PC.

D. If flashing, the green LED indicates port speed of 100 Mb/s.

E. The Layer 1 media is functioning between the PC and switch.

F. The switch port is functioning as a half-duplex connection.

Answer: AE
Explanation:
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QUESTION NO: 16

Refer to the exhibit.

]
192.168.0.1 % % 172.16.0.1
00-17-94-61-18-b0 00-17 5a-4a-bd-23
I:l Host A I:I HostB
= s
192.168.0.100 172.16.0.50
00-19-d3-4e-d9-f7 00-19-d3-2d-¢3-b2

Host A is sending a packet to Host B for the first time. What destination MAC address will Host A

use in the ARP request?

A.192.168.0.1
B.172.16.0.50

C. 00-17-94-61-18-b0
D. 00-19-d3-2d-c3-b2
E. ff-ff-ff-ff-ff-ff

F. 255.255.255.255

Answer: E
Explanation:

QUESTION NO: 17

Which protocol will a network host use to resolve a destination IPv4 address to a destination MAC

address?

A. ARP
B. DHCP
C. DNS
D. RARP
E. WINS

Answer: A
Explanation:
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QUESTION NO: 18

An administrator has connected devices to a switch and, for security reasons, wants the
dynamically learned MAC addresses from the address table added to the running configuration.
What must be done to accomplish this?

A. Enable port security and use the keyword sticky.

B. Set the switchport mode to trunk and save the running configuration.

C. Use the switchport protected command to have the MAC addresses added to the configuration.
D. Use the no switchport port-security command to allow MAC addresses to be added to the
configuration.

Answer: A
Explanation:

QUESTION NO: 19

Refer to the exhibit.

Finance# show interfaces fastEthernet 0/2

FastEthernetl/2 is dowm, line protocol iz down (hotconnect)
Hardware is Fast Ethernet, address is 0017.596d.2a02
Dezcription: To Central Fad/0
MTU 1500 bytes, BW 100000 Ebit, DLY 100 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA, loopback not set
Eeepalive set (10 sec)
Full-duplex, 100Mb/=
input flow-control is off, output flow-control i3 unsupported
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:03, output 00:00:00, output hang never
Last clearing of "show interface” counters never

Loutput omitted>

An administrator replaced the 10/100 Mb NIC in a desktop PC with a 1 Gb NIC and now the PC
will not connect to the network. The administrator began troubleshooting on the switch. Using the
switch output shown, what is the cause of the problem?

A. Speed is set to 100Mb/s.

B. Input flow control is off.

C. Encapsulation is set to ARPA.

D. The port is administratively down.

E. The counters have never been cleared.
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Answer: A
Explanation:

QUESTION NO: 20

Which IP addresses are valid public Class A host addresses? Assume the default Class A subnet
mask is in use. (Choose two.)

A. 10.154.16.87
B.11.22.33.44
C. 68.95.255.100
D.127.0.0.1

E. 128.16.89.72
F.131.241.78.3

Answer: B,C
Explanation:

QUESTION NO: 21

A small company has a Class C network address and needs to create five subnets, each
accommodating 25 hosts. Which subnet mask needs to be configured?

A. 255.255.240.0

B. 255.255.255.128
C. 255.255.255.192
D. 255.255.255.224
E. 255.255.255.240
F. 255.255.255.248

Answer: D
Explanation:

QUESTION NO: 22

What is the maximum number of bits that can be borrowed to create subnets if a Class B network
address is being used?
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Answer: D
Explanation:

QUESTION NO: 23

An administrator is working with the 192.168.4.0 network, which has been subnetted with a /26
mask. Which two addresses can be assigned to hosts within the same subnet? (Choose two.)

A.192.168.4.61
B.192.168.4.63
C. 192.168.4.67
D. 192.168.4.125
E. 192.168.4.128
F. 192.168.4.132

Answer: C,D
Explanation:

QUESTION NO: 24

Refer to the exhibit.

13 hosts

The internetwork is using subnets of the address 192.168.1.0 with a subnet mask of
255.255.255.224. The routing protocol in use is RIP version 1. Which address could be assigned
to the FastEthernet interface on RouterA?
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A.192.168.1.31
B.192.168.1.64
C. 192.168.1.127
D. 192.168.1.190
E. 192.168.1.192

Answer: D
Explanation:

QUESTION NO: 25

What is the network address for the host with IP address 192.168.23.61/287?

A. 192.168.23.0

B. 192.168.23.32
C.192.168.23.48
D. 192.168.23.56
E. 192.168.23.60

Answer: C
Explanation:

QUESTION NO: 26

A new LAN segment is allocated the network number 172.16.0.0/25. What range of addresses are

available for hosts on that network?

A.172.16.0.1 through 172.16.0.254
B.172.16.0.1 through 172.16.0.126
C. 172.16.0.129 through 172.16.0.254
D. 172.16.0.1 through 172.16.1.254
E. 172.16.1.1 through 172.16.1.126
F.172.16.1.1 through 172.16.1.254

Answer: B
Explanation:

QUESTION NO: 27

"Pass Any Exam. Any Time." - www.actualtests.com
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Which three network addresses are reserved for private network use? (Choose three.)

A.10.0.0.0
B.172.15.0.0
C.172.31.0.0

D. 192.162.24.0
E. 192.168.255.0
F.224.192.0.0

Answer: A,C,E
Explanation:

QUESTION NO: 28

Which two protocols does DNS use from the TCP/IP layer? (Choose two.)

A. ARP
B. ICMP
C.IP

D. SCTP
E.TCP
F. UDP

Answer: E,F
Explanation:

QUESTION NO: 29

What happens when computers on a private network attempt to connect to the Internet through a
Cisco router running PAT?

A. The router uses the same IP address but a different TCP source port number for each
connection.

B. An IP address is assigned based on the priority of the computer requesting the connection.
C. The router selects an address from a pool of one-to-one address mappings held in the lookup
table.

D. The router assigns a unique IP address from a pool of legally registered addresses for the
duration of the connection.

Answer: A
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Explanation:

QUESTION NO: 30

An administrator is in the process of changing the configuration of a router. What command will
allow the administrator to check the changes that have been made prior to saving the new
configuration?

A. Router# show startup-config
B. Router# show current-config
C. Router# show running-config
D. Router# show memory

E. Router# show flash

F. Router# show processes

Answer: C
Explanation:

QUESTION NO: 31

What is the purpose of using the copy flash tftp command on a router?
A. to copy an 10S image to the router

B. to create a backup copy of the I0S

C. to move the I0S image from a server to the router
D. to backup the router configuration to a server

Answer: B
Explanation:

QUESTION NO: 32

Refer to the exhibit.
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D 10.168.10.120 /26
: 10.168.10.130 /26
IP: 10.168.10.65 126 A
MAC: B2:B2:B2:B2:B2:B2
IP: 10.168.11.65 126

MAC: C3:C3:C3:C3:C3:C3

g=l
IP: 10.168.10.99 /24
MAC: A1:A1:A1:41:A1:41

]
IP: 10.168.11.88 /26
MAC: D4:D4:D4:D4:D4:D4

If host A sends an IP packet to host B, what will the source physical address be in the frame when

it reaches host B?

A. 10.168.10.99
B.10.168.11.88
C. A1:A1:A1:A1:A1:A1
D. B2:B2:B2:B2:B2:B2
E. C3:C3:C3:C3:C3:C3
F. D4:D4:D4:D4:D4:D4

Answer: E
Explanation:

QUESTION NO: 33

During the boot sequence, a 2600 series router needs to locate and load an operating system.

What is the default order the router uses to find an operating system?

A. Flash, TFTP server, ROM
B. Flash, TFTP server, RAM
C. Flash, NVRAM, TFTP server
D. ROM, TFTP server, Flash
E. Flash, ROM, TFTP server

Answer: A
Explanation:

QUESTION NO: 34

"Pass Any Exam. Any Time." - www.actualtests.com
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Refer to the exhibit.

PC1

172.16.12.1124 1 172.16.12.224
e
PC2

FALD | 172.16.40.2124
172.16.40.1124 o

CORE# show arp

Protocol  address age (min)  Hardware addr  Type  Interface
Internet 172.16.12.1
Internet 172.16.12.2
Internet 172.16.40.1
Internst 172.16.40.2
CORE#

Lo B = |

OO0L. 4210, 3849 ARPA Fastethernet(s 0
Q000 113A, TABD  ARPA Fastethernet /0
QOO FRSS. 4485 ARPA FasteEthernetls 0
OOEQ,. BOBY . EABL  ARPA Fastethernetl/ 0

PC1 pings PC2. What three things will CORE router do with the data that is received from PC1?

(Choose three.)

A. The data frames will be forwarded out interface FastEthernetO/1 of CORE router.
B. The data frames will be forwarded out interface FastEthernetl/0 of CORE router.

C. CORE router will replace the destination IP address of the packets with the IP address of PC2.
D. CORE router will place the MAC address of PC2 in the destination MAC address of the frames.
E. CORE router will put the IP address of the forwarding FastEthernet interface in the place of the

source IP address in the packets.

F. CORE router will put the MAC address of the forwarding FastEthernet interface in the place of

the source MAC address.

Answer: B,D,F
Explanation:

QUESTION NO: 35

Refer to the exhibit.

Fouter# configure terminal
BFouteri(config)# hostname Routerl
Fouterliconfig)# enable secret =anfran
Bouterliconfig)# enable password cisco
Fouterliconfig)# line vty 0 4
Fouterliconfig-line) # password =anjose
Fouterliconfig-line) #

"Pass Any Exam. Any Time." - www.actualtests.com
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The network administrator made the entries that are shown and then saved the configuration.
From a console connection, what password or password sequence is required for the
administrator to access privileged mode on Router1?

. Cisco

. sanfran

. sanjose

. either cisco or sanfran
. either cisco or sanjose
. sanjose and sanfran

TmooOw >

Answer: B
Explanation:

QUESTION NO: 36

Refer to the exhibit.

192.168.2.0/24

e

. Routerl

192.168.5.0/24

LRnute r? LRnute r3
I 192.168.0.0/24 I

192.168.3.0/24 192.168.4.0/24

Routerl and Router3 are already configured with RIPv2. What are the minimum network
commands that are required on Router2 for all networks to converge?

A. (config-router)# network 192.168.0.0
B. (config-router)# network 192.168.0.0
C. (config-router)# network 192.168.1.0
(config-router)# network 192.168.0.0
D. (config-router)# network 192.168.1.0
(config-router)# network 192.168.3.0
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(config-router)# network 192.168.0.0
E. (config-router)# network 192.168.3.0
(config-router)# network 192.168.4.0

Answer: D
Explanation:

QUESTION NO: 37
Which two statements are true concerning wireless standards? (Choose two.)
A. Three standards exist: 802.11a/b, 802.11g, and 802.11w.

B. 802.11 divides the 2.4 GHz into 14 channels.
C. 802.11b is superior to 802.11a due to support for data rates up to 54 Mb/s.

D. 802.11b is intended to compensate for the half-duplex nature of wireless communications.

E. 802.11g is not as widely accepted due to production costs.

Answer: B,D
Explanation:

QUESTION NO: 38

What is the effect of using the service password-encryption command?

A. Only the enable password will be encrypted.

B. Only the enable secret password will be encrypted.

C. Only passwords configured after the command has been entered will be encrypted.
D. It will encrypt the secret password and remove the enable secret password from the
configuration.

E. It will encrypt all current and future passwords.

Answer: E
Explanation:

QUESTION NO: 39

What is the purpose of an IDS?

"Pass Any Exam. Any Time." - www.actualtests.com

23



Cisco 640-822 Exam

A. perform stateful firewall functions

B. block suspicious network activity from entering the network

C. detect malicious traffic and send alerts to a management station
D. hide the private IP addressing structure from outside attackers

Answer: C
Explanation:

QUESTION NO: 40

Which statement describes the HDLC protocol?

A. HDLC is compatible between all network vendors.

B. HDLC utilizes sophisticated flow control mechanisms to ensure reliable data transfer.
C. On Cisco routers it is the default encapsulation for serial interfaces.

D. Itis the preferred protocol for LAN communication.

E. The Cisco implementation of HDLC does not include proprietary extensions.

Answer: C
Explanation:

QUESTION NO: 41

Which statement is correct regarding the configuration of a serial link on a Cisco router?
A. Cisco routers are DCE devices.

B. The clock rate command is a requirement for DCE interfaces.

C. The bandwidth command guarantees maximum bandwidth during congestion.

D. If the clock rate command is configured, then the bandwidth command is required.
E. If the bandwidth command is configured, then the clock rate command is required.

Answer: B
Explanation:

QUESTION NO: 42

Refer to the exhibit.

"Pass Any Exam. Any Time." - www.actualtests.com
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Which explanation would be a reason for the line protocol being down?

A. The clock rate (1544 Kbit) is set too high on serial 0/0/0.

B. The cable to Serial 0/0/0 is disconnected.

C. The remote end is not configured for PPP encapsulation.

D. Serial 0/0/0 requires an IP address for the line protocol to transition to up.

Answer: C
Explanation:

QUESTION NO: 43

Which command will assign the last usable IP address from the 192.168.32.128/28 subnetwork to
a router interface?

A. Router(config-if)# ip address 192.168.32.142 255.255.255.240
B. Router(config-if)# ip address 192.168.32.143 255.255.255.240
C. Router(config-if)# ip address 192.168.32.158 255.255.255.240
D. Router(config-if)# ip address 192.168.32.142 255.255.255.248
E. Router(config-if)# ip address 192.168.32.144 255.255.255.224
F. Router(config-if)# ip address 192.168.32.158 255.255.255.224

Answer: A
Explanation:
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QUESTION NO: 44

Which keyboard sequence is used to suspend a Telnet session from a Cisco router?

A. Ctrl-Shift-6, then x
B. Ctrl-Z, then x

C. Ctrl-Shift-C

D. Ctrl-Z

E. Ctrl-X

Answer: A
Explanation:

QUESTION NO: 45

Refer to the command output shown in the graphic.

Which IOS command will re-establish the Telnet session to host 192.20.11.17

A. Router# resume

B. Router# resume 1

C. Router# connect 1

D. Router# disconnect 2
E. Router# Ctrl-Z

Answer: B
Explanation:

QUESTION NO: 46
Which statements accurately describe CDP? (Choose three.)
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A. CDP is an IEEE standard protocol.

B. CDP is a Cisco proprietary protocol.

C. CDP is a datalink layer protocol.

D. CDP is a network layer protocol.

E. CDP can discover directly connected neighboring Cisco devices.
F. CDP can discover Cisco devices that are not directly connected.

Answer: B,C,E
Explanation:

QUESTION NO: 47

On a live network, which commands will verify the operational status of router interfaces? (Choose
two.)

A. Router# show interfaces

B. Router# show ip protocols

C. Router# debug interface

D. Router# show ip interface brief
E. Router# show start

Answer: A,D
Explanation:

QUESTION NO: 48

What is the result of starting a new router that has no files saved in NVRAM?

A. The router starts up in global configuration mode.
B. The router starts up in user EXEC mode.

C. The router starts up in privileged EXEC mode.

D. The router starts up in setup mode.

E. The router starts up in IP configuration mode.

F. The router starts up in RX-boot mode.

Answer: D
Explanation:
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QUESTION NO: 49

Which connectionless application layer protocol is used to transfer IOS images into a Cisco
router?

A. TFTP
B. FTP

C. Telnet
D. SNMP
E. SMTP

Answer: A
Explanation:

QUESTION NO: 50

What is the subnet address for the IP address 172.19.20.23/287?
A.172.19.20.0

B.172.19.20.15

C. 172.19.20.16

D. 172.19.20.20
E. 172.19.20.32

Answer: C
Explanation:

Topic 2, Multiple Choice Questions Set B

QUESTION NO: 51

Refer to the exhibit.
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= 1200 QL LT

HostA

—®

fa01 fa01 St EE fa0 0

IP Address MAC Address
HostA 19211668.1.5 abcd.1123.0045
fal/0 (Toromto). 4 192 168.1 1 abcd 2246 0035
fa0/1 (Toronto) | 192.168.3.1 abcd 4444 0012
fal/1 (Oshawa) | 192.168.3.2 abcd. 1234 5678
fa0/0 (Oshawa) | 192.168.7.1 aabb.7777.3333
FTP Server 192.168.7.17 aabb 5955.2222

The FTP server is sending a file to HostA. B represents the frame as it leaves the Oshawa router.

What is the Layer 2 destination address of the frame at this point?

mooOw>»

. abcd.1123.0045
. abcd.1234.5678
. abcd.2246.0035
. abcd.4444.0012
. aabb.5555.2222

Answer: D

Explanation:

QUESTION NO: 52

Refer to the exhibit.
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A network technician has issued the show controllers sO/0 command to check the status of an
interface. What can be determined from this output? (Choose two.)

A. An external CSU/DSU is not in use.

B. The s0/0 interface is shutdown.

C. The command clockrate 64000 was issued on this interface.
D. No clock rate is set.

E. The interface has a DTE serial cable attached to it.

F. The interface has an Ethernet cable attached.

Answer: A,D
Explanation:

QUESTION NO: 53

Refer to the exhibit.
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R2 R3

If CDP is enabled on all devices and interfaces, which devices will appear in the output of a show
cdp neighbors command issued from R2?

A.R2 and R3

B. R1 and R3

C.R3and S2

D. R1, S1, S2, and R3

E. R1, S1, S2, R3, and S3

Answer: C
Explanation:

QUESTION NO: 54

Which two of these functions do routers perform on packets? (Choose two.)

A. examine the Layer 2 headers of inbound packets and use that information to determine the next
hops for the packets

B. update the Layer 2 headers of outbound packets with the MAC addresses of the next hops

C. examine the Layer 3 headers of inbound packets and use that information to determine the next
hops for the packets

D. examine the Layer 3 headers of inbound packets and use that information to determine the
complete paths along which the packets will be routed to their ultimate destinations

E. update the Layer 3 headers of outbound packets so that the packets are properly directed to
valid next hops

F. update the Layer 3 headers of outbound packets so that the packets are properly directed to
their ultimate destinations
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Answer: B,C
Explanation:

QUESTION NO: 55

Which of the following correctly pairs the dotted decimal subnet mask with the correct number of
binary bits that represent the subnet mask?

A. 255.255.255.192 and /25
B. 255.255.255.248 and /28
C. 255.255.255.224 and /26
D. 255.255.255.248 and /27
E. 255.255.255.240 and /28
F. 255.255.255.240 and /16

Answer: E
Explanation:

QUESTION NO: 56

Which statements are true regarding ICMP packets? (Choose two.)

A. They acknowledge receipt of TCP segments.
B. They guarantee datagram delivery.

C. TRACERT uses ICMP packets.

D. They are encapsulated within IP datagrams.
E. They are encapsulated within UDP datagrams.

Answer: C,D
Explanation:

QUESTION NO: 57

A host has had a NIC card installed. The NIC can run in either half or full-duplex mode. The host is
connected to a hub that is located in a wiring closet. The network administrator notes that the NIC
is only communicating in half-duplex mode. Which action could be taken to enable full-duplex
operation?
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A. Replace the host NIC.

B. Replace the hub with a Fast Ethernet switch.

C. Replace the cable between the PC and hub port.

D. Install a second NIC card in the host and connect it to another port on the hub.

Answer: B
Explanation:

QUESTION NO: 58

An administrator cannot connect from R1 to R2. To troubleshoot this problem, the administrator
has entered the command shown in the exhibit.

192.168.10.64/26

192 168.10.8,/30

) 192.168.10.192/26
Routerl# show controllers serial (/0

HIY unat (), 1db = (x[321B4, driver structurdat s/ 64H)
buffer size 1524 HD umc O, V 35 DCE cab le

cpb = 0x62 , eda = 0x2940), cda = 0x2800

<<output omotted>>

TX ring with 1 entries at Ox623000

<<oputput omitted=>

Based on the output shown, what could be the problem?

A. The serial interface is configured for half duplex.

B. The serial interface does not have a cable attached.

C. The serial interface has the wrong type of cable attached.
D. The serial interface is configured for the wrong frame size.
E. The serial interface has a full buffer.

Answer: C
Explanation:
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QUESTION NO: 59

What is the purpose of the switchport command?

Switch(config-if)# switchport port-security maximum 1

Switch(config-if)# switchport port-security mac-address 0018.DE8B.4BF8

A. It ensures that only the device with the MAC address 0018.DE8B.4BF8 will be able to connect
to the port that is being configured.

B. It informs the switch that traffic destined for MAC address 0018.DE8B.4BF8 should only be sent
to the port that is being configured.

C. It will act like an access list and the port will filter packets that have a source or destination
MAC of 0018.DE8B.4BF8.

D. The switch will shut down the port of any traffic with source MAC address of 0018.DE8B.4BF8.

Answer: A
Explanation:

QUESTION NO: 60

What is ROM Monitor (ROMMON)?

A. a memory component for storing the saved configuration file

B. an operating system used for hardware troubleshooting and for password recovery
C. is part of IOS and runs in the background until accessed by issuing rommon

D. temporary storage space for the router operating files

E. a memory management tool

Answer: B
Explanation:

QUESTION NO: 61

The command ip route 192.168.100.160 255.255.255.224 192.168.10.2 was issued on a router.
No routing protocols or other static routes are configured on the router. Which statement is true
about this command?

A. The interface with IP address 192.168.10.2 is on this router.
B. The command sets a gateway of last resort for the router.
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C. Packets that are destined for host 192.168.100.190 will be sent to 192.168.10.2.
D. The command creates a static route for all IP traffic with the source address 192.168.100.160.

Answer: C
Explanation:

QUESTION NO: 62

Refer to the exhibit.

Shaa
I1z.1a.1.1n5 29
i -

1721625129 TFTF Server

172.16.1.101
255455255240

A TFTP server has recently been installed in the Atlanta office. The network administrator is
located in the NY office and has made a console connection to the NY router. After establishing
the connection they are unable to backup the configuration file and IOS of the NY router to the
TFTP server. What is the cause of this problem?

A. The NY router has an incorrect subnet mask.

B. The TFTP server has an incorrect IP address.

C. The TFTP server has an incorrect subnet mask.

D. The network administrator computer has an incorrect IP address.

Answer: C
Explanation:

QUESTION NO: 63
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Which two options will help to solve the problem of a network that is suffering a broadcast storm?
(Choose two.)

. a bridge

. a router

.ahub

. a Layer 3 switch
. an access point

mooOw>»

Answer: B,D
Explanation:

QUESTION NO: 64

During a router boot sequence, what is the basic function of the configuration register?

A. holds packet buffers for the router

B. controls how the router boots

C. starts and maintains the router

D. holds the router run-time configuration

E. verifies that all router components are operational

Answer: B
Explanation:

QUESTION NO: 65

What does a host on an Ethernet network do when it is creating a frame and it does not have the
destination address?

A. drops the frame

B. sends out a Layer 3 broadcast message

C. sends a message to the router requesting the address

D. sends out an ARP request with the destination IP address

Answer: D
Explanation:
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QUESTION NO: 66

What are two common TCP applications? (Choose two.)

A. TFTP
B. SMTP
C. SNMP
D. FTP
E. DNS

Answer: B,D
Explanation:

QUESTION NO: 67

A network engineer needs to configure a branch office for 82 hosts. What is the most efficient use

of a subnet mask?

A. 255.255.255.128
B. 255.255.255.192
C. 255.255.255.224
D. 255.255.255.248

Answer: A
Explanation:

QUESTION NO: 68

When configuring NAT, the Internet interface is considered to be what?

A. local
B. inside
C. global
D. outside

Answer: D
Explanation:
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QUESTION NO: 69

Which layer of the OSI model is responsible for segmenting data from a sending host that enables
large files to be broken down into smaller segments to prevent transmission errors?

A. session

B. presentation
C. application
D. transport

Answer: D
Explanation:

QUESTION NO: 70

What starting binary pattern indicates an address range evenly split between network and host
size?

A. OLXXXXXX
B. OXXXXXXX
C. 10XxXxXXXX
D. 110xxxxx

Answer: C
Explanation:

QUESTION NO: 71

On a Cisco switch, which protocol determines if an attached VolP phone is from Cisco or from
another vendor?

A.RTP
B. TCP
C.CDP
D. UDP

Answer: C
Explanation:
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QUESTION NO: 72

If a host experiences intermittent issues that relate to congestion within a network while remaining
connected, what could cause congestion on this LAN?

A. half-duplex operation
B. broadcast storms

C. network segmentation
D. multicasting

Answer: B
Explanation:

QUESTION NO: 73

Which layer of the OSI model controls the reliability of communications between network devices
using flow control, sequencing and acknowledgments?

A. Physical
B. Data-link
C. Transport
D. Network

Answer: C
Explanation:

QUESTION NO: 74

At which layer of the OSI model does the protocol that provides the information that is displayed
by the show cdp neighbors command operate?

A. application
B. transport
C. network
D. physical
E. data link

Answer: E
Explanation:
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QUESTION NO: 75

Which two characteristics describe the access layer of the hierarchical network design model?
(Choose two.)

A. layer 3 support

B. port security

C. redundant components
D. VLANs

E. PoE

Answer: A,B
Explanation:

QUESTION NO: 76

A switch has 48 ports and 4 VLANs. How many collision and broadcast domains exist on the
switch (collision, broadcast)?

A. 4,48
B. 48,4
C.48,1
D. 1,48
E. 4,1

Answer: B
Explanation:

QUESTION NO: 77

Which address type does a switch use to make selective forwarding decisions?

A. source IP address

B. destination IP address

C. source and destination IP address
D. source MAC address

E. destination MAC address
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Answer: E
Explanation:

QUESTION NO: 78

What are two characteristics of segmenting a network with a router? (Choose two.)

A. a router processes data more quickly than switches
B. filtering can occur based on layer 3 information

C. A router decreases the number of collision domains.
D. adding a router to the network decreases latency

E. broadcasts are not forwarded across the router

Answer: C,E
Explanation:

QUESTION NO: 79

Why would a network administrator configure port security on a switch?

A. to prevent unauthorized Telnet access to a switch port

B. to prevent unauthorized hosts from accessing the LAN

C. to limit the number of Layer 2 broadcasts on a particular switch port
D. block unauthorized access to the switch management interfaces

Answer: B
Explanation:

QUESTION NO: 80

How can you ensure that only the MAC address of a server is allowed by switch port Fa0/1?

A. Configure port Fa0/1 to accept connections only from the static IP address of the server.

B. Configure the server MAC address as a static entry of port security.

C. Use a proprietary connector type on Fa0/1 that is incomputable with other host connectors.
D. Bind the IP address of the server to its MAC address on the switch to prevent other hosts from

spoofing the server IP address.
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Answer: B
Explanation:

QUESTION NO: 81

Which one of the following IP addresses is the last valid host in the subnet using mask
255.255.255.224?

A. 192.168.2.63
B. 192.168.2.62
C. 192.168.2.61
D. 192.168.2.60
E. 192.168.2.32

Answer: B
Explanation:

QUESTION NO: 82

Refer to the exhibit.

MAC Adiress Tahle

Fad/1 0000.00bh.hh b
Fa0i2 0000.00CC.Ccoce

- _switeh |

0000.00bb. bl kb 0000.00aa.aaaa

000000 coceee 0000.00dd. dd

| FTHERNET FRAME
/ 0000.00dd.dddd / 0000.0022.3332 / /
Destination MAC Source MAC Data

The MAC address table is shown in its entirety. The Ethernet frame that is shown arrives at the
switch. What two operations will the switch perform when it receives this frame? (Choose two.)
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A. The switch will not forward a frame with this destination MAC address.

B. The MAC address of 0000.00aa.aaaa will be added to the MAC Address Table.
C. The MAC address of ffff.ffff.ffff will be added to the MAC address table.

D. The frame will be forwarded out all active switch ports except for port fa0/0.

E. The frame will be forwarded out fa0/0 and faO/1 only.

F. The frame will be forwarded out all the ports on the switch.

Answer: B,D
Explanation:

QUESTION NO: 83

Refer to the exhibit.

router

192.168.100.0126

200 users

@ ﬁ 192,168.3.0124

%% \ AREA 3 )

500 users 60 users
192.168.1.0124 192.168.2.0124

\ AREA 1 /' \ AREA 2 / Network Expansion Project

Phase 1 Planning

The junior network support staff provided the diagram as a recommended configuration for the first
phase of a four-phase network expansion project. The entire network expansion will have over
1000 users on 14 network segments and has been allocated this IP address space:

192.168.1.1 through 192.168.5.255

192.168.100.1 through 192.168.100.255

What are three problems with this design? (Choose three.)
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A. The AREA 1 IP address space is inadequate for the number of users.

B. The AREA 3 IP address space is inadequate for the number of users.

C. AREA 2 could use a mask of /25 to conserve IP address space.

D. The network address space that is provided requires a single network-wide mask.
E. The router-to-router connection is wasting address space.

F. The broadcast domain in AREA 1 is too large for IP to function.

Answer: A,C,E
Explanation:

QUESTION NO: 84

A network administrator has been assigned an IP address space of 192.168.1.0/24 for a network
with three segments. The first segment needs to support 60 hosts. The second segment needs to
support 45 hosts. The third segment needs to support 30 hosts. Which two statements describe
this choice? (Choose two.)

A. The assigned address will not provide enough IP address space for the required number of
hosts.

B. The assigned address represents private IP address space.

C. User IP addresses must be translated to public IP addresses when accessing the Internet.

D. User IP addresses must be translated to private IP addresses when communicating to hosts on
other network segments.

E. This assignment will compromises network security.

Answer: B,C
Explanation:

QUESTION NO: 85

Refer to the exhibit.

Fouter# copy startup-config titp
Addreszz or namé of remote host []? 192.168.2. 167
Destination Lilename [router-confg]?

1478 byvtez" " copied in 0.080 secs [5950 bytes/aec)
Eouter#
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What is the result of the entries shown?

A. A copy of the router-config file stored on the TFTP server with an IP address of 192.168.2.167
will be downloaded to the local router where it is stored under the name of startup-config.

B. A copy of the file startup-config stored on the TFTP server with an IP address of 192.168.2.167
will be downloaded to the local router where it is stored under the name of router-config.

C. A copy of local startup-config file will be uploaded to the TFTP server with an IP address of
192.168.2.167 where it is stored under the name of router-config.

D. A copy of local router-config file will be uploaded to the TFTP server with an IP address of
192.168.2.167 where it is stored under the name of startup-config.

Answer: C
Explanation:

QUESTION NO: 86

Which transport layer protocol is used for critical Voice over IP services?
A. SMTP

B. ICMP

C.TCP

D. UDP
E.RTP

Answer: D
Explanation:

QUESTION NO: 87

Refer to the exhibit.

Router1 Router1
FADMD IP: 192.168.24.1 e FAD/ IP: 192.168.60.1
FAD/ MAC: 0007.0e56.ah2e FAD/1 MAC: 0007.0=8f.088a

e
i

Routerd.

Switch1 Switch2
IP: 192.168.24.2 1IP: 192.168.60.2
MAC: 0007.0ed4.acefl MAC: 0007.0297 afde
Host A Host B
IP: 192.168.24.5 IP: 192.168.60.5

MAC: 00b0.d0ef.5fGa MAC: 001143da.2c98

Host A
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Host A needs to send data to Host B. Which Layer 2 and 3 destination addresses will be used to
send the data from Host A to Host B?

A. 192.168.24.1 and 0007.0e56.ab2e
B. 192.168.60.5 and 0011.43da.2c98
C. 192.168.24.2 and 0007.0e84.acef
D. 192.168.60.5 and 0007.0e56.ab2e

Answer: D
Explanation:

QUESTION NO: 88

Refer to the exhibit.

RTAFaD0.

192.168.2.1128
Fal0 g

SW.AVLAN 1
192.168.2. 528

What must be configured to establish a successful connection from Host A to switch SW-A
through router RT-A?

A.VLAN 1 on RT-A

B. IP routing on SW-A

C. default gateway on SW-A

D. crossover cable connecting SW-A and RT-A

Answer: C
Explanation:

QUESTION NO: 89

Refer to the exhibit.
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Host A Host B HostC Host D
VLAN3 VLAN3 VLANZ2 VLAN2Z

Host A can communicate with Host B but not with Hosts C or D. How can the network
administrator solve this problem?

A. Configure Hosts C and D with IP addresses in the 192.168.2.0 network

B. Install a router and configure a route to route between VLANs 2 and 3.

C. Install a second switch and put Hosts C and D on that switch while Hosts A and B remain on
the original switch.

D. Enable the VLAN trunking protocol on the switch.

Answer: B
Explanation:

QUESTION NO: 90

Refer to the exhibit.
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A host is connected to switch port fa0/3. The host and switch have been fully configured for IP
connectivity as shown. However, the indicator LED on switch port fa0/3 is not on, and the host
cannot communicate with any other hosts including those connected to VLAN 2 on the same

switch. Based on the given information, what is the problem?

A. switch port fa0/3 is not configured as a trunk port

B. there is a bad cable
C. the switch has been assigned an incorrect subnet mask

D. switch port fa0/3 has been blocked by STP
E. the switch and the host must be in the same subnet

Answer: B
Explanation:

QUESTION NO: 91

Refer to the exhibit.

Corporate Network
10.89.16.1

Regional Network

What is the simplest way to configure routing between the regional office network 10.89.0.0/20

and the corporate network?

48
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A. routerl(config)#ip route 10.89.0.0 255.255.240.0 10.89.16.2
B. router2(config)#ip route 10.89.3.0 255.255.0.0 10.89.16.2
C. routerl(config)#ip route 10.89.0.0 255.255.240.0 10.89.16.1
D. router2(config)#ip route 0.0.0.0 0.0.0.0 10.89.16.1

Answer: D
Explanation:

QUESTION NO: 92

Refer to the exhibit.

R1 R2

Which command would you use to configure a static route on Routerl to network
192.168.202.0/24 with a nondefault administrative distance?

A. routerl(config)#ip route 1 192.168.201.1 255.255.255.0 192.168.201.2
B. routerl(config)#ip route 192.168.202.0 255.255.255.0 192.168.201.2 1
C. routerl(config)#ip route 5 192.168.202.0 255.255.255.0 192.168.201.2
D. routerl(config)#ip route 192.168.202.0 255.255.255.0 192.168.201.2 5

Answer: D
Explanation:

QUESTION NO: 93

Which statement is true for PPP?

A. cannot be configured on asynchronous links
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B. uses LCP for establishing and configuring different network layer protocols
C. uses a family of NCPs for establishing, configuring, and testing the data-link connection
D. has an authentication phase that is performed before the network layer protocol phase

Answer: D
Explanation:

QUESTION NO: 94

Which statement is true for DSL?

A. DSL is backward-compatible with analog voice.

B. DSL transmission occurs within a frequency range of 330 Hz and 3.3 kHz.

C. The DSLAM is installed at the customer site.
D. Very-high-data-rate DSL is an example of SDSL.

Answer: A
Explanation:

QUESTION NO: 95

What type of technology do DSLAMs incorporate?
A. CSMA/CA

B. CSMA/CD

C. cell switching

D. packet switching
E. time-division multiplexing

Answer: E
Explanation:

QUESTION NO: 96

When should the "clock rate" command be used on a Cisco router's interface?

A. During diagnostic functions such as a loopback test
B. When the router is directly connected to another Cisco router
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C. When the router is connected to a Frame Relay switch
D. When the interface is connected to a CSU/DSU

Answer: B
Explanation:

QUESTION NO: 97

Which tool can provide a secure communication between two devices over the Internet?
A.IDS

B. IPS

C. VPN

D. Anti-virus
E. GRE

Answer: C
Explanation:

QUESTION NO: 98

How many hosts are available for 192.168.1.1/28?

Answer: A
Explanation:

QUESTION NO: 99

You need to configure 52 hosts for a computer lab. Which subnet mask is appropriate?

A. 255.255.255.224
B. 255.255.255.248
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C. 255.255.254.240
D. 255.255.255.192

Answer: D
Explanation:

QUESTION NO: 100

Which subnet mask provides the most efficient use of a Class C address space for a company that
requires 10 subnets and 12 hosts per subnet?

A. 255.255.255.192
B. 255.255.255.248
C. 255.255.255.0

D. 255.255.255.224
E. 255.255.255.252
F. 255.255.255.240

Answer: F
Explanation:

Topic 3, Multiple Choice Questions Set C

QUESTION NO: 101

The network administrator is using a Windows PC application that is called putty.exe for remote
communication to a switch for network troubleshooting. Which two protocols could be used during
this communication? (Choose two).

A. SNMP
B.HTTP
C. Telnet
D. RMON
E. SSH

Answer: C,E
Explanation:
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QUESTION NO: 102

Which type of address does a Layer 2 switch use to make forwarding decisions?

A. source MAC address

B. destination MAC address

C. source IP address

D. destination IP address

E. source and destination IP address

Answer: B
Explanation:

QUESTION NO: 103

Which two characteristics apply to Layer 2 switches? (Choose two.)

A. increases the number of collision domains

B. decreases the number of collision domains

C. implements VLAN

D. decreases the number of broadcast domains

E. uses the IP address to make decisions for forwarding data packets

Answer: A,C
Explanation:

QUESTION NO: 104

Which three statements about switch microsegmentations are correct? (Choose three)

. microsegmentation increases bandwidth availability.

. Implementing a bridge creates microsegmentation.

. microsegmentation uses half-duplex operation.

. microsegmentation eliminates collisions.

. each device on a network segment is connected directly to a switch port.
. microsegmentation limits the number of segments on a network.

Mmoo w >

Answer: A,D,E
Explanation:
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QUESTION NO: 105
A switch receives a frame on one of its ports. There is no entry in the MAC address table for the

destination MAC address. What will the switch do with the frame?

A. drop the frame

B. forward it out of all ports except the one that received it
C. forward it out of all ports

D. store it until it learns the correct port

Answer: B
Explanation:

QUESTION NO: 106

A network administrator cannot connect to a remote router by using SSH. Part of the show
interfaces command is shown.

router#show interfaces

Serial0/1/0 is up, line protocol is down

At which OSI layer should the administrator begin troubleshooting?

A. physical
B. data link
C. network
D. transport

Answer: B
Explanation:

QUESTION NO: 107

Which solution should be deployed to provide a secure connection over a shared infrastructure?

A. firewall
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B. IPS
C. router
D. VPN

Answer: D
Explanation:

QUESTION NO: 108

After issuing the copy run start command, you make several changes to your lab router and
realize that you were referencing a list of bad IP addresses to make these changes. Which
command is most efficient to resolve your mistakes?

. erase flash

. restart

. renew

. erase nvram
. reload

. erase start

Mmoo w >

Answer: E
Explanation:

QUESTION NO: 109

You run the command debug ip rip on your router and notice this entry:

08:08:30: RIP: build update entries

08:08:30: network 192.168.10.0 metric 16

What is this information telling you?

A. It provides the administrative distance for this route.
B. The route has exceeded its maximum hop count.
C. There are 16 hops to reach this route.

D. It establishes the route update timer parameter

E. The route will be flushed in 16 seconds.

Answer: B
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Explanation:

QUESTION NO: 110

In which default order would a router load a Cisco IOS image?

A. Flash, ROM, TFTP
B. RAM, Flash, TFTP
C. Flash, TFTP, ROM
D. NVRAM, TFTP, Flash
E. Flash, NVRAM, TFTP

Answer: C
Explanation:

QUESTION NO: 111

You do not have access to a network server and need to back up a Cisco 10S image. Which utility

can you use to achieve this goal?

A. tftp

B. ftp

C. http

D. xmodem
E. rcp

Answer: D
Explanation:

QUESTION NO: 112

Which command would you use to view how much space has been consumed in NVRAM?

. show NVRAM

. show flash

. show version

. show running-config
. show startup-config

mooOw>»
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Answer: E
Explanation:

QUESTION NO: 113

The ip helper-address command does what?

A. assigns an IP address to a host

B. resolves an IP address from a DNS server
C. relays a DHCP request across networks
D. resolves an IP address overlapping issue

Answer: C
Explanation:

QUESTION NO: 114

Which command excludes seven host addresses from a DHCP pool that has a 255.255.255.192

mask?

A. router(config)#ip dhcp excluded-address 192.168.7.0 192.168.7.6

B. router(config)#ip dhcp excluded-address 192.168.7.121 192.168.7.127
C. router(config)#ip dhcp excluded-address 192.168.7.159 192.168.7.165
D. router(config)#ip dhcp excluded-address 192.168.7.193 192.168.7.198

Answer: C
Explanation:

QUESTION NO: 115

What is the last usable address of the network 10.10.64.0 255.255.252.07

A. 10.10.64.254
B. 10.10.67.254
C. 10.10.66.254
D. 10.10.65.254

Answer: B
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Explanation:

QUESTION NO: 116

Which of these is a routed protocol?

A. RIP
B. UDP
C.IP
D.HTTP
E. IGRP

Answer: C
Explanation:

QUESTION NO: 117

What is the best practice when assigning IP addresses in a small office of six hosts?

A. Use a DHCP server that is located at the headquarters.
B. Use a DHCP server that is located at the branch office.
C. Assign the addresses by using the local CDP protocol.
D. Assign the addresses statically on each node.

Answer: D
Explanation:

QUESTION NO: 118

What does administrative distance refer to?

A. the cost of a link between two neighboring routers

B. the advertised cost to reach a network

C. the cost to reach a network that is administratively set

D. a measure of the trustworthiness of a routing information source

Answer: D
Explanation:
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QUESTION NO: 119

What is the most efficient subnet mask for a small branch office with seven hosts?

A. 255.255.255.0

B. 255.255.255.248
C. 255.255.255.240
D. 255.255.255.224

Answer: C
Explanation:

QUESTION NO: 120

If you enter show interfaces serial 0/0 and receive the message “Serial0/0 is up, line protocol is
down,” what are three possible causes? (Choose three.)

A. No cable is attached to the interface.

B. The clock rate is not set.

C. No keepalive messages are received.

D. The interface is shut down.

E. No loopback address is set.

F. There is a mismatch in the encapsulation type.

Answer: B,C,F
Explanation:

QUESTION NO: 121

Which two commands will display the current IP address and basic Layer 1 and 2 status of an
interface? (Choose two.)

. router#show version

. router#show ip interface

. router#show protocols

. router#show controllers

. router#show running-config

mooOw>»
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Answer: C,D
Explanation:

QUESTION NO: 122

When files are transferred between a host and an FTP server, the data is divided into smaller
pieces for transmission. As these pieces arrive at the destination host, they must be reassembled
to reconstruct the original file. What provides for the reassembly of these pieces into the correct
order?

A.the TTL in the IP header

B. the frame check sequence in the Ethernet frame trailer
C. the sequence number in the TCP header

D. the Start Frame Delimiter in the 802.3 Preamble

E. the acknowledgement number in the segment header

Answer: C
Explanation:

QUESTION NO: 123

What TCP message does a host send to establish a connection with a destination host?

A. Establish

B. Request open
C. SYN

D. ISN

E. ACK

F. HELLO

Answer: C
Explanation:

QUESTION NO: 124

What process is used to establish a connection-oriented virtual circuit between two communicating
hosts?
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A. flow control

B. sequencing

C. windowing

D. three-way handshake
E. duplexing

Answer: D
Explanation:

QUESTION NO: 125

What must occur before a workstation can exchange HTTP packets with a web server?

A. A UDP connection must be established between the workstation and its default gateway.
B. A UDP connection must be established between the workstation and the web server.
C. A TCP connection must be established between the workstation and its default gateway.
D. A TCP connection must be established between the workstation and the web server.

E. An ICMP connection must be established between the workstation and its default gateway.

F. An ICMP connection must be established between the workstation and the web server.

Answer: D
Explanation:

QUESTION NO: 126

Refer to the exhibit.
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Blocking
LDP

Fa/1

Crossover
Cable

SMTP
M ail
Server

10.1.10.220/24

Pierre has just installed the mail server and Switch2. For security reasons UDP packets are not
permitted outbound on the Fa0/1 router interface. Pierre is now at his workstation testing the new
installation and is not able to establish SMTP communication to the mail server.

What is the most likely cause for lack of communication between Pierre's workstation and the mail
server?

A. The crossover cable should be a straight-through cable.

B. UDP is blocked coming out of the Fa0/1 interface on the router.

C. The server should be directly connected to the router.

D. The IP addresses are all on the same network. No router is required.

Answer: A
Explanation:

QUESTION NO: 127

A workstation has just resolved a browser URL to the IP address of a server. What protocol will
the workstation now use to determine the destination MAC address to be placed into frames
directed toward the server?

A.HTTP
B. DNS
C. DHCP
D. RARP
E. ARP
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Answer: E
Explanation:

QUESTION NO: 128

Which transport layer protocol provides best-effort delivery service with no acknowledgment
receipt required?

A.HTTP
B.IP
C.TCP
D. Telnet
E. UDP

Answer: E
Explanation:

QUESTION NO: 129

Refer to the topology and switching table shown in the graphic.

Switch 1 switch table
Host | MAC Address Port

A 00-0A-8A-47-E6-12 |0/5
D 01-00-CD-22-03-14 |0/9
B 01-1B-25-AB-32-E8 |0/2

Host B sends a frame to Host C. What will the switch do with the frame?

A. drop the frame

B. send the frame out all ports except port 0/2
C. return the frame to Host B

D. send an ARP request for Host C
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E. send an ICMP Host Unreachable message to Host B
F. record the destination MAC address in the switching table and send the frame directly to Host C

Answer: B
Explanation:

QUESTION NO: 130
Which three statements are true about the operation of a full-duplex Ethernet network?

(Choose three.)

A. There are no collisions in full-duplex mode.

B. A dedicated switch port is required for each full-duplex node.

C. Ethernet hub ports are preconfigured for full-duplex mode.

D. In a full-duplex environment, the host network card must check for the availability of the network
media before transmitting.

E. The host network card and the switch port must be capable of operating in full-duplex mode.

Answer: A,B,E
Explanation:

QUESTION NO: 131

If the hubs in the graphic were replaced by switches, what would be virtually eliminated?

4-Fort
Hub
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A. broadcast domains
B. repeater domains
C. Ethernet collisions
D. signal amplification
E. Ethernet broadcasts

Answer: C
Explanation:

QUESTION NO: 132

Refer to the exhibit.

SwitchA# show mac-address-table
< non-essential output omitted =
Destination Address Address Type YLAN Destination Port

O0b0. d056. fedd Oynamic 1 FastEthernetD/3
O0b0.d043. acle Dynamic 1 FastEthernetD/d
00b0D. d0fe.ac32 Dynamic 1 FastEthernetli
00b0D. d0da. chak Dynamic 1 FastEthernetlis

Frame received by SwitchA:

Source MAC Destination MAC Source IP Destination IP
00h0.d056.fedd 00b0.d0da.ch56 192.168.40.5 192.168.40.6

SwitchA receives the frame with the addressing shown in the exhibit. According to the command

output also shown in the exhibit, how will SwitchA handle this frame?

A. It will drop the frame.

B. It will forward the frame out port Fa0/6 only.

C. It will forward the frame out port Fa0/3 only.

D. It will flood the frame out all ports.

E. It will flood the frame out all ports except Fa0/3.

Answer: B
Explanation:
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QUESTION NO: 133

Refer to the exhibit.

interface vian 1

\ip address 192.168.17.253 255.255.255.240
|no shutdown

| exit

ip default-gateway 192.168.17.1

line vty 0 15

password passdsure

login

exit

A network administrator has configured a Catalyst 2950 switch for remote management by pasting
into the console the configuration commands that are shown in the exhibit. However, a Telnet
session cannot be successfully established from a remote host. What should be done to fix this
problem?

A. Change the first line to interface fastethernet 0/1.

B. Change the first line to interface vlan 0/1.

C. Change the fifth line to ip default-gateway 192.168.17.241.
D. Change the fifth line to ip route 0.0.0.0 0.0.0.0 192.168.17.1.
E. Change the sixth line to line con 0.

Answer: C
Explanation:

QUESTION NO: 134

Refer to the exhibit.
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router router

s

switches

R Eut

All devices attached to the network are shown. How many collision domains are present in this
network?

moow>
PO o wN

5

Answer: E
Explanation:

QUESTION NO: 135

Refer to the exhibit.
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Finance# show interfaces fastEthernet 0/2

FaztEthernetl/2 i=s dowm, line protocol iz dowm (hotcohhect)
Hardware iz Fast Ethernet, address is 0017.596d.:za02
Description: To Central Fal/0
MTU 1500 bytes, BW 100000 Ebit, DLY 100 usec,

reliability 255/255, txload 175255, rxload 17255

Encapsulation ARPA, loophack not set
Keepaliwe set [10 sec)
Full-duplex, lO00Mb/=

ARP type: ARPA, ARP Timecout 04:00:00

Lazt input 00:00:03, output 00:00:00, output hang newver

Last clearing of "show interface”™ counters never
Loutput onitteds

input flow-control is off, output flow-control is unsupported

An administrator replaced the NIC in a desktop PC with a new NIC. The NIC in the PC
configuration is set to "100 Mb Half." Now the PC has intermittent connectivity and loss of

communication so the administrator began troubleshooting on the switch. Using the switch output

shown, what is the cause of the problem?

A. Input flow control is off.

B. Encapsulation is set to ARPA.

C. The switch is set to full-duplex.

D. The port is administratively down.

E. Fast Ethernet is incompatible with a megabit NIC.

F. The counters were not cleared after the hardware was replaced.

Answer: C
Explanation:

QUESTION NO: 136

Which IP address is a private address?

A.12.0.0.1
B.168.172.19.39
C. 172.20.14.36
D. 172.33.194.30
E. 192.169.42.34

Answer: C
Explanation:
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QUESTION NO: 137

Which class of IP address will provide sufficient addresses for 66,000 or more hosts?
A. Class A

B. Class B

C.Class C

D. Class D
E. Class E

Answer: A
Explanation:

QUESTION NO: 138

From which IP address class can 15 bits be borrowed to create subnets?

moow>»
mooOw>»

Answer: A
Explanation:

QUESTION NO: 139

Which two statements describe the IP address 10.16.3.65/23? (Choose two.)

A. The subnet address is 10.16.3.0 255.255.254.0.

B. The lowest host address in the subnet is 10.16.2.1 255.255.254.0.

C. The last valid host address in the subnet is 10.16.2.254 255.255.254.0
D. The broadcast address of the subnet is 10.16.3.255 255.255.254.0.

E. The network is not subnetted.

Answer: B,D
Explanation:
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QUESTION NO: 140

Given an IP address of 192.168.1.42 255.255.255.248, what is the subnet address?

A.192.168.1.8/29

B. 192.168.1.32/27
C. 192.168.1.40/29
D. 192.168.1.16/28
E. 192.168.1.48/29

Answer: C
Explanation:

QUESTION NO: 141

Which IP addresses are valid for hosts belonging to the 10.1.160.0/20 subnet? (Choose three.)

A.10.1.168.0
B.10.1.176.1
C. 10.1.174.255
D. 10.1.160.255
E. 10.1.160.0
F.10.1.175.255

Answer: A,C,D
Explanation:

QUESTION NO: 142

Refer to the exhibit.
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58 Users

The IP address space of 128.107.7.0/24 has been allocated for all devices on this network. All
devices must use the same subnet mask and all subnets are usable. Which subnet mask is
required to apply the allocated address space to the configuration that is shown?

A. 255.255.254.0
B. 255.255.255.0
C. 255.255.255.128
D. 255.255.255.192
E. 255.255.255.224

Answer: D
Explanation:

QUESTION NO: 143

Refer to the exhibit.

Fouteriff telnet www.cisco.co

Translating "www,.cisco.co™,. .. .domain server (255.255.255.2558)
% Unknowhn commmahd or computer naune, or unable to find computer
address

Why did the telnet attempt to www.cisco.co from RouterA fail?

A. A route to www.cisco.co in the RouterA routing table is missing from the routing table.
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B. The name www.cisco.co was not spelled out correctly.
C. A DNS name-server is not configured on RouterA.
D. The telnet command is not enabled on RouterA.

Answer: C
Explanation:

QUESTION NO: 144

Refer to the topology and partial configurations shown in the exhibit.

S0/0

Building configuration...

Current configuration:
!

version 12.0
I

hostname NewYork
!

i!‘ltEl‘fEl[:E Serial0/0 interface Serial0/0
Ilp address 10.1.1.6 255.255.255.252 ip address 10.1.1.9 255.255.7255.252
1

ip host Sydney 10.1.1.9

Building configuration...

Current configuration:
1

version 12.0
I

hostname Sydney
!

ip host NewYork 10.1.1.6

The network administrator has finished configuring the NewYork and Sydney routers and issues
the command ping Sydney from the NewYork router. The ping fails. What command or set of
commands should the network administrator issue to correct this problem?

A. Sydney(config)# interface s0/0
Sydney(config-if)# cdp enable

B. Sydney(config)# interface s0/0
Sydney(config-if)# no shut

C. Sydney(config)# line vty 0 4
Sydney(config)# login

Sydney(config)# password Sydney

D. Sydney(config)# ip host Sydney 10.1.1.9
E. Sydney(config)# interface s0/0
Sydney(config-if)# ip address 10.1.1.5 255.255.255.252
NewYork(config)# ip host Sydney 10.1.1.5

Answer: E
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Explanation:

QUESTION NO: 145

Refer to the exhibit.

» —
%
g iR Toronto l
50/1 fa0/0

HostX FTP Server
IP Address MAC Address
HostA 19216815 abcd. 11230045
fal/0 (Toronto) | 192.168.1.1 abcd 2246 0035
faQ/0 (Oshawa) | 192.168.7.1 aabb 77773333
FTP Server 192168717 aabb 55552222

HostX is transferring a file to the FTP server. Point A represents the frame as it goes toward the
Toronto router. What will the Layer 2 destination address be at this point?

A. abcd.1123.0045
B.192.168.7.17

C. aabb.5555.2222
D.192.168.1.1

E. abcd.2246.0035

Answer: E
Explanation:

QUESTION NO: 146

Which 10S command is used to initiate a login into a VTY port on a remote router?

. router# login

. router# telnet

. router# trace

. router# ping

. router(config)# line vty 0 5

mooOw>»
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F. router(config-line)# login

Answer: B
Explanation:

QUESTION NO: 147

Which 10S command results in the output shown in the following?

--- System Configuration Dialog ---

At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.

Default settings are in square brackets '[]'.

Would you like to enter the initial configuration dialog? [yes/no]:

. router# configure terminal

. router# configure memory

. router# copy running-config startup-config
. router# copy startup-config running-config
. router# setup

mooOw>»

Answer: E
Explanation:

QUESTION NO: 148

The following commands are entered on the router:

Burbank(config)# enable secret fortress
Burbank(config)# line con 0
Burbank(config-line)# login
Burbank(config-line)# password nOwayln

Burbank(config-line)# exit
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Burbank(config)# service password-encryption

What is the purpose of the last command entered?

A. to require the user to enter an encrypted password during the login process

B. to prevent the vty, console, and enable passwords from being displayed in plain text in the
configuration files

C. to encrypt the enable secret password

D. to provide login encryption services between hosts attached to the router

Answer: B
Explanation:

QUESTION NO: 149

At startup, what does a router do if it cannot access a configuration file?

A. It shuts down in 10 seconds.

B. It enters global configuration mode.

C. It prompts the user to enter setup mode.

D. It displays the prompt for user exec mode.

E. It prompts for the location of the configuration file.

Answer: C
Explanation:

QUESTION NO: 150

At the global configuration prompt, the administrator has just entered the following command on a
router that has not been previously configured for RIP:
RouterA(config)# router rip

What state is the router now in after executing the command?

A. The RIP process has started, but no updates are being sent.

B. The RIP process has started, and by default all updates are being sent RIPv1.

C. The RIP process has started, and by default all updates are being sent RIPv2.

D. The router has entered router configuration mode but the RIP process has not started.
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Answer: D
Explanation:

Topic 4, Multiple Choice Questions Set D

QUESTION NO: 151

Refer to the exhibit.

Router#show running-config
Building configuration

Current configuration :59 bytes
<output omitted=

interface Senald/0/0

Iip address 209.165.200.225 255.255.255.224
!

Based only on the command output, what is true about interface Serial 0/0/07?

A. A ping to the remote address 209.165.200.226 will be successful.

B. The configuration is incomplete, which will cause the interface status to be “Serial0/0/0 is down,
line protocol is down”.

C. The configuration is incomplete, which will cause the interface status to be “Serial0/0/0 is up,
line protocol is down”.

D. The interface is using Cisco HDLC for the Layer 2 encapsulation.

Answer: D
Explanation:

QUESTION NO: 152

A receiving host has failed to receive all of the segments that it should acknowledge. What can the
host do to improve the reliability of this communication session?

A. decrease the window size
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B. use a different source port for the session

C. decrease the sequence number

D. obtain a new IP address from the DHCP server
E. start a new session using UDP

Answer: A
Explanation:

QUESTION NO: 153

Which layer of the TCP/IP stack combines the OSI model physical and data link layers?

A. Internet layer

B. transport layer

C. application layer

D. network access layer

Answer: D
Explanation:

QUESTION NO: 154

How does a switch differ from a hub?

A. A switch does not induce any latency into the frame transfer time.
B. A switch tracks MAC addresses of directly-connected devices.

C. A switch operates at a lower, more efficient layer of the OSI model.
D. A switch decreases the number of broadcast domains.

E. A switch decreases the number of collision domains.

Answer: B
Explanation:

QUESTION NO: 155

Refer to the exhibit. The host in Kiev sends a request for an HTML document to the server in
Minsk. What will be the source IP address of the packet as it leaves the Kiev router?
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10.1.1.16/24

10.1.2.8724

A.10.1.0.1
B.10.1.0.5
C.10.1.0.6
D.10.1.0.14
E. 10.1.1.16
F.10.1.2.8

Answer: E
Explanation:

QUESTION NO: 156

The network manager has requested a 300-workstation expansion of the network. The

workstations are to be installed in a single broadcast domain, but each workstation must have its

own collision domain. The expansion is to be as cost-effective as possible while still meeting the
requirements. Which three items will adequately fulfill the request? (Choose three).

A. one IP subnet with a mask of 255.255.254.0
B. two IP subnets with a mask of 255.255.255.0
C. seven 48-port hubs

D. seven 48-port switches
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E. one router interface
F. seven router interfaces

Answer: A,D,E
Explanation:

QUESTION NO: 157

Which of the following describes the roles of devices in a WAN? (Choose three.)

A. A CSU/DSU terminates a digital local loop.

B. A modem terminates a digital local loop.

C. A CSU/DSU terminates an analog local loop.

D. A modem terminates an analog local loop.

E. A router is commonly considered a DTE device.
F. A router is commonly considered a DCE device.

Answer: A,D,E
Explanation:

QUESTION NO: 158

Refer to the exhibit.

Stub Network

172.1622 172.16.21
<

RouterB(config)# ip route 0.0.0.0 0.0.0.0 172.16.2.2

Which two statements are correct? (Choose two.)

A. This is a default route.
B. Adding the subnet mask is optional for the ip route command.
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C. This will allow any host on the 172.16.1.0 network to reach all known destinations beyond
RouterA.

D. This command is incorrect, it needs to specify the interface, such as s0/0/0 rather than an IP
address.

E. The same command needs to be entered on RouterA so that hosts on the 172.16.1.0 network
can reach network 10.0.0.0.

Answer: A,C
Explanation:

QUESTION NO: 159

What is the purpose of assigning an IP address to a switch?
A. provides local hosts with a default gateway address

B. allows remote management of the switch

C. allows the switch to respond to ARP requests between two hosts
D. ensures that hosts on the same LAN can communicate with each other

Answer: B
Explanation:

QUESTION NO: 160

Refer to the exhibit.

SwitchA# show mac-address-table
< non-essential output omitted =
Destination Address Address Type “LARMN Destination Port

Q0b0. d05E fedd Oynamic 1 FastEthernetD/3
O0b0.d043 acle Dynamic 1 FastEthernetDid
00b0. d0fe.ac32 DOynamic 1 FastEthernetl/H
00bO. d0da. chak Dynamic 1 FastEthernetD/G

Frame received by SwitchA:

Source MAC Destination MAC Source IP Destination IP
00h0.d056.fedd 00b0.d0da.ch56 192.168.40.5 192.168.40.6
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SwitchA receives the frame with the addressing shown. According to the command output also
shown in the exhibit, how will SwitchA handle this frame?

A. It will drop the frame.

B. It will forward the frame out port Fa0/3 only.

C. It will flood the frame out all ports.

D. It will flood the frame out all ports except Fa0/3.

Answer: D
Explanation:

QUESTION NO: 161

Which two statements describe the operation of the CSMA/CD access method? (Choose two.)

A. In a CSMA/CD collision domain, multiple stations can successfully transmit data
simultaneously.

B. In a CSMA/CD collision domain, stations must wait until the media is not in use before
transmitting.

C. The use of hubs to enlarge the size of collision domains is one way to improve the operation of
the CSMA/CD access method.

D. After a collision, the station that detected the collision has first priority to resend the lost data.
E. After a collision, all stations run a random backoff algorithm. When the backoff delay period has
expired, all stations have equal priority to transmit data.

F. After a collision, all stations involved run an identical backoff algorithm and then synchronize
with each other prior to transmitting data.

Answer: B,E
Explanation:

QUESTION NO: 162

Refer to the exhibit.
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MAC Address Table

Fad/1 0000.00bh.bhbh
Fali2z 0000.00cc.cocee

a0

1A

P

0000.00hb.bhhh 0000.00aa.aaaa

0000.00cc.ccoe 0000.00dd.dddd

| ETHERNET FRAME
/ 0000.00dd.dddd / 0000.0022a.2aaa / /
Destination MAC Source MAC Data

The ports that are shown are the only active ports on the switch. The MAC address table is shown
in its entirety. The Ethernet frame that is shown arrives at the switch.

What two operations will the switch perform when it receives this frame? (Choose two.)

A. The MAC address of 0000.00aa.aaaa will be added to the MAC address table.
B. The MAC address of 0000.00dd.dddd will be added to the MAC address table.
C. The frame will be forwarded out port fa0/3 only.

D. The frame will be forwarded out fa0/1, fa0/2, and fa0/3.

E. The frame will be forwarded out all the active ports.

Answer: A,D
Explanation:

QUESTION NO: 163

Refer to the exhibit.
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Crossover Cable

The wire scheme that is shown is terminated at each end with an RJ-45 connector. What cable
type does the wire diagram represent?

A. an Ethernet straight-through cable
B. a serial crossover cable

C. a serial straight-through cable

D. an Ethernet crossover cable
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E. a rollover cable

Answer: D
Explanation:

QUESTION NO: 164

A company has placed a networked PC in a lobby so guests can have access to the corporate
directory. A security concern is that someone will disconnect the directory PC and re-connect their
laptop computer and have access to the corporate network. For the port servicing the lobby, which
three configuration steps should be performed on the switch to prevent this?

(Choose three.)

A. Enable port security.

B. Create the port as a trunk port.

C. Create the port as an access port.

D. Create the port as a protected port.

E. Set the port security aging time to 0.

F. Statically assign the MAC address to the address table.

G. Configure the switch to discover new MAC addresses after a set time of inactivity.

Answer: A,C,F
Explanation:

QUESTION NO: 165

If a host on a network has the address 172.16.45.14/30, what is the address of the subnetwork to
which this host belongs?

A.172.16.45.0
B.172.16.45.4
C.172.16.45.8
D.172.16.45.12
E. 172.16.45.16

Answer: D
Explanation:
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QUESTION NO: 166

Given a Class C IP address subnetted with a /30 subnet mask, how many valid host IP addresses
are available on each of the subnets?

o0 w>
o ~ADN PR

E. 252
F. 254

Answer: B
Explanation:

QUESTION NO: 167

What is the subnet address of 172.16.159.159/227?

A.172.16.0.0
B.172.16.128.0
C.172.16.156.0
D.172.16.159.0
E. 172.16.159.128
F.172.16.192.0

Answer: C
Explanation:

QUESTION NO: 168

Refer to the exhibit.

R192.1681.65

HostAl

& N
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Which default gateway address should be assigned to HostA?

A.192.168.1.1
B. 192.168.1.65
C. 192.168.1.66
D. 192.168.1.129
E.10.1.1.1
F.10.1.1.2

Answer: B
Explanation:

QUESTION NO: 169

Refer to the exhibit.

Met bits =~ Subnet mask | total-addresses per subnet

120 255 25562400 | 4096
21 255 25562480 | 2048
122 255 255 2520 1024
123 255 255 2540 512
124 255 2552560 | 256
125 255 255 255128 | 128
126 255 255 255192 | b4

127 255 255 255 224 | 32

128 255 255 255240 | 16
{29 255 255 255 248 | 8
130 255 255 255 252 | 4

The enterprise has decided to use the network address 172.16.0.0. The network administrator
needs to design a classful addressing scheme to accommodate the three subnets, with 30, 40,
and 50 hosts, as shown. What subnet mask would accommodate this network?
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A. 255.255.255.192
B. 255.255.255.224
C. 255.255.255.240
D. 255.255.255.248
E. 255.255.255.252

Answer: A
Explanation:

QUESTION NO: 170

In the configuration of NAT, what does the keyword overload signify?

A. When bandwidth is insufficient, some hosts will not be allowed to access network translation.
B. The pool of IP addresses has been exhausted.

C. Multiple internal hosts will use one IP address to access external network resources.

D. If the number of available IP addresses is exceeded, excess traffic will use the specified
address pool.

Answer: C
Explanation:

QUESTION NO: 171

Refer to the exhibit.
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Routerlif# show running-config
Building configuratiohn...

current configuration : 1062 bytes
|

version 1£2.3

|

hostname Routerl

|

boot-start-marker
boot-end-marker

|

enable password clsco

1

no aaa new-model

ip subnec—-ze&ro

ip cef

I

no ip domain lookup

ip domalin names clsco.Ccom
ip name-server 209.165.202.129
I

<output omitted>

Based on the RouterA configuration shown, and assuming that all routing is operational, DNS
lookups to 209.165.202.129 will fail for which reason?

A. Cisco.com will be incorrectly appended to all non-Cisco DNS queries.
B. DHCP has not been enabled or configured.

C. AAA must be configured for authentication of the DNS server.

D. DNS queries are currently disabled.

Answer: D
Explanation:

QUESTION NO: 172

Which of the following describe Class A host addresses? (Choose three.)
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A. The decimal value of the first octet can range from 1 to 126.

B. The decimal value of the first octet can range from 1 to 192.

C. The first octet represents the entire network portion of the address.
D. The default subnet mask for a Class A network is 255.255.0.0.

E. The value of the first binary place in the first octet must be O.

F. The first two binary bits of the address must be 00.

Answer: A,C,E
Explanation:

QUESTION NO: 173

What will cause a router to enter setup mode? (Choose two.)

A. The setup command was issued from the privileged mode prompt.

B. The IOS is corrupt.

C. The 10S is missing.

D. The configuration file is missing in NVRAM.

E. Boot system commands are misconfigured in the running-configuration.
F. The configuration register is set to 0x2100.

Answer: A,D
Explanation:

QUESTION NO: 174

Refer to the exhibit.
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Fouter# configure terminal

Enter configuration commands, one per line. End with CHNTL/Z
Fouter{config# hostname Gateway

Gatewayiconfig)# enable secret class

Gatewayiconfig)# interface FastEthernet 0/0
Gatewayiconfig-ifj#ip address 192.168.1.254 255.255.255.0
Gateway(config-ifj# no shutdown

Gatewayiconfig-ifi# exit

Gateway(config)# interface serial 0.0

Gateway(config-if)# ip address 201.86.5.1 255.255.235.25¢
Gateway(config-ifi# no shutdown

Gateway(config-if)# line vty 0 4

Gateway(config-line)# password cisco
Gateway(config-line)# login

Gateway(config-line)# 4 Z

Gateway# copy startup-config running-config

%% Mon-volatile configuration memaory invalid or not present
Gateway#

A technician enters the exhibited commands to configure a new router, but receives an error
message when attempting to save the configuration. What can the technician do to correct the
problem?

A. Enter the correct command.

B. Enter the command at the correct prompt.

C. Upgrade the amount of flash memory in the router.

D. Erase NVRAM to make room for the configuration file.

E. Add NVRAM because there is not enough room for the configuration file.

Answer: A
Explanation:

QUESTION NO: 175
What two things does a router do when it forwards a packet? (Choose two.)
A. switches the packet to the appropriate outgoing interfaces

B. computes the destination host address
C. determines the next hop on the path
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D. updates the destination IP address
E. forwards ARP requests

Answer: A,C
Explanation:

QUESTION NO: 176

The network administrator is configuring a Cisco router. The prompt on the screen is:

Router(config-if)#.

What is true of this prompt? (Choose three.)

A. An interface password can be set at this prompt.

B. Settings that affect all router interfaces can be globally configured at this prompt.

C. An interface can be activated or deactivated from this prompt.

D. The administrator will arrive at this prompt by typing interface fa0/0 from the global
configuration mode.

E. The administrator will arrive at this prompt by typing configure terminal from the EXEC prompt.
F. An interface IP address can be configured at this prompt.

Answer: C,D,F
Explanation:

QUESTION NO: 177

Refer to the exhibit.

BranchR1 AppliSR1

~~

The network administrator is testing connectivity from the branch router to the newly installed
application server. What is the most likely reason for the first ping having a success rate of only 60
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percent?

A. The network is likely to be congested, with the result that packets are being intermittently
dropped.

B. The branch router had to resolve the application server MAC address.

C. There is a short delay while NAT translates the server IP address.

D. A routing table lookup delayed forwarding on the first two ping packets.

E. The branch router LAN interface should be upgraded to FastEthernet.

Answer: B
Explanation:

QUESTION NO: 178

On a Cisco router which two router modes can be protected by a password? (Choose two.)
A. user mode

B. privileged mode

C. global configuration mode

D. router configuration mode
E. interface configuration mode

Answer: A,B
Explanation:

QUESTION NO: 179

Refer to the exhibit.
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WHEHH ROUTEr OUTPUT Trom Routerd wweew

RouterA# show ip route
<text omitted>
Gateway of last resort is not set

172.16.0.0/24 45 subnetted, 1 subnets
C 172.16.1.0 s directly connected, Ethernet0/1
10.0.0.0/30 is subnetted, 1 subnets
10.255.255.200 1s directly connected, serialo/o
Routercis
RouterA# show ip protocol
Ruutﬁng Protocol is "rip”
send ng uggates every 30 seconds, next due in 8 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
outgoing update filter 1ist for all 4nterfaces is not set
Incumin? update filter list for all interfaces is not set
redistributing: rip
pefault version control: send version 2, receive version 2
Interface Send Recv Triggered RIP Key-chain
serialo/ o 2 2
Loopbacko 2 2
Automatic network summarization is in effect
Maximum path: 4
routing for Networks:
10.0,0.0
172.16.0.0
Passive Interface(s):
Etherneto,/1
routing Information Sources:
Gateway pistance Last uUpdate
10,255,255, 202 120 00:02:53
pistance: (default s 120)

Routerh#

wkwkdk pouter output from RouterB wwwww

RouterB# show ip route
<text omitted>
Gateway of last resort is not set

c 192.168.10.0,/24 is directly connected, Ethernet0/1
R 172.16.0.0/16 [120/1] via 10.255.255.201, 00:00:26, serialo/0
10.0.0.0/30 45 subnetted, 1 subnets

C 10.255.255.200 is directly connected, serialo/o

RouterE#

RouterE# show ip protocol

Rnut1n$ Protocol is "rip"
send ng updates avery 30 seconds, next due in 27 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
outgoing update filter 1ist for all interfaces is not set
Incamin?bupdate filter-1ist for all interfaces is not set

rRedistributing: rip

pefault version control: send version 1, receive any version
Interface send Recv Triggered RIP Key-chain
serialo/0 1 12
Loopback(O 1l 12

Automatic network summarization is in effect
Maximum path: 4
routing for Networks:
10,0.0.0
1%92.168.10.0
Passive Interface(s):

Ethernetd/1

rRouting Information Sources:
Gateway Distance Last Update
10.255.255.201 120 00:00:04

Distance: (default 45 120)

RouterB#
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A small company with two locations has just connected the locations together with routers and a
serial connection. The routers are using RIP to learn the network topology. RouterB has learned a
network from RouterA, but router RouterA is not learning from RouterB. Using the output shown,
what is the most likely problem?

A. RIP routing is configured but not enabled on RouterA.

B. One or more network statements are incorrect on RouterA.

C. One or more network statements are incorrect on RouterB.

D. The RIP versions on RouterA and RouterB are mismatched.

E. RIP is an interior gateway protocol and cannot route for multiple network classes.

Answer: D
Explanation:

QUESTION NO: 180

Refer to the topology below.

Routerl cond is now available

Press RETURN to get started

£

What is the subnet broadcast address of the LAN connected to Router1?

A. 192.168.93.15
B.192.168.93.31
C. 192.168.93.63
D. 192.168.93.127
E. 255.255.255.255

Answer: A
Explanation:
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The "show running-configuration" and "show startup-configuration" have been disabled as stated

above so we should use the show ip interface command to get information about the LAN network

connected to Routerl.
Routeri#show ip interface

FastEthernet0/0 is up, line protocaol is up (connected)
Internet address is|192.168.93.1/28
Broadcast address is 255.255.255.255
Address determined by setup command
MTU is 1500 bytes
Helper address is not set
Directed broadcast forwarding is disabled

Qutgoing access list is not set
Inbound access list is not set

;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;

<outpur omitted>

From the output we learn that the ip address of the FastEthernet interface of Routerl is
192.168.93.1 and the subnet mask is /28. Therefore:

Increment: 16 (/28=1111 1111.1111 1111.1111 1111.1111 0000) Network address:
192.168.93.0Broadcast address: 192.168.93.15 (15=0+ 16 - 1)

-> The broadcast address of this subnetwork is 192.168.93.15

QUESTION NO: 181

Refer to the topology below.
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Routerl cond is now available

Press RETURN to get started.

What is the bandwidth on the WAN interface of Router1?

A. 16 Kbit/sec
B. 32 Kbit/sec
C. 64 Kbit/sec
D. 128 Kbit/sec
E. 512 Kbit/sec
F. 1544 Kbit/sec

Answer: E

Explanation:

To find out the bandwidth on the WAN (serial) interface of Routerl we need to use the show
interfaces serial 0/0 command:

Routeri#show interfaces serial 0/0
Serial0/0 is administratively down, line protocol is down
Hardware is PowerQUICC Serial
Internet address is 10.11.12.13/30
MTU 1500 bytes,|BW 512 Kbit| DLY 20000 usec,
reliability 255/255, txload 14255, rxioad 1/255
Encapsulation HDLC, loopback not set

Keepalive set (10 sec)

Last input 00:00:05, output 00:00:05, output hang never

Last clearing of "show interface” counters never

Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
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Therefore the bandwidth on the WAN is 512 Kbit/sec.

QUESTION NO: 182

Refer to the topology below.

Routerl cond is now available

Press RETURN to get started

What interfaces on Routerl have not had any configurations applied? (Choose two)

A. Ethernet O

B. FastEthenet 0/0
C. FastEthernet 0/1
D. Serial 0

E. Serial 0/0

F. Serial 0/1

Answer: C,F

Explanation:

Use the show ip interface brief to identify what interfaces Router 1 have. Notice that Routerl does
not have Ethernet 0 and Serial O interfaces. FastEthernet 0/0 and Serial 0/0 were configured with
their IP addresses therefore only FastEthernet 0/1 and Serial0/1 have not had any configurations
applied.
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QUESTION NO: 183

Refer to the topology below.

(Rooterl cond is mow available

Fress FETURN to get started.

Including the address on the Routerl FastEthernet interface, how many hosts can have IP
addresses on the LAN to which Routerl is connected?

= O

4
2
28

oCow>»
B o

Answer: B

Explanation:

The mask address of interface Fa0/0 of Routerl is /28 (as shown in question 1), which has four 0
bits (1111 1111.1111 12111.1111 1111.1111 0000). Therefore there are 16 — 2 = 14 assignable IP
addresses for hosts on the LAN.

QUESTION NO: 184

Refer to the topology below.

"Pass Any Exam. Any Time." - www.actualtests.com 98



Cisco 640-822 Exam

|Routerl cond is now available

Fress RETURN to get started.

The hosts in the LAN are not able to connect to the Internet. Which commands will correct this
issue?

A. Routerl(conf)# interface fa0/0

Routerl(conf-if}# no shutdown

B. Routed (conf)# interface fa0/1

Router1(conf-if}# no shutdown

C. Routerl(conf)# interface s0/0

Routerl(conf-if}# no shutdown

D. Router1(conf)# interface s0/1

Routerl(conf-if}# no shutdown

E. Routerl(conf)# interface s0/0

Router1(conf-if)# ip address 10.11.12.13 255.255.255.252
F. Routerl(conf)# interface s0/1

Routerl (conf-if)# ip address 10.11.12.13 255.255.255.252

Answer: C

Explanation:

We should check the statuses of all the interfaces on Routerl with the show ip interface brief
command:

"Pass Any Exam. Any Time." - www.actualtests.com

99



Cisco 640-822 Exam

Router#show ip interface brief

Interface IP-Address OK? Method Status Protocol
FastEthernatl/0 192.168.136.1 YES manual up up
FastEthernet0/1 unassigned YES manual -administratively down  down
Serial0/0 10.11.12113 YES  manual administratively down  down |
Sarial0M unassigned YES manual administratively down  down
Serial1/0 unassigned YES manual administratively down  down
Serialif unassigned YES manual administratively down down

From the output, we learn that the status of Serial0/0 interface which connects to ISP router is

currently “administratively down”. This status indicates this interface is shutting down so we need

to turn it on.

Topic 5, Hotspot and Drag Drop Questions

QUESTION NO: 185 HOTSPOT
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1B

This fern contains sevaral questions that you must answer. You can view these
gueshions by clhicking on the comesponding button fo the left Changing questions:
can be accomplished by clickeng the numbers to the lef of each question. In
order o complata the quesbons, you will need 1o refer to the fopology.

To gain access o the topology, click on the topology bufion &t the bottorn of the
screen. Whan you have finishad viewing the fopology, you can return foyour
gueshions by clicking on the Guesbions bufion 1o the left

Each of the windows can be mimimized by clickang on the |). You can also
reposition & window by dragging it by the tille bar.

IE

Refer io the fopology. Lsing the information shown, answar the five questions shown
on the Guestions tab.

Topology : EE.
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o "iliz El

Cnwehich router should a default roote be configured?

on the ISP router
on R
on R2
on R3

on R4

LIS

With all links operational and all routers converged, which of the following describes the
messading between routers?

Hellos are sent every five seconds.
hMulticasts are sent every B0 seconds,
Broadcasts are sent every 30 seconds,

Mo messaging unless the topology changes.

Which of the follmwing describes the route update process ifthe interface from R4 connected
to LAM 4 goes down?

Mo updates occur

R4 tells both R1 and B3 the netwark not accessible. Both B3 and R update R2.
R4 tells anly R1 the network is not accessible. RB1 updates B2 and R2 updates R3.
R4 tells anly B3 the network is not accessible. B3 updates B2 and R2 updates R1.

ion #4. |

Wy would RIF he used rather than static routes on R1, B2, R3, and R47

RIF creates more accurate than static routes.
RIF uses less network resources than do static routes.

RIF is supported by more different vendors equipment than static routes.

RIF requires less configuration to automatically adjust when links oo down than static
routes.

=]

Onwehich router should a static route he configured?

an the ISP router
on R1
oh R2
oh R3
oh R4

Answer:
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LIS

Cnwehich router should a default roote be configured?

on the ISF router
[Jonr1

on Rz

on R3

on R4

L&

With all links operational and all routers converged, which of the following describes the
messading between routers?

Hellos are sent every five seconds.
Multicasts are sent every 60 seconds.

DErnadcasts are sent every 30 seconds.

Mo messaging unless the topology changes.

=]

Which of the following describes the route update process ifthe interface from R4 connected
to LAN 4 goes down?

Mo updates occur
|:| R4 tells both R1 and B3 the neteark not accessible. Both R3 and R update RZ.

R4 tells anly R1 the neteork is not accessible. R1 updates B2 and R2 updates R3.

R4 tells anly R3 the network is not accessible. B3 updates B2 and R2 updates R1.

LIS

Wy would RIP be used rather than static routes on R1, R2, B3, and R4%?

RIP creates more accurate than static routes.
RIP uses less netwoark resources than do static routes.

RIF is supparted by maore different vendors equipment than static routes.

EI RIF requires less configuration to automatically adjust when links go down than static
routes.

[ =]

Onwehich router should a static route he canfigured?

DDI"I the ISP router
an R
on /2
on R3
on R4

Explanation:
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This item containg several questions that vou must answer. You can view these
pueshions by clicking on the comesponding button to the lef Changing questions
can be accomplished by clicking the numbers o the l2f of each question. In
order ta complete the quastions, you will need 1o refer 1o the topology.

To gain atcess to the tapology, click onthe tapology button & the bottarn of the
sereen. When you have finkshad viewing the fopology, vou can return fo vour
wuestons by clicking on the Questons bufion 1o the left

Each of the windows can be minimized by clicking on the . You can also
rapazibon 3 window by draoging A by the tille bar,

=15
Riafer to the fopology. Using the infarmation shown, answar the five questions shown
on the Guesfions fab.

b
[

Topolomy
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1B
Cnwhich router should & default route be configured?
an the [SP router
W o R
on B2
on R3
on R4
I ]
With all links operational and all routers converged, which of the following describes the
messading hetween routers?
Hellos are sent every five seconds.
Multicasts are sent every 60 seconds,
B Hroadcasts are sent every 30 seconds,
Mo messaging unless the topology changes.
]
Which of the following describes the route update process ifthe interface from R4 connected
to LAM 4 goes down'?
Mo updates occur
m R4 tells hoth B1 and B3 the network not accessible. Both B3 and R1 update R2.
R4 tellz only B1 the network is not accessible. B1 updates R2 and R2 updates R3.
R4 tellz only B3 the network is not accessible. R3 updates R2 and R2 updates R1.
I ]
Whywould RIP be used rather than static routes on R1, R2, R3, and R47?
RIP creates more accurate than static routes.
RIP uses less network resources than do static routes.
RIF is suppaorted by more different vendors equipment than static routes.
- RIF requires less configuration to automatically adjustwhen links go down than static
routes.
LIS

Cnwhich router should a static route be configured?

M con the ISP router
on R1
on B2
oh R3
on R4
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QUESTION NO: 186 HOTSPOT

Thiz 1= a 1éstiel. The testlel con hat relale 1o 1he Scenaro
Directions: Refer to the axhibit. This testlet ists of Four g 18 that address steps in the process of data communication
batwesn host F and tha server named "W an anather LAN. You are fres to move back and forth beteeen the questions to revia
Your answars,

L] B

In order to begin communicating with the server, hosi F sends out an ARP request, How will the devices exhibited
in e lopology respond Lo this reguest?

() Switch West 1 will reply with the MAC address of the Server

D Hosls D and E will respond thal the deslinalion 5 nol on the local LAN.
C} Router SFX will forward the ARP request to the ILM router

O Switch West_1 will block the request since the Server (3 nol on the LAMN.
D The ILM router will respond with the |IP address of the WWW server.
{::I Router SFX will respond with the MAC address of its Fall/0 interface.

FTh- ARP reply has been recelved by host F, which needs to build the packet. What informaiion will be placed in
the header of the packel thatl leaves host F if host F is to communicate with the WWW server? (Choose two.)

Cuestion 1 of 4

D The destinalion address will be ihe IP address of interface Fal/ of the LM router ,
[:] The destinallon address will be the |P address of the WA server.

D The desiination address will be the IP address of interface Falfl of router SFX,

[:| The source address will be the IP address of host F.

[:| The source address will be the IP address of interface Fa0/0 of router SFX.

[C] The destination address wil be the IP address of interface Fa0/0 of router SFX,

The frame has been recebved by the ILM router and is fo be delivered on the local LAN. Which fwo statemenis
describe the addressing of the Etherne! frame thal has beesn created by the ILM router 7 (Choose two.)

D The destination address will the be the MAC address of the switch A por aftached to the Falyl interface of
the ILM router .

[[] The destination address will be fhe MAC address of the WWW server,
[ ] The destination address will be fhe MAC address of the A swilch port attached to the W server.
[[] The source address will be fhe MAC address of host F

D The source address will be the MAC address of inferface Faly of the ILM rowler _

El The destination address will be ihe MAC address of the A swilch port attached fo the WA server.

Huast F is displaying two World Wide Web documents from the WWW server in two browser windows at the same
tirne. How did the data find #s way to the comect browser windows?

O The IP source addresses of the packets will be used to direct the data to the correct browser window.
{:} The browsers track the data by the URL_

O TCP port numbers are used to direct the dala to the correct application window,

Answer:
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Thiz 1= a lestiel. The testlel con hal relate 1o 1he scenaro b

Directions: Refer to the exhibit. This testlet ists of four q jons that address steps inthe process of data communication
between host F and the server named "WAW" on anather LAN. You are free to move back and forth between the questions to revie

YeUur anewars,

e adlens

In order to begin communicating with the server, hosi F sends sut an ARP request, How will the devices exhibited
i 1hve lopology respond o this reguest?

) Switch West_1 will reply with the MAC address of the server

D Hasls D and E will respond thal the deslination 15 nol on the local LAN.

C} Router SFX will forward the ARP request o the ILIM rowuter

O Switch West_ 1 will block the request since the Server is nol on ihe LAMN.
The ILM router will respond with the IP address of the WWW server.
Router SFX will respond with the MAC address of its Fall/0 interface.

FTh- ARP reply has been recelved by host F, which needs to build the packet. What informaiion will be placed in
the header of ihe packel thatl leaves host F if host F is to communicale with the WA server? (Choose two.)

D The destinalion address will be ihe IP address of interface Fala of the LM router ,
Tm destinatlon address will be the P address of the WY server.

[:l The destination address will be the IP address of interface Falil of router SFX,
The source address will be the P address of host F.

[:| The zource address will be the IF address of interface Fa0/0 of router SFX,

[C] The destination address will be the IP address of interface Fa0/0 of router SFX,

The frame has been received by the ILM router and iz to be delivered on the local LAN. Which two statemenis
describe the addressing of the Elthernel frame thal has been crealed by the ILM router 7 (Choose two.)

The destination address will the be the MAC address of the switch A pord attached to the Fal/0 interface of

the ILM router .
[C] The destination address will be the MAC address of the WWWWV server.

[[] The destination address will be the MAC address of the A swilch port altached 1o the WWW server.
[] The source address will be fhe MAC address of host F
[T] The source address will be the MAC address of interface Fa0/0 of the ILM router _

El The destination address will be ihe MAC address of the A swilch port attached fo the WAW server.

Hast F is displaying bwo World Wide Web documents from the WAWW senver in hwo browser windows at the same
tirnve. How did the data find #s way to the cormect browser windows?

O The IP source addresses of the packets will be used to direct the data to the correct browser window.
D The browsers rack the data by the URL.

TCP port numbers are used to direct the dala to the correct application window.

Explanation:
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Question 1 of 4

tlel. The lestle

Directions: Refer to the exhibit This testlet consists of four questions that address steps in the process of data communication

bebtween host F and the server named "WWW" on ansther LAMN. Tou are free te meve back and forth betwesn the questions te review
yOUr INEWATS.

Replay
Animation

A B c

In erder lo begin communicalting with the server, host F sends oul an ARP requesi. How will the devices exhibiled
in the topology respond Lo this request?

O Swilch West_1 will rephy with the MAC address of the server.

O Hosts D and E will respond that the destination is not on the local LAN.
O Rouler SFX will forward the ARP reguest lo the ILM router .

O Swilch West_1 will block the reques! since the server is nol on the LAN.
O The ILM rowler will respond wilh the IP address of the WWWWY server.
!Il Rouler SFX will respond wilh the MAC address of ils Fal/ inlerface.

This is a testlel. The lestlel consists of 4 queslions that relate to the scenario balow.

Directions: Refer to the exhibit This testlet consists of four questions that address steps in the process of data communication

bebtween host F and the server named "WWW" on ansther LAMN. Tou are free te meve back and forth betwesn the questions te review
JOUr INEWArs.

Replay
Animation

A B c

The ARP reply has been received by host F, which needs 1o build the packel. What infermation will be placed in
the header of the packet that leaves host F if hest F is to communicate with the WA server? (Choose twa.)

B
c
b=
1]
2
o

|:| The destination address will be the IP address of interface Fal/0 of the ILM roufer .
. The destination address will be the IP address of the VWMWY server.

|:| The destinafion address will be the IP address of iflerface Fa0/0 of router SFX.
i The source address will be the IP address of host F.

[] The source address will be the IP address of interface Fa0/0 of rouler SFX.

D The destinalion address will be the IP address of interface Fa0/0 of rouler SFX.
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This is a testlel. The lestlel consists of 4 queslions that relate to the scenario balow.

Directions: Refer to the exhibit This testlet consists of four questions that address steps in the process of data communication

bebtween host F and the server named "WWW" on ansther LAMN. Tou are free te meve back and forth betwesn the questions te review
JOUr INEWArs.

Replay
Animation

A B c

The frame has been received by the ILM router and is to be delivered on the local LAM. Which two slalements
describe Ihe addressing of the Ethemel frame thal has been created by the ILM router 7 (Choose wo.)

|:| The destination address will the be the MAC address of the switch A pori altached to the Fal/0 interface of
the ILM router

. The destination address will be the MAC address of the WAWW server.

[] The destination address will be the MAC address of the A swilch port altached to the WWW server,
|:| The source address will be the MAC address of host F.

Question 1 of 4

. The source address will be the MAC address of interface Fa0/0 of the ILM router .

D The destination address will be the MAC address of the A swilch porl allached to the WWAWWY server.

This is a testlel. The lestlel consists of 4 queslions that relate to the scenario balow.

Directions: Refer to the exhibit This testlet consists of four questions that address steps in the process of data communication

bebtween host F and the server named "WWW" on ansther LAMN. Tou are free te meve back and forth betwesn the questions te review
JOUr INEWArs.

Replay
Animation

A B c

Host F is displaying two World Wide Web documents from the VANV server in two browser windows al the same
firme. Hew did the data find s way o the correct browser windows?

D The IP source addresses of the packeis will be used to direct the data o the correct browser window.
O The browsers irack the daia by the URL.

|! TCP port numbers are used lo direct the data to the correct application window.

B
=
b=
o
o
-]
=)

D The O=| application layer iracks the conversalions and direcis them to the correct browser.

QUESTION NO: 187 DRAG DROP
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Construct the command sequence lo configure an IP address on a serial inlerface. (Mol all oplions are used.)

b Interface SO0

| I enter global configuration mode I
Hublconfigl# interface sOI0. | |— aner mterface configuration mode l
n | configuna the mterface IP address |
Hubfconfig-fj# ne shutdewn |
I snable the intertace I
Hub(config)# Ip address 172.16.20.21 256.256.255.0 | _
[ labal the interface l

Hublconlig % ip address 10.8.5.266 @l

|
|
|
|
|
I Fib{corg 4 enable interface |
|
|
|
|

Hublconfigfj# Ip address 198.18.2.63 255.255.256 224 |

Hublconfigfj# description T1 to WAN l

Hub{conigl# banner motd 1 T1 to WAN 1 |

Hut# configure terminal |

Answer:

Construct the command sequence lo configure an IP address on a serial inlerface. (Mol all oplions are used.)

Hubi interface 200 HusH configure terminal
I | |
I Hubfcortia % no shutdown | | Hubleoniio )% p address 10.8.6.266 266.265.2620

"‘t‘ Q Hub{confio-Hj# ne shutdown

Hub{configj# deseription T1 to WAN

I Hub(confiol ip address 172,16.20.21 256 255 2660 I r —

| Hublcorfig:f# ip address 196.18.2 63 266.256.266.224 |

Hub{config-ifj# description T1 to WAN
| Hisblconh gl banner motd 1 T1 to WAN | |
Hub# configure terminal
Explanation:
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Construct the command sequence to configure an IP address on a serial interface. (Mol all oplions are used.)

QUESTION NO: 188 DRAG DROP

| Order the DHCP message types as they would occur between a DHCP client and a DHCP server.

DHCPACK

DHCPOFFER m‘m

DHCPDISCOVER

DHCPREQUEST

Answer:

Order the DHCP message types as they would occur between a DHCP client and a DHCP server.

DHCPACK _es‘_ DHCPDISCOVER
DHGPOFFER ‘U_q AR
Bg | DHCPREQUEST
DHCPOISCOVER
| DHCPACK
DHCPREQUEST
Explanation:

1. DHCPDISCOVER
2. DHCPOFFER
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3. DHCPREQUEST
4. DHCPACK

QUESTION NO: 189 DRAG DROP

Drag the description on the left to correct term on the right. Not all descriptions are used.

| Drag the description on the left to the correct term on the right. Not all descriptions are used.

a store'and forward application that allows users to send
messages and files in a timely manner

ammwmwmdmwaumww

ta look up information or refrieve

allows access to the internet through a cnrmmlrtﬂw‘

a cryptographic protocal that provides secure
communications an the Intemet

a structured collection of records in a central location

provides the capability to remotely access a command
prompt on a remote system

Answer:

Email

Web Browser

Telnet

Collaboration

Catabase

| Drag the description on the left to the correct term on the right. Not all descriptions are used.

a store and forward application that allows users to send
messages and files in a timely manner

ammumwmgmuaummﬁ

a store and forward application that allows users to send
messages and files in a timaly manner

allows access to the internet through a common interface
to look up information of retrieve data

ta look up information or refrieve

1 capability to remotely access a command
prompt on a remate system

allows access to the internet through a curmmimwi

a cryptagraphic protocol that prowides secure
communications an the Intemet

ammwmwmﬁmmaumww

a structured collection of records in a central location

provides the capability to remotely access a command
prompt on a remote system

Explanation:

a structured collection of records in a cendral location
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Drag the descriplion on the lefl to the correct term on the right. Nol all descriptions are used.

& slore and forward appicabon that alows users o send
messages and files in a fimely manner

alllows access to e Infemet through a common inberface

o book up information o refrieve dala

i : fiity 1o remnotely 8 command
eﬁ ﬁrumtmamm

a Cryplographic protocol that provides secure
mgluﬂmﬁmmmmm

allows two to simutanenush create andior
ummmﬂm !

a structured colection of records in a central location

QUESTION NO: 190 DRAG DROP

| Drag the definition on the left to the correct term on the right. Not all definiticns on the left will be used.

& protocol that corverts human-readable names into
machine-readable addresses

used to assign IP addresses automatically and sat
parametars such as subnel mask and default gateway

a protocol for wsing HTTP or HTTPS to
-based messages over computer

a connechionless senice that uses UDP fo transfer files
between sysiems

a protocol used to monitor and manage netwark devices

a reliable, connecion-oriented service that uses TCP to
transfer files betwesn systems

Answer:

SNMP

FTP

DHS

DHCP
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Drag the definition on the left to the correct term on the right. Not all definitions on the left will be used.

& protocod that corverts human-readabe names into a protocol used to monitor and manage netwark devices
machine-readable addresses

areliable, connechion-oriented service that uses TCP to
wsed to assign IP addresses automatically and sal transfer files betwesan sysiems
parameters such as subnel mask and default gateway

# connectionless senice that uses UDP o transfer files
between systems

a protocsd for using HTTP ar HTTPS to efthands XML
-basad messages over computer nebvorks ‘

& protocol that comverts uman-readabie names inta
maching-readable addresses

meciionl i P f
R s I C WUNCICHE used 1o assign IP addresses automatically and set

parameters such as subnel mask and default gateway

a pratocal used to monitor and manage network devices

a reliable, connechion-ariented service that uses TCP to
transfer files betweean systems

Explanation:

SNMP — a protocol used to monitor and manage network devices

FTP — a reliable, connection oriented service that uses TCP to transfer files between systems.
TFTP — A connectionless service that uses UDP to transfer files between systems

DNS - a protocol that converts human-readable names into machine-readable addresses

DHCP — used to assign IP addresses automatically and set parameters such as subnet mask and
default gateway

QUESTION NO: 191 DRAG DROP

You have to click the terminal of the HOME Router(under the HOME Router and show as PC),
then you will get the command prompt on the right as following:

Home>

In this mode enter the command:enable

and will enter privilege mode, the command prompt as following:

Home#

You have to check the information of the interface IP configuration of the HOME Router and the
neighbors information. Please enter following command to get the details.

Home#show run

Home#show cdp neighbors
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ou heve been hired by PIC Consutants Incorporated to document the kayout of the nebwork. Complete the folowing tasks:
T Coergdata the natwork bopokedgy shon in the graphic by dragging the labes bakw with the sppropriabe router Wpes, inbarlace hpsas,
and IF addressss bo the graphic. Find the information ywouw need by wusing e router consols attachsd to the Home router.

|Home oond is now available

|Fress RETURN to get started.

@5im Professional w1.038 00:0:97

Answer:

ou heve been hired by PIC Consutants Incorporated to document the kayout of the nebwork. Complete the folowing tasks:
T Corrgdate M natwork bopokegy shon in the graghic by dragging the labes bakw with the spproprigbe routr Wpes, inbrlace bpsas,
and IF addressss bo the graphic. Find the information ywouw need by wusing e router consols attachsd to the Home router.

CiscoTerminal

|Home oond is now available

|Fress RETURN to get started.

000147

@5im Professional w1.038

Explanation:
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T Corrgdata the natwork bopokgy shown in the graghic by dragging the labels bekw with the sppropriate router Ivpes, inberface bpsas,

ou heve been hired by PIC Consutants Incorporated to document the kayout of the nebwork. Complete the folowing tasks:
and IF addressss bo the graphic. Find the information ywouw need by wusing e router consols attachsd to the Home router.

|Home oond is now available

|Fress RETURN to get started.

@5im Professional w1.038 00:0:97

HOMESfshow cdp neighbors

Device ID Local Intrfce| Holdime YCapability |Platform | |Port ID
Birminghsam Fas 0/0 120 RS 2621 Fald/1
Relmap Fas 0/0 140 R S 2620 Fal/0
Boaz Eer 0/0 136 B S 2514 Sl
Atlanta ger Q/1 130 RS 2501 s0

C:\Documents and Settings\user-nwz\Desktop\1.JPG

Use the "show running-config" command:
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HOME#show running-

how running-config

255.255.255.0 duplex auto

interface FastEthernet(/1
ip address 192.168.23R1A\EB35.255.255.
speed autoc

L |
! ]

interface Seriall/1

ip address: 192.188.235.1 255.:255:.255b.0 duplex sasuto
= E

]

interface Seriall/1

68391 255.255.256.0 deplex waubo

C:\Documents and Settings\user-nwz\Desktop\1.JPG

QUESTION NO: 192 DRAG DROP

| Drag the appropriate command on the left fo the configuration task it accomplishes. (Mol all options are used.)

login password cantComeln encrypd al clear tend passwords

protech SCCass 10 thi: usaer rmade prompd
enable password uwil1NeverNo

36t privileged mode ancrypted passwond

e ]

line conzole O
password friendS0nky

Sl pessword 1o alow Talet connachons

Sel privilaged mode clear test passward

enable secret noWayindu

line vty 0 4
password Zhard2Guess

Answer:
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Drrag the appropriate command on the left to the configuration task it accomplishes. (Mol all oplicns are used.)

login password cantComeln service password-encryption
line conzole O
|| enable password uwil1NeverNo | password frisndSOniy

P= e enable secret noWay1ndu

|

mﬂm
line vty 04
password Zhard2Guess
line consale 0
password friendS0nky enable password uwi11Neverbo
enable secret noWayindu
line vty 04
password Zhard2Guess

Explanation:

i Cirag fhe appropriate command on the left to the configuration task it accomplishes, (Moi all optiens are used.)

QUESTION NO: 193 DRAG DROP
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Drag the commands on the left to the appropriate funclions on the right. (Mot all options are used.)

ping 100001 displays FC network configuration
dispkays the list of routars on a path to a netwark
ping 127.0.0.1 decinaicn
tests WY configuration
Sl ALY
tests TCRIF protocol stack
ipconfig fall displays IF to MAC address mappings on a
Windaows FC
arp-a
telnet

Answer:

| Drag the commands on the left to the appropriate funclions on the right. (Mot all options are used.)

ping 10.0.0.1 | ipcanfig fall
tracert
ping 127.0.01 || PR £ =y
el
telnet
- N
I\ﬁ plng 127001
ipcantig fal T

‘ 3
4

telnet

Explanation:

| Drag the commands on the lefl to the appropriale funclions on the right. (Mol all options are used.)
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QUESTION NO: 194 DRAG DROP

| Maich the terms on the left with the appropriate OSI layer on the right. (Mot all oplions are used.)

bits | etk Layer

packets | I |

e I|eI"= I

I
I
|
: b ‘*TL\I Transport Layer
I
I
I
I

Sagmeants w’ | | |

| |
I |

MAC addresses

wandawing

|
|
routing |
|

switching

Answer:

| Maich the terms on the left with the appropriate OSI layer on the right. (Mot all oplions are used.)

reuting

switching

I bits | etk Layer

packats I sxsiige
I = | I P IP addresses |
" 1P addresses k! !l ek I
I ' Trarspor Layer

aabians f‘w-—l | Sagmants
| MAC addresses | wandowing I
| = || =
| |
I I

Explanation:
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| Maich the terms on the left with the appropriate OSI layer on the right. (Mot all oplions are used.)

Megwnork: Layer

3

Trarspor Layer

QUESTION NO: 195 DRAG DROP

| Match the command on the left with its use on the right. (Net all optiens are used.)

F 1% copy flash tftp replace the 105 image

backup the cument K25
R1#% copy thp fash i Lol —

make & backup copy of the configuration in RAM

R 1# copy flash runni t‘xq
Mm ek thee configuration in RAM the corfiguration the

rosyber will use on startup

F1# copy running-config tp merge & backup configuration with the configuratian
in RAM
F1# copy tp running-config
F1# copy running-cenfig startup-config

Answer:
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| Match the command on the left with its use on the right. (Net all optiens are used.)

F 1% copy flash tftp

|

F1% copy thp flash

R1# copy flash Mﬁmmtdq

F1# copy running-config tftp

F1# copy tp running-config

F1# copy running-cenfig startup-config

Explanation:

F1% copy thp flash

3

F 1% copy flash tip

F1# copy running-config tftp

F1# copy running-config startup-config

F1# copy tp running-config

| Match the command on the left with its use on the right. (Net all optiens are used.)

QUESTION NO: 196 DRAG DROP

Refer to the exhibit PCA is sending packets to the FTP server. Consider the packets as they leave
RA Interface Fa0/0 forwards RB. Drag the correct frame and packet address to their place in the

table.
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1P 1T296.34.250
MAC DDOD oatd 5555

il

-

MAC 0000.ea54.5555 MAC 0000.0C12.2222

IP 172.16.25.34 IP 172.16.34.1

0000.3465.777T

IP17216.21.7
MAC 0000.0d12.6666

Answer:

"Pass Any Exam. Any Time." - www.actualtests.com 123



Cisco 640-822 Exam

IP 1726217 | | 1P 172.16.34.250
| MAC 0000.a12.6665 | | MAC 0000 0% 5555

Ej
PCA FTP Server
Target
MAC 0000.0C939999 | [T~ wp17z16217 [ ]

[mac ooooocesssss | [T 1P 1721634250 ||

Explanation:
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Target
' MAC 0000.0C93.9999 | |

IP 172.16.21.7

I

'MAC 0000.0C89.3333 | |

IP 172.16.34 250

e R A R L T T .

72.16.25.34

IP1 -
MAC 0000.0C89.3333

QUESTION NO: 197 DRAG DROP
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Wob Snmlt
128.77.188.166

'NAT Outside Local
NAT Inside Global

12877188166

Wob S:nnit
128.77.188.166

| NAT Inside Local NAT Inside Global
'NAT Outside Local NAT Outside Local

NAT Inside Global | 0.0.0.0/24

NAT Outside Global NAT Outside Global

Explanation:
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QUESTION NO: 198 HOTSPOT

Click on the correct location or locations in the exhibit.

This task requires the use of various show commands from the CLI of Router] to
answer 5 multiple-chaoice guestions. This does not require any configuratian.

NOTE: The show running-configuration and the show startup-configuration
commands have heen disabled in this simulation.

Tao access the multiple-choice gquestions, click on the numbered boxes on the
right of the top panel.

There are 5 multiple-choice questions with this task. Be sure to answer all &
guestions before leaving this item.

eSim Professional v1.0.1.9 00:00:58

What is the subnet broadcast address of the LAMN connectaed to Router1?

() 192.168.200.15
@ 192.168.200.31
() 192.168.200.63
() 192.168.200.127
() 255.255.255.255

COENE
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Answer:

pe |What is the subnet broadcast address of the LAN connected to Router1?

q

H () 192.168.200.15
192.168.200.31
@)

n 192.168.200.63
() 192.168.200.127
() 255.255.255.255

Explanation:
192.168.200.31

User the "show ip interface brief" command

CiscoTerminal
]

Fress RETURM to get started.

Routerl=en

routerléshow ip int hrief

Interface IP address OE? Methed Status Frotocol
Fastethernat0/0 unassigned YES unset administratively down down
Fastethernstd/1 192 188 .200.23 IY‘ES manual up up
Serisll/0 19.11.12.13 YES manual padministratively down down
Seriall/1 unassigned TES unset administratively down down

Routerlg j
-

C:\Documents and Settings\user-nwz\Desktop\1.JPG

User the "show interface fa0/1" command
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CiscoTerminal

Routerlfshow int fad/ 1
FastBthernetl/l is Up, line protacol is Up
Hardware is Lance, gddress iz 0010 7hi
Internet address ig 192 .168.200.23/28 |
MTU 1500 bytes, BW 100000 Ebit, DLY 100 usee,
reliability 255/255, txload 1/255, rxload 1,/255
Encapsulation ARPA, loopback not set
Feepalive zet (10 sec)
Full-duplex, 100Mb/s, 100BaseTX/FX
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:27, cutput 00:00:02, output hang newex
Last eclearing of "show dnfarface" counters never
Quesueing strategy: fifo
Cutput gqueuve 0440, 0 deeps, inputcqueue 0/75, 0 drops
5 mirute input fata [ bits/sec, 0 packets/sec
5 minate cutput rate 0 bits/sec, 0 packets/sec
3581 packets imput, 1202219 bytez, 0 no buffer
Received 3581 broadeasts, 0 runts, 0 gianta, 0 throttles

0 input packets with dribble condition detected
24213 packets output, 2101260 bytes, 0 underruns
0 output errors, 0 collisions, 12 interface resets
0 babbles, 0 late collision, 0 deferred

--More--

cdedd(bia 0010.7bEL.4e2d)

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignozed, 0 abort

4]

C:\Documents and Settings\user-nwz\Desktop\1.JPG

From the output we learn that the ip address of the FastEthernetO/1 interface of Routerl is

192.168.200.23 and the subnet mask is /28.

-> The broadcast address of this subnetwork is 192.168.200.31

QUESTION NO: 199 HOTSPOT

Click on the correct location or locations in the exhibit.
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This task requires the use of various show commands from the CLI of Router] to
answer 5 multiple-choice guestions. This does not require any configuration.

MOTE: The show running-configuration and the show startup-configuration
commands have been disahled in this simulation.

To access the multiple-choice guestions, click on the numbered boxes on the
right of the top panel.

There are 5 multiple-choice guestions with this task. Be sure to answer all 5
guestions before leaving this item.

e5Sim Professional v1.0.1.9 00:00:58

I:I '.---“'u r"’r—"‘"\

= \ P )
- ~—

Console i %

n What is the bandwidth on the WAN interface of Router1?

H () 16 Kbit'sec
() 32 Kbit'sec

H () &4 Kbit'sec

E {:} 128 Kbit'sec
D
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Answer:

What is the bandwidth on the WAN interface of Router1?

() 32 Kbit'sec
() 64 Kbit'sec
{:} 128 Kbit'sec
512 Kbit'sec
O 1544 Kbit'sec

5
E () 16 Kbit'sec
a

Explanation:
512 Kbit/sec

Use the "show interfaces serial 0/0" command

-

Routerl#show int s0/0
Seriall/0) iz adminiatratively down, line protocol is down
Hardware is PowerQUICC Serial
Internet address is 10.11.12.13/30
Hardware iz HDEASTO
MTU 1500 bytes DLY 20000 usec,
raliabllity 2: , txload 17255, £xload 1/255
Encapsulation HDLC, leopback not set
Deepalive set (10 sec)
Last input 00:00:04, cutput 00:00:0B, output hang never
Last clearing of "show interface" counters neéver
Input queus: 0/75/0/0 (sife/maxSdrops/flushesz); Total output drops: O
Quetieing strategy: welghted faic
output queue: 071000/64/0 [size/max total/threshold/draps)
Conversations 0/1432 factive/max active/max total)
Reserved Conversations 0/0 [allocated/max allocated)
Available Bandwidth 96 kilobits/sec
5 minute input rate  bits/sec, 0 packets/sec
5 minute output rate J bits/sec, 0 packets/sec
54957 packets input, 3525186 bytes, O no buffer
Received 29443 broadecasts, 0 runta, 0 giants, 0 throttles
0 input errors, 0 CRC, O frame, 0 overrun, 0 ignored, 0 abort
43640 packets output, 2760413 bytes, 0 underruns

--More--
-

C:\Documents and Settings\user-nwz\Desktop\1.JPG

QUESTION NO: 200 HOTSPOT

Click on the correct location or locations in the exhibit.

CigcoTerminal
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This task requires the use of various show commands from the CLI of Router] to
answer 5 multiple-choice guestions. This does not require any configuration.

MOTE: The show running-configuration and the show startup-configuration
commands have been disahled in this simulation.

To access the multiple-choice guestions, click on the numbered boxes on the
right of the top panel.

There are 5 multiple-choice guestions with this task. Be sure to answer all 5
guestions before leaving this item.

e5Sim Professional v1.0.1.9 00:00:58

I:I ‘.--n“h r’f—_‘-x
 —— \_‘ ISP _;
t - W
Console i %

What interfaces on Router! have not had any configurations applied? (Choose two. )

E [] Ethemet0

3
- i
izl

@ FastEthernet 0/0

[[] FastEthernet 0r1
E [[] serialo

[] serial 0/0

@ serial 0/1

Answer:
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What interfaces on Router! have not had any configurations applied? (Choose two.)

H D Ethemet 0

=
.

=2 | @] FastEthernet 0/0
[] FastEthernet 011

E [] serial0

[] serial 00

@ serial /1

Explanation:
FastEthernet0/0 and Serial 0/1

User the "show ip interface brief" command

Notice that Routerl does not have Ethernet 0 and Serial O interfaces. FastEthernet 0/1 and Serial
0/0 were configured with their IP addresses therefore only FastEthernet 0/0 and Serial0/1 have not
had any configurations applied.

CiscoTerminal
A

FPress RETURN to get started.

Routerl>en

Routerl#show ip ik boief

Interface 1F-Address OK? Method Status Frotocol
astethernetld /0 unassigned YES unset administratively down down |
Faastethernetl/1 152 .168.200.23 ¥ES manual up up
Seriall/0 10.11.12.13 YEE manual administratively down down

Fcrnltlf:l. unassigned ¥YES unset administratively down down I

Routerl§ . j
-

C:\Documents and Settings\user-nwz\Desktop\1.JPG

QUESTION NO: 201 HOTSPOT

Click on the correct location or locations in the exhibit.
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This task requires the use of various show commands from the CLI of Router] to
answer 5 multiple-choice guestions. This does not require any configuration.

MOTE: The show running-configuration and the show startup-configuration
commands have been disahled in this simulation.

To access the multiple-choice guestions, click on the numbered boxes on the
right of the top panel.

There are 5 multiple-choice guestions with this task. Be sure to answer all 5
guestions before leaving this item.

e5Sim Professional v1.0.1.9 00:00:58

I:I ‘.--n“h r’f—_‘-x
 —— \_‘ ISP _;
t - W
Console i %

Including the address on the Router1 FastEthemet interface, how many hosts can have
IP addresses on the LAN to which Router? is connected?

Answer:
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Including the address on the Router1 FastEthemet interface, how many hosts can have
IP addresses on the LAN to which Router? is connected?

2

BO°

EEM
il () 62

5 RORE:

Explanation:
14

The mask address of interface Fa0/1 of Routerl is /28, which has four O bits (1111 1111.1111

1111.1111
1111.11110000). Therefore there are 24— 2 = 14 assignable IP addresses for hosts on the LAN.

QUESTION NO: 202 HOTSPOT

Click on the correct location or locations in the exhibit.
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This task requires the use of various show commands from the CLI of Router] to
answer 5 multiple-choice guestions. This does not require any configuration.

MOTE: The show running-configuration and the show startup-configuration
commands have been disahled in this simulation.

To access the multiple-choice guestions, click on the numbered boxes on the
right of the top panel.

There are 5 multiple-choice guestions with this task. Be sure to answer all 5
guestions before leaving this item.

e5Sim Professional v1.0.1.9 00:00:58

Console
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The haosts in the LAN are not able to connect 1o the Internet Which commands will

‘mrrect this issue?
O Router1{confi# interface fadi0
Router1{conf-if}# no shutdown
n O Routert{conf)# interdace falf
Router!{conf-if}# no shutdown
m & Router1{conf)# interface s0/0
Routert{conf-if 2 no shutdown
O Routert{conf)# interdace fali
Routert{conf-if}# no shutdown
'S Foutert{conf)# interface s0/0
Routeri{conf-if # ip address 10.11.12.13 255.255.255 252
O Routericonf)# interface s0/1
Routert{conf-if)# ip address 10.11.12.13 255.255.255.252

Answer:

The haosts in the LAN are not able to connect to the Internet Which commands will

B
correct this issue?
O Router1{confi# interface fadi0
Router1{conf-if ) no shutdown
n O Routert{conf)# interface falH
Router!{conf-ifj# no shutdown

qil Router1{conf)# interface s0/0

Routert{conf-if 2 no shutdown

O Routert{coni)# interdace faliM

Routert{conf-if}# no shutdown

'S Foutert{conf)# interface sO/0
Routeri{conf-if # ip address 10.11.12.13 255.255.255 252

O Routeri{conf)# interface s0/M1
Routert{conf-if)# ip address 10.11.12.13 255.255.255.252

Explanation: Routerl(conf)# interface s0/0
Router1(conf-if}# no shutdown

User the "show ip interface brief* command
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CiscoTerminal

Fress RETUREN to get started.

Routerl>en

Routerliishow ip imt brief

Interface [P-Address J? Method Status Protocol
Fastethernetd/ 0 unassigned YES unset  administratively down down
Faatethernet0/L 132 .168.200.23 ¥ES manual up up
Serinll/0 10.11.12.13 ¥YES manual adminiztratively down dounl
Seriall/1 unassigned ¥ES unset administratively down down
Rnut&rli_

C:\Documents and Settings\user-nwz\Desktop\1.JPG

From the output, we learn that the status of Serial0/0 interface which connects to ISP router is

=]

currently "administratively down". This status indicates this interface is shutting down so we need

to turn it on.

QUESTION NO: 203 HOTSPOT

Click on the correct location or locations in the exhibit.
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Thig iterm containg several guestions that vou must answer. You can view these
guestions by clicking on the corresponding button to the left. Changing questions
can be accomplished by clicking the numbers ta the left of each guestion. In
arderto complete the questions, you will need to refer to the Exhibit.

To gain access to the Exhihit, click on the Exhibit button at the bottorm of the
screen. When you have finished viewing the Exhihit, you can return to your
guestions by clicking on the Questions button to the [efl.

Each of the windows can be minimized by clicking onthe [-]. You can also
reposition a window by dragoing it by the title bar,

_

o N =
Refer to the Exhibit. As the first step in verifying a local host configuration, a network
technician issues the ipconfig fall command on a computer. Use the results of the
comrmand to answer the five questions shown on the Questions tab.
—I:

ic DNS Buffix . cisco.com

Intel{R> PRO1B6@ MT Mobile

- i E « .« « = BA-AD-68-FD-FE-34
DHCP Enabled. . . . - . -« L - -
Autoconf iguration Enahled -

o
DHCF Server
DN Servers

Y .

Pr ry WINE Repper - e 7

Secondary WINSServer . . S S | 5.228

Lease Obtained.. - - . . . - o E ; June 11, 2887 ?7:26:4
Lease Express = = « -« - . . . i td wsday. June 14, 2087 *:26

Ethernet adapter Local firea Connection:

connected
ens Wireless LAM Adapter

Physical Addeess. . - < B BEA-OAE-9B-418-86-2A
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LIE]

Which ofthese destination addresses does not require the use of the default gateway for a
packet from this local host?

10482
10.5.2.27
10.69.2.89
172163228
17216.236.4

LIE]

Which ofthese destination addresses does not require the use of the default gateway for a
packet from thiz local host?

10482
10.5.2.27
10.69.2.89
172163228

| lr2162384

Explanation:
172.16.236.4

QUESTION NO: 204 HOTSPOT

Click on the correct location or locations in the exhibit.
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e,

=1

Thig iterm containg several guestions that vou must answer. You can view these
guestions by clicking on the corresponding button to the left. Changing questions
can be accomplished by clicking the numbers ta the left of each guestion. In
arderto complete the questions, you will need to refer to the Exhibit.

To gain access to the Exhihit, click on the Exhibit button at the bottorm of the
screen. When you have finished viewing the Exhihit, you can return to your

gquestions by clicking on the Questions button to the (eft.

Each of the windows can be minimized by clicking onthe [-]. You can also

reposition a window by dragoing it by the title bar,

Refer to the Exhibit, As the first step in verifying a local host configuration, & network
technician issues the ipconfig fall command on a computer. Use the results of the
command to answer the five questions shown on the Questions tak.

WINNT ) system32’ cmd.exe

Connection-
Pezcription .

Phyzical Addreszs.
DH( Enabled.

spacific DNS Suffix
g e T . . 2 Intel{R> PRO-108@ HT Mohile

cisco.com

Autoconf iguration Lnnhlrd E

I[P Address.

236.227

Subnet Maszk . . .
Default Gateway .
DHC

DN Servers

Primary WINE

fecondary U[beerner
Lease Obtained -
Lease Express - - -

Ethernet adapter Local firea C

B8-0OE-9B-48-86-20

: Eﬂ—BD-bﬂ FD-FE-34

: -235.228
Fondau June 11, 2B@A7 7:2
: Thur*inu. June 14, 2087 %:26:

]

Which IP address represents the first server this computer will atternpt to contact to resolve
an Internetweh site LRL to an IP address?

10.4.81
10.69.2.87
1721632
172.16.236.1
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Answer:

" Question #2 =0

Which IP address represents the first server this computer will atternpt to contactto resolve
an Internetweh =ite URL to an IP address?

10.4.81
10.69.2.87
172.168.3.2
172.16.236.1

Explanation:
10.4.8.1

QUESTION NO: 205 HOTSPOT

Click on the correct location or locations in the exhibit.

=T

Thisg iterm containg several guestions that you must answer. You can view these
guestions by clicking on the corresponding button to the left. Changing questions
can be accomplished by clicking the numbers ta the left of each guestion. In
arderto complete the questions, you will need to refer to the Exhibit.

To gain access to the Exhihit, click on the Exhibit button at the bottorm of the
screen. When you have finished viewing the Exhihit, you can return to your
guestions by clicking on the Questions button to the [efl.

Each of the windows can be minimized by clicking onthe []. You can also
repasition & window by dragoing it by the title bar,

N

=]
Refer to the Exhibit. As the first step in verifying a local host configuration, a network
technician issues the ipconfig fall command on a computer. Use the results of the
command to answer the five questions shown on the Questions tak.
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WINNT system32, cmd.exe

—specific DHNS Suffix . CigCco.com

R T i . + * Intel<R> PRO-106@ MI Mobile

Physical Address. « « « = BA-8D-68-FD-Fii—34
DH( Enablesd. . = =« = =« = ot ot ot .

Autoconf iguration Enahled

[P Address.

Subnet Mask . . .

Pefault Gateway .

DH

DNS Servers .

Primary WINE Repuer = v =
Secondary WINEServer : 18.69.235.2

rA j 0 & E\‘
Lease Obtained . . . 1k Monday. June 11, 2887 7:1
Lease Express - - - - . . . « = Thursday,. June 14, 28007 %:26

Ethernet adapter Local Area

Redia State . 5 —" onnected
Pescription . " ool el ; tens Wireless LAN Adapter

Physical Addres i 3 B0-09E-9B-48-86-2R

I LIE
From this camputer, the network technician is able to successfully ping to the IP address of
the primary DMS server canfigured an the computer. What can the network technician
determine aboutthe netawork?
The DMS server is able to resolve domain names to IP addresses
The rauter with the address 1722 16.3 2 has the correct raute to the 10.0.0.0 netwark.
The names of all of the routers in the path can be resolved by the configured DHS
SEMVAErS,
The routerwith the address 172.16.236.1 has a route it can use to reach netwoark of the
DME server.
Answer:
| Question #3 LIS

Fram this camputer, the netwark technician is able to successfully ping to the IP address of
the primary DMS server configured on the computer. What can the network technician
determine ahout the netiwork?

The DS senver is able to rezolve domain names to IP addreszes
The router with the address 172.2.16.3 2 has the correct route to the 10.0.0.0 network.

The names of all of the routers inthe path can be resolved by the configured DNS
SERErS.

The router with the address 172.16.236.1 has a route it can use to reach network of the
M5 semver.

Explanation:
The router with the address 172.16.236.1 has a route it can use to reach network of the DNS

server
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QUESTION NO: 206 HOTSPOT

Click on the correct location or locations in the exhibit.

=

This iterm containg several guestions that wou must answer. You can view these
guestions by clicking on the corresponding button to the left. Changing questions
can he accomplished by clicking the numbers to the left of each guestion. In
arderto complete the questions, you will need to refer to the Exhibit.

To gain access to the Exhihit, click on the Exhibit hutton at the bottom of the
screen. When you have finished viewing the Exhibit, you can return to your
guestions by clicking on the Questions hutton to the lef.

Each of the windows can be minimized by clicking an the [-]. ¥ou can also
reposition a window by dragoing it by the title bar,

: e LB
Fefer to the Exhihit. As the first step |n '-.-'Eflfg.-'lr'lg a Incal hnst cnnfguratlun a netwnrk
technician issues the ipconfig fall command on a computer. Use the results ofthe
command to answer the five questions shown on the Guestions tab.

b mmm v s s i e

WINNT system32’ cond.exe

specific DHNS Suffix = BC0.G
T : Intel(R> PRO-16060@ MT Mobile

: LH—BD—bH FD-Fii—34

Rutu untlgutatlun Enabled . . .
[P Address.

Subnet Mask . .

1 ||-11. Gate I.Fl) s

- dary UIHSb&]Het | . 228
Leﬂse Obtained . . - o = B - June 11. 2887 7:216:45 AM
Lease Express S i wsday, June 14, 2087 %:26:45 AM

Ethernet adapter Local frea Connection:

Redia State . . . I » Disconnected
Pescription . . . « « 2 Cisco tens Wireless LAN Adapter

Physical Address. . . . . . . . . = BO-BE-7B-48-8B6-2R
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| Question #4 =]

What two things can the technician determine by successfully pinging from this computer to
the IP address 17216.236.17 (Choose two)

| The network card on the computer is functioning correctly

| The default static route on the gateway router is correctly configured

| The correct default gsteweay IP address iz configured 0n the computer.,

| The device with the IP addres=172 16.236.1 is reachable over the network.

| The default gateway at 172.16.236.1 is able to forward packets to the Internet.

Answer:

What two things can the technician determine by successfully pinging from this computer to
the IP address 172.16.236.17 (Choose two)

|The netwark card on the computer is functioning correctly
| The default static route on the gateway router is correctly configqured

| The correct default gsteweay IP address iz configured 0n the computer.,

|| The device with the IP address172.16.236.1 is reachable over the network.
| The default gateway at 172.16.236.1 is able to forward packets to the Internet.

Explanation: The network card on the computer is functioning correctly. The device with the IP
address 172.16.236.1 is reachable over the network.

QUESTION NO: 207 HOTSPOT

Click on the correct location or locations in the exhibit.
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' =

Thig iterm containg several guestions that vou must answer. You can view these
guestions by clicking on the corresponding button to the left. Changing questions
can be accomplished by clicking the numbers ta the left of each guestion. In
arderto complete the questions, you will need to refer to the Exhibit.

To gain access to the Exhihit, click on the Exhibit button at the bottorm of the
screen. When you have finished viewing the Exhihit, you can return to your
guestions by clicking on the Questions button to the [efl.

Each of the windows can be minimized by clicking onthe [-]. You can also
reposition a window by dragoing it by the title bar,

_

o N =
Refer to the Exhibit. As the first step in verifying a local host configuration, a network
technician issues the ipconfig fall command on a computer. Use the results of the
comrmand to answer the five questions shown on the Questions tab.
—I:

ic DNS Buffix . cisco.com

Intel{R> PRO1B6@ MT Mobile

- i E « .« « = BA-AD-68-FD-FE-34
DHCP Enabled. . . . - . -« L - -
Autoconf iguration Enahled -

o
DHCF Server
DN Servers

Y .

Pr ry WINE Repper - e 7

Secondary WINSServer . . S S | 5.228

Lease Obtained.. - - . . . - o E ; June 11, 2887 ?7:26:4
Lease Express = = « -« - . . . i td wsday. June 14, 2087 *:26

Ethernet adapter Local firea Connection:

connected
ens Wireless LAM Adapter

Physical Addeess. . - < B BEA-OAE-9B-418-86-2A
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i)
L

LIS

-'_i..::'-'

Which staterment is true about how the router with the P address 172.16.236.1 will send a
data packet to this computer?

The rauter encapsulates the packetin a frame addressed to the MAC address FF-FF-FF-
FF-FF-FF and sends it out the interface connected tothe 172.16.236.0 network

The router uses an ARP request to okitain the correct MAC address forthe computer. It
then encapsulates the pscket in s frame addressed to the MAC address 00-00-60-FD-
FO-34.

The routers encapsulates the packet in a frame addressed to the MAC address ofthe next
hop router on the path to the computer.

The routerworks at Layer 2 ofthe OS] model and does not use Layer 2 MAC addresses to
send packets to the destination computer.

Answer:

L

LIE

-'-’..::'-'
J&

Which statement is true ahout how the router with the IP address 172.16.236.1 will send a
data packet to this computer?

The router encapsulates the packetin a frame addressed to the MAC address FF-FF-FF-
FF-FF-FF and sends it out the interface connected tothe 172 16.236.0 network

The router uses an ARP request to obtain the correct MAC address forthe computer. It
then encapsulates the packet in s frame addressed to the MAC address 00-00-60-FD-
FO-34.

The routers encapsulates the packet  in a frame addressed to the MAC address of the next
hop router on the path to the computer.

The routerworks at Layer 3 ofthe 051 model and does not use Layer 2 MAC addresses to
zend packets to the destination computer.

Explanation:
The router uses an ARP request to obtain the correct MAC address for the computer. It then
encapsulates the packet in a frame addressed to the MAC address 00-0D-60-FD-F0-34.

Topic 6, Simulation/Lab Questions

QUESTION NO: 208 CORRECT TEXT

e
Apopka
Tatipe AgReka LAN Switch
@ Fanio e i Falim @
f” 18202128728 209165.201.0027
198.181.1/24 Metwork Metwork
Fanio - IF

o—
—
Console
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ST P T T
[
ii"'\-'-\;"-""'i
| e e

LIB]

To canfigure the router Apopka) click on the console hosticon that is
connected to a router by 3 serial console cable (shower in the diagram

as adashed black line).
You can click an the buttans helow to view the different windows.

Each ofthe windows can bhe minimized by clicking on the [-]. You can
also reposition awindow by dragaing it by the title bar.

The "Tab" key and most commands that use the "Control* or"Escape”

kews are not supported and are not necessary to complete this

simulation. The help command does not display all commands of the

hielp system.

o 3t

==

Central Florida Widgets recently installed a new router in their Apopka office. Complete the
netwark installation by performing the initial router configurations and configuring RIPY2
routing using the router command line interface (CLO on the Apopka router.

Configure the router per the following requirements:

Mame of the router is Apopka
Enable-zecret password is ishd55ana
The password to access user EXEC mode using the consale is New2Rir
The passward to allow telnet access to the router is sirB90us
IPvd addresses must be configured as follows:
Ethernat netwoark 200.165.201.0 /27 - router has second assignable host address in
subnet
Serial netwark is 192.0.2.128 228 - router has last assignahle host address inthe subnet
Interfaces should be enabled.
| Routing protocol is RIPw2.,

Answer: Router>enable

Router#config terminal
Router(config)#hostname Apopka

2) Enable-secret password (cisco10):
Apopka(config)#enable secret ciscol0

3) Set the console password to RouterPass:
Apopka(config)#line console 0
Apopka(config-line)#password RouterPass
Apopka(config-line)#login
Apopka(config-line)#exit

4) Set the Telnet password to scan90:
Apopka(config)#line vty 0 4
Apopka(config-line)#password scan90
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Apopka(config-line)#login

Apopka(config-line)#exit

5) Configure Ethernet interface (on the right) of router Apopka:

The subnet mask of the Ethernet network 209.165.201.0 is 27. From this subnet mask, we can
find out the increment by converting it into binary form, that is /27 =1111 1111.1111 1111.1111
1111.1110 0000. Pay more attention to the last bit 1 because it tells us the increment, using the
formula:

Increment = 2place of the last bit 1 (starts counting from 0,from right to left), in this case increment
= 25 = 32. Therefore:

Increment: 32

Network address: 209.165.201.0

Broadcast address: 209.165.201.31 (because 209.165.201.32 is the second subnetwork, so the
previous IP - 209.165.201.31 - is the broadcast address of the first subnet).

-> The second assignable host address of this subnetwork is 209.165.201.2/27

Assign the second assignable host address to Fa0/0 interface of Apopka router:
Apopka(config)#interface Fa0/0

Apopka(config-if)#ip address 209.165.201.2 255.255.255.224

Apopka(config-if)#no shutdown

Apopka(config-if)#exit

6) Configure Serial interface (on the left) of router Apopka:

Using the same method to find out the increment of the Serial network:

Serial network 192.0.2.128/28:

Increment: 16 (/28 =1111 1111.1111 1111.1121 12111.1111 0000)

Network address: 192.0.2.128 (because 8 * 16 = 128 so 192.0.2.128 is also the network address
of this subnet)

Broadcast address: 192.0.2.143

-> The last assignable host address in this subnet is 192.0.2.142/28.

Assign the last assignable host address to S0/0/0 interface of Apopka router:
Apopka(config)#interface S0/0/0 (or use interface S0/0 if not successful)

Apopka(config-if)#ip address 192.0.2.142 255.255.255.240

Apopka(config-if)#no shutdown

Apopka(config-if)#exit

7) Configure RIP v2 routing protocol:

Apopka(config)#router rip

Apopka(config-router)#version 2

Apopka(config-router)#network 209.165.201.0

Apopka(config-router)#network 192.0.2.128

Apopka(config-router)#end

Save the configuration:

Apopka#copy running-config startup-config

Finally, you should use the ping command to verify all are working properly!
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QUESTION NO: 209 CORRECT TEXT

There are three locations in a school district of a large city: ROUTER -M, ROUTER -W and
ROUTER -U. The network connection between two of these locations has already functioned.
Configure the ROUTER -M router IP addresses on the EO and SO interfaces so that the EO
receives the first usable subnet while the SO receives the second usable subnet from the network
192.168.160.0/28. Both interfaces would receive the last available ip address on the proper
subnet.

NHama : M Name : W
EQ : first subnet ED : 192.168.106.1
80 : second subnet S0 : 192.168.865.1
Secret Password : ciscoe 51 : second subnet

Name : o
EQ0 : 192.168.9.1
51 : 192.168.65.2

Answer: ROUTER-M> enable

Password: Cisco

ROUTER-M# config t

ROUTER-M(config)# interface e0

ROUTER-M(config-if)# ip address 192.168.160.14 255.255.255.240
ROUTER-M(config-if)# no shutdown

ROUTER -M(config-if)# exit

ROUTER -M(config)# interface sO

ROUTER-M(config-if)# ip address 192.168.160.30 255.255.255.240
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ROUTER-M(config-if)# no shutdown
ROUTER-M(config-if)# end
ROUTER-M# copy run start

QUESTION NO: 210 CORRECT TEXT

This topology contains 3 routers and 1 switch. Complete the topology.
Drag the appropriate device icons to the labeled Device

Drag the appropriate connections to the locations labeled Connections.
Drag the appropriate IP addresses to the locations labeled IP address
(Hint: use the given host addresses and Main router information)

To remove a device or connection, drag it away from the topology.

Use information gathered from the Main router to complete the configuration of any additional
routers. No passwords are required to access the Main router. The config terminal command has
been disabled for the HQ router. The router does not require any configuration.

Fal™ P Addrass

192.168.152.129/28 182.188.152.225/28

192 168.152.238/28 192 168.152.161/28

192.1868.152.177/28 192.168.152.190/28

192.168.152.174/28 192.168.152.142/28
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Configure each additional router with the following:

Configure the interfaces with the correct IP address and enable the interfaces.
Set the password to allow console access to consolepw

Set the password to allow telnet access to telnetpw

Set the password to allow privilege mode access to privpw

Note: Because routes are not being added to the configurations, you will not be able to ping
through the internetwork.

All devices have cable autosensing capabilities disabled.

All hosts are PC's

Answer: Specify appropriate devices and drag them on the "Device" boxes

For the device at the bottom-right box, we notice that it has 2 interfaces Fa0/2 and Fa0/4;
moreover the link connects the PC on the right with the device on the bottom-right is a straight-
through link -> it is a switch

The question stated that this topology contains 3 routers and 1 switch -> two other devices are
routers

Place them on appropriate locations as following:

(Host D and host E will be automatically added after placing two routers. Click on them to access
neighboring routers)

Specify appropriate connections between these devices:

+ The router on the left is connected with the Main router through FastEthernet interfaces: use a
crossover cable

+ The router on the right is connected with the Main router through Serial interfaces: use a serial
cable

+ The router on the right and the Switch: use a straight-through cable

+ The router on the left and the computer: use a crossover cable

(To remember which type of cable you should use, follow these tips:

- To connect two serial interfaces of 2 routers we use serial cable

- To specify when we use crossover cable or straight-through cable, we should remember:
Group 1: Router, Host, Server

Group 2: Hub, Switch

One device in group 1 + One device in group 2: use straight-through cable

Two devices in the same group: use crossover cable

For example: we use straight-through cable to connect switch to router, switch to host, hub to host,
hub to server... and we use crossover cable to connect switch to switch, switch to hub, router to
router, host to host... )
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Assign appropriate IP addresses for interfaces:

From Main router, use show running-config command:

(Notice that you may see different IP addresses in the real CCNA exam, the ones shown above
are just used for demonstration)

From the output we learned that the ip address of Fa0/0 interface of the Main router is
192.168.152.177/28. This address belongs to a subnetwork which has:

Increment: 16 (/28 = 255.255.255.240 or 1111 1111.1111 11211.21221 1111.1111 0000)
Network address: 192.168.152.176 (because 176 =16 * 11 and 176 < 177)
Broadcast address: 192.168.152.191 (because 191 =176 + 16 - 1)

And we can pick up an ip address from the list that belongs to this subnetwork: 192.168.152.190
and assign it to the Fa0/0 interface the router on the left

Use the same method for interface Serial0/0 with an ip address of 192.168.152.161
Increment: 16

Network address: 192.168.152.160 (because 160 = 16 * 10 and 160 < 161)
Broadcast address: 192.168.152.175 (because 176 = 160 + 16 - 1)

-> and we choose 192.168.152.174 for Serial0/0 interface of the router on the right
Interface FaO/1 of the router on the left

IP (of the computer on the left) : 192.168.152.129/28

Increment: 16

Network address: 192.168.152.128 (because 128 = 16 * 8 and 128 < 129)
Broadcast address: 192.168.152.143 (because 143 =128 + 16 - 1)

-> we choose 192.168.152.142 from the list

Interface Fa0/0 of the router on the right

IP (of the computer on the left) : 192.168.152.225/28

Increment: 16

Network address: 192.168.152.224 (because 224 = 16 * 14 and 224 < 225)
Broadcast address: 192.168.152.239 (because 239 = 224 + 16 - 1)

-> we choose 192.168.152.238 from the list

Let's have a look at the picture below to summarize

Configure two routers on the left and right with these commands:

Routerl = router on the left

Assign appropriate IP addresses to Fa0/0 & Fa0/1 interfaces:

Routerl>enable

Routerl#configure terminal

Router1(config)#interface fa0/0

Router1(config-if)#ip address 192.168.152.190 255.255.255.240
Router1(config-if)#no shutdown

Router1(config-if)#interface fa0/1

Router1(config-if)#ip address 192.168.152.142 255.255.255.240
Router1(config-if)#no shutdown

Set passwords (configure on two routers)
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+ Console password:

Router1(config-if)#exit

Router1(config)#line console 0

Routerl1(config-line)#password consolepw
Router1(config-line)#login

Router1(config-line)#exit

+ Telnet password:

Router1(config)#line vty 0 4

Router1(config-line)#password telnetpw
Router1(config-line)#login

Router1(config-line)#exit

+ Privilege mode password:

Routerl(config)#enable password privpw

Save the configuration:

Router1(config)#exit

Routerl#copy running-config startup-config

Configure IP addresses of Router2 (router on the right)
Router2>enable

Router2#configure terminal

Router2(config)#interface fa0/0

Router2(config-if)#ip address 192.168.152.238 255.255.255.240
Router2(config-if)#no shutdown

Router2(config-if)#interface serial0/0

Router2(config-if)#ip address 192.168.152.174 255.255.255.240
Router2(config-if)#no shutdown

and set console, telnet and privilege mode passwords for Router2 as we did for Routerl,
remember to save the configuration when you finished

QUESTION NO: 211 CORRECT TEXT

Apopka
Tampa Apopka LM Switch
S0
= Fanin SO0 Fanim ﬁ
182.0.2.1287128 ! 209 165.201.0527
198.18.1.1424 M etk . Fetwork
Fadio- IP I

=)

Console

Central Florida Widgets recently installed a new router in their Apopka office. Complete the
network installation by performing the initial router configurations and configuring RIPv2 routing
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using the router command line interface (CLI) on the Apopka router.

Configure the router per the following requirements:

Name of the router is Apopka
Enable-secret password is ciscol0
The password to access user EXEC mode using the console is RouterPass

The password to allow telnet access to the router is scan90

IPv4 addresses must be configured as follows:

Ethernet network 209.165.201.0/27 — router has second assignable host address in subnet.

Serial network is 192.0.2.128/28 — router has last assignable host address in the subnet.
Interfaces should be enabled.

Routing protocol is RIPv2.

Instruction:

To configure the router (Apopka) click on the console host icon that is connected to a router by a

serial console cable (shown in the diagram as a dashed black line).

Each of the windows can be minimized by clicking on the [-]. You can also reposition a window by

dragging it by the title bar.

The “Tab” key and most commands that use the “Control” or “Escape” keys are not supported and
are not necessary to complete this simulation. The help command does not display all commands

of the help system.

Answer: 1) Name the router:

Router>enable

Router#config terminal
Router(config)#hostname Apopka

2) Enable-secret password (cisco10):
Apopka(config)#enable secret ciscol0

3) Set the console password to RouterPass:
Apopka(config)#line console 0
Apopka(config-line)#password RouterPass
Apopka(config-line)#login

"Pass Any Exam. Any Time." - www.actualtests.com

155



Cisco 640-822 Exam

Apopka(config-line)#exit

4) Set the Telnet password to scan90:

Apopka(config)#line vty 0 4

Apopka(config-line)#password scan90

Apopka(config-line)#login

Apopka(config-line)#exit

5) Configure Ethernet interface (on the right) of router Apopka:

The subnet mask of the Ethernet network 209.165.201.0 is 27. From this subnet mask, we can
find out the increment by converting it into binary form, that is /27 =1111 1111.1111 1111.1111
1111.1110 0000. Pay more attention to the last bit 1 because it tells us the increment, using the
formula:

Increment = 2place of the last bit 1 (starts counting from 0,from right to left), in this case increment
= 25 = 32. Therefore:

Increment: 32

Network address: 209.165.201.0

Broadcast address: 209.165.201.31 (because 209.165.201.32 is the second subnetwork, so the
previous IP — 209.165.201.31 — is the broadcast address of the first subnet).

-> The second assignable host address of this subnetwork is 209.165.201.2/27

Assign the second assignable host address to Fa0/0 interface of Apopka router:
Apopka(config)#interface Fa0/0

Apopka(config-if)#ip address 209.165.201.2 255.255.255.224

Apopka(config-if)#no shutdown

Apopka(config-if)#exit

6) Configure Serial interface (on the left) of router Apopka:

Using the same method to find out the increment of the Serial network:

Serial network 192.0.2.128/28:

Increment: 16 (/28 =1111 1111.1111 1111.11211 12111.1111 0000)

Network address: 192.0.2.128 (because 8 * 16 = 128 so 192.0.2.128 is also the network address
of this subnet)

Broadcast address: 192.0.2.143

-> The last assignable host address in this subnet is 192.0.2.142/28.

Assign the last assignable host address to S0/0/0 interface of Apopka router:
Apopka(config)#interface S0/0/0 (or use interface S0/0 if not successful)

Apopka(config-if)#ip address 192.0.2.142 255.255.255.240

Apopka(config-if)#no shutdown

Apopka(config-if)#exit

7) Configure RIP v2 routing protocol:

Apopka(config)#router rip

Apopka(config-router)#version 2

Apopka(config-router)#network 209.165.201.0

Apopka(config-router)#network 192.0.2.128
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Apopka(config-router)#end

Save the configuration:

Apopka#copy running-config startup-config

Finally, you should use the ping command to verify all are working properly!

QUESTION NO: 212 CORRECT TEXT

Lab SIM - RIP v2

I Toconfigure the router (Orlando) click on the console host ican that is

connected to a router by a serial console cable (shown in the diagram
as adashed black ling).

You can click on the buttons below to view the different windows.

Each of the windows can bhe minimized by clicking an the [-]. ¥ou can
also reposition a window by dragaing it by the title bar.

The "Tak" key and most commands that use the "Control” or"Escape”
keys are not supported and are not necessany to complete this

simulation. The help command does not display all commands of the
help system.

Orlando
Orland
e LAN Switch
» Fanio —

209165201 0027
Metwark

S0/0/0 58

W 1020232028
168.18.1.1/24 Metwork

Fadi- P

Console

Answer: Here are the answer with solution
(1) Name the router:

Router>enable

Router#config terminal
Router(config)#hostname Orlando

(2) Enable-secret password (cisco10):
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Orlando(config)#enable secret ciscol0

(3) Set the console password toRouterPass:

Orlando(config)#line console 0

Orlando(config-line)#password RouterPass

Orlando(config-line)#login

Orlando(config-line)#exit

(4) Set the Telnet password toscan90:

Orlando(config)#line vty 0 4

Orlando(config-line)#password scan90

Orlando(config-line)#login

Orlando(config-line)#exit

(5) Configure Ethernet interface (on the right) of router Orlando:

The subnet mask of the Ethernet network 209.165.201.0 is 27. From this subnet mask, we can
find out the increment by converting it into binary form, thatis /27 =1111 1111.1111 1111.1111
1111.1110 0000. Pay more attention to the last bit 1 because it tells us the increment, using the
formula:

Increment = 2place of the last bit 1 (starts counting from 0,from right to left), in this case increment
= 25=32.

Therefore:

Increment: 32

Network address:209.165.201.0

Broadcast address:209.165.201.31 (because 209.165.201.32 is the second subnetwork, so the
previous IP —209.165.201.31 — is the broadcast address of the first subnet).

-> The second assignable host address of this subnetwork is209.165.201.2/27

Assign the second assignable host address to Fa0/0 interface of Orlando router:
Orlando(config)#interface Fa0/0

Orlando(config-if)#ip address 209.165.201.2 255.255.255.224

Orlando(config-if)#no shutdown

Orlando(config-if)#exit

(6)Configure Serial interface (on the left) of router Orlando:

Using the same method to find out the increment of the Serial network:

Serial network192.0.2.128/28:

Increment:16 (/28 =1111 1111.1111 1111.1111 12111.11110000)

Network address:192.0.2.128 (because 8 * 16 = 128 so 192.0.2.128 is also the network address of
this subnet)

Broadcast address:192.0.2.143

-> The last assignable host address in this subnet is192.0.2.142/28.

Assign the last assignable host address to S0/0/0 interface of Orlando router:
Orlando(config)#interface SO0/0/0(or use interface SO/0 if not successful)

Orlando(config-if)#ip address 192.0.2.142 255.255.255.240

Orlando(config-if)#no shutdown
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Orlando(config-if)#exit

(7) Configure RIP v2 routing protocol:

Orlando(config)#router rip

Orlando(config-router)#version 2

Orlando(config-router)#network 209.165.201.0
Orlando(config-router)#network 192.0.2.128

Orlando(config-router)#end

(8)Save the configuration:

Orlando#copy running-config startup-config

Finally, you should use thepingcommand to verify all are working properly!

QUESTION NO: 213 CORRECT TEXT

Lab SIM — OSPF

A cormmunity collge In a large city has three localons, State Shore and Midtown. the network connection
between bwo of these locations is already functional. configure the state router 1p addrésses on the EO and
S0 interfaces so that the E0 receives the eleventh usable subnet while the S0 receive the forth usable
subnet from the nework 192, 168,191.0,/28, Both interfaces should receive the last available TP address on
the appropriate subnet,

MNote: The zero subnet should not be considered usable for this scenario.

The router are named State, Shore and Midbown,
RIP is routing protocol.

Clocking is provided in the serialD interfaces.

The secret password on the state router is "cisco',
The IP addresses are listed in the chart below,

State
EQ-eleventh subreat
S0-forth subniet

Shore

EQ 192.168.91.1
S0 192.168.42.1
S1 fourth subnet

Micttown
EQ 192.168.6.1
51 192.168.42.2
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—p

- ™ ¥| Name : State Name : Shore Mame : Midtown
’:5-' Q’r EO0 : eleventh subnet E0 :192.16891.1 E0 :192.168.6.1
el SO :fourth subnet SO :192.168.42.1 S1 :192.168.422

eSIM™ Professional D0:00:37 : .
Soaiic 1. Verslon 1.0 Secret password: cisco 31 :fourth subnet

wou will have to

scroll this window

and the problem

statement window State Shore Midtown

to view the entire 50 {DCE)

S e S g

configure the

router click on a ] EQ ED

host icon that is \‘ s

i

connected to a

router by a serial
console cable
(shown ina
diagram as a
dotted line), The
[Tab] key and
most

HostA  HostB HostC  HostD Host E Host F

™= Hide Topology

Answer:

Answer:

Answer:

Answer:

Answer: Here the step by step solution

State> enable

Password: Cisco

State# config t

State(config)# interface e0

State(config-if)# ip address 192.168.191.14 255.255.255.240
State(config-if)# no shutdown

State(config-if)# exit

State(config)# interface sO

State(config-if)# ip address 192.168.191.30 255.255.255.240
State(config-if)# no shutdown

State(config-if)# end

State# copy run start

Topic 7, Multiple Choice Questions Set E

QUESTION NO: 214

Which router command can be used to determine the status of Serial 0/0?

A. show ip route
B. show interfaces
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C. show s0/0 status
D. debug s0/0

E. show run

F. show version

Answer: B
Explanation:

QUESTION NO: 215

Which commands display information about the Cisco 10S software version currently running on a
router? (Choose three.)

. show running-config
. show stacks

. show version

. show flash

. show protocols

. show I0S

Mmoo w >

Answer: A,C,D
Explanation:

QUESTION NO: 216

After the shutdown command has been issued on the serial 0/0 interface, what will be displayed
when the show interface serial 0/0 command is issued by the administrator?

A. Serial0/0 is administratively down, line protocol is down

B. Serial0/0 is down, line protocol is down

C. Serial0/0 is up, line protocol is down

D. Serial0/0 is administratively down, line protocol is administratively down
E. Serial0/0 is up, line protocol is up

F. Serial0/0 is down, line protocol is up

Answer: A
Explanation:

"Pass Any Exam. Any Time." - www.actualtests.com 161



Cisco 640-822 Exam

QUESTION NO: 217

Refer to the output of the three router commands shown in the exhibit. A new technician has been
told to add a new LAN to the company router. Why has the technician received the error message

that is shown following the last command?

Router® show version Router® confi t nal
Cisco Internetwork Oparating Systerm Software E':'t“ 2 cr?' |ul||re o |
105 (tm) C2600 Software (C2600-DO3S-M), Version 12.16)T12, nter configuration commands, one per iine

RELEASE SOF TWARE (fc1) End with CNTLIZ

TAC Support, hitp. MAwww cisco comiac Router{configl# interface 0
Copyright (c) 1986-2002 by cisco Systems, Inc. B
Copyright (¢) 1986-2002 by cisco Systems, Inc, % Invalid input detected at ™ marker

Image texd-hase: 0xBO00B0ES, data-base: 0xB1169C28

ROM: System Bootstrap, Version 12.2(1001, RELEASE
SOFTWARE (fic1)

Router uptime iz 10 minutes
Systerm returmed to ROM by power-on
Systemn image file Is "lash;c2600-do3s-mz.121-5.T1 Z:hin"

cisco 2621 (MPCBG0) processor (revisian OxDay wilh
44032K05120K bytes of memory

Processor board |D JADDG390ARS (617842770)

MBED processor: part number 0, mask 49

Bridging software

¥ 25 software, Version 3.0.0

Basic Rate ISDN softerare, Version 1.1,

2 FastEthematIEEE 802 3 interface(s)

2 Low-speed serlal(synciasync) network interface(s)

1 ISDN Basic Rate interfaca(s)

32K bytes of non-volatie configuration memaory,

16384K byies of processor board System flash (Readhrite)

Configuration register is 0x2102

A. The interface was already configured.

B. The interface type does not exist on this router platform.

C. The 10S software loaded on the router is outdated.

D. The router does not support LAN interfaces that use Ethernet.
E. The command was entered from the wrong prompt.

Answer: B
Explanation:

QUESTION NO: 218

The system LED is amber on a Cisco Catalyst 2950 series switch. What does this indicate?

A. The system is malfunctioning.

B. The system is not powered up.

C. The system is powered up and operational.
D. The system is forwarding traffic.
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E. The system is sensing excessive collisions.

Answer: A
Explanation:

QUESTION NO: 219

Refer to the exhibit. The two connected ports on the switch are not turning orange or green. What
would be the most effective steps to troubleshoot this physical layer problem? (Choose three.)

A. Ensure that the Ethernet encapsulations match on the interconnected router and switch ports.
B. Ensure that cables A and B are straight-through cables.

C. Ensure cable A is plugged into a trunk port.

D. Ensure the switch has power.

E. Reboot all of the devices.

F. Reseat all cables.

Answer: B,D,F
Explanation:

QUESTION NO: 220
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Refer to the exhibit. Host B has just been added to the network and must acquire an IP address.

Which two addresses are possible addresses that will allow host B to communicate with other

devices in the network? (Choose two.)

192.168.1.0 /24 |

33
192.168.10.32/28

B]

IP Address: 192.168.10.19 IP Address: 777
Subnet Mask: 255.255.255.240 Subnet Mask: 255.255.255.240
Default Gateway: 192.168.10.17 Default Gateway: 192.168.10.33

A. 192.168.10.32
B. 192.168.10.38
C. 192.168.10.46
D. 192.168.10.47
E. 192.168.10.49
F.192.168.10.51

Answer: B,C
Explanation:

QUESTION NO: 221

Examine the network diagram and router output shown in the exhibit. Users on the BHM LAN are
unable to access the server attached to the BHE router. What two things should be done to fix this

problem? (Choose two.)
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3T

console BHM LAN

BHM# show IP interface brief

Interface IP-Address OK? Method Status Protocol
FastEthernet0il 192.168.16.1 YES MNVREAM up up
Sernalio 192.168.15.2 YES MNVRAM administratively down down
FastEthernetif 192168171 YES NVRAM  adminstratively down  down
Serialoi unassigned YES NVRAM administratively down  down

. Enter the configuration mode for interface serialO/O0.
. Enter the configuration mode for interface serialO/1.
. Issue the run command.

. Issue the enable command.

. Issue the no shutdown command.

TmooOw >

Answer: B,F
Explanation:

QUESTION NO: 222

. Enter the configuration mode for interface fastethernet0/0.

Refer to the exhibit. A network technician is unable to ping from R1 to R2. Using the output of the

show interfaces serial0/1 command, what should the administrator do to correct the problem?

RiZshow interfaces seriald/1

Hardware is HDG64570
Internet address is 192.1.1.530
<output omitted=

R2zshow inteirfaces seriald/1

Setial0/1 is administratively down line protocol is down
Hardware is HD64570

-
Serial01 is down, line protocol is down

SoNM
DCE

DTE
S0

Internet address is 192.1.1.6:30 i
<output omitted>
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A. Replace the serial cable between R1 and R2.

B. Reseat the serial connectors on the R1 and R2 routers.

C. Configure the serial0/1 interface on R2 with the no shutdown command.

D. Configure the serial0/1 interface on R1 with the clock rate 56000 command.

E. Configure the serial0O/1 interface on R1 with the ip address 192.1.1.7 255.255.255.252
command.

Answer: C
Explanation:

QUESTION NO: 223

Refer to the exhibit.

HCi# configure terminal

HC{ config)# interface fastethernet 0/0

HCI{ config-ifi# ip address 192.168.1.17 255.255.255.0
HCI{ config-ifi# no shutdown

HL{ config-if % interface serial 0/0

HCI config-if 1# ip address 192.168.1.65 255.255.255.240
HCI{ config-if i# no shutdown

% 192.168.1.0 overlaps with FastEthernet0/0

After configuring two interfaces on the HQ router, the network administrator notices an error
message. What must be done to fix this error?

A. The serial interface must be configured first.

B. The serial interface must use the address 192.168.1.2.

C. The subnet mask of the serial interface should be changed to 255.255.255.0.

D. The subnet mask of the FastEthernet interface should be changed to 255.255.255.240.
E. The address of the FastEthernet interface should be changed to 192.168.1.66.

Answer: D
Explanation:
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QUESTION NO: 224

From where does a small network get its IP network address?

A. Internet Assigned Numbers Authority (IANA)
B. Internet Architecture Board (IAB)

C. Internet Service Provider (ISP)

D. Internet Domain Name Registry (IDNR)

Answer: C
Explanation:

QUESTION NO: 225

A network administrator has subnetted the 172.16.0.0 network using a subnet mask of
255.255.255.192. A duplicate IP address of 172.16.2.120 has accidentally been configured on a
workstation in the network. The technician must assign this workstation a new IP address within
that same subnetwork. Which address should be assigned to the workstation?

A.172.16.1.80
B.172.16.2.80
C.172.16.1.64
D.172.16.2.64
E.172.16.2.127
F.172.16.2.128

Answer: B
Explanation:

QUESTION NO: 226

What does the "Inside Global" address represent in the configuration of NAT?

A. the summarized address for all of the internal subnetted addresses

B. the MAC address of the router used by inside hosts to connect to the Internet
C. a globally unique, private IP address assigned to a host on the inside network
D. a registered address that represents an inside host to an outside network

Answer: D
Explanation:
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QUESTION NO: 227

Which form of NAT maps multiple private IP addresses to a single registered IP address by using
different ports?

A. static NAT

B. dynamic NAT
C. overloading
D. overlapping
E. port loading

Answer: C
Explanation:

QUESTION NO: 228

Which command can be used to determine the type of cable attached to the Serial 0/0 interface on
a router?

. show interfaces serial 0/0
. show running-config

. show version

. show controllers serial 0/0
. show ip interface

. show line serial 0/0

mTmooOw >

Answer: D
Explanation:

QUESTION NO: 229

What is the purpose of a default route?

A. Itis a route to be used when the routing protocol fails.

B. Itis a route configured by an ISP that sends traffic into a corporate network.

C. Itis a route used when a packet is destined for a remote network that is not listed in the routing
table.
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D. Itis a route manually configured for a specific remote network for which a routing protocol is not
configured.
E. It is used to send traffic to a stub network.

Answer: C
Explanation:

QUESTION NO: 230

Which command is used on a Cisco router to reach the global configuration mode?

A. Router> enable

B. Router# router

C. Router# setup

D. Router# interface

E. Router# configure terminal

Answer: E
Explanation:

QUESTION NO: 231

By which prompt is the global configuration mode on a Cisco router identified?

A. Router>

B. Router#

C. Router(config)#

D. Router(config-if)#

E. Router(config-line)#
F. Router(config-router)#

Answer: C
Explanation:

QUESTION NO: 232

What is the result of adding this command to a router that is already configured for dynamic
routing?
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ip route 0.0.0.0 0.0.0.0 192.168.1.2

A. It configures the router as a firewall, blocking all packets from IP address 192.168.1.2.

B. It configures the router to block routing updates from being sent to IP address 192.168.1.2.
C. It configures the router to drop all packets for which the destination network is unknown.

D. It configures the router to send all packets to IP address 192.168.1.2.

E. It configures the router to send all packets to IP address 192.168.1.2 if the packets match no
other entry in the routing table.

Answer: E
Explanation:

QUESTION NO: 233

Which of the following commands will configure a default route to any destination network not
found in the routing table?

A. Router(config)# ip default-route 0.0.0.0 255.255.255.255 s0O
B. Router(config)# ip route 0.0.0.0 255.255.255.255 s0O

C. Router(config)# ip default-route 0.0.0.0 sO

D. Router(config)# ip route 0.0.0.0 0.0.0.0 sO

E. Router(config)# ip route any any e0

Answer: D
Explanation:

QUESTION NO: 234

Which Layer 4 protocol is used for a Telnet connection?

A.IP

B. TCP
C. UDP
D. ICMP
E. DNS

Answer: B
Explanation:
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QUESTION NO: 235

Which two statements are correct regarding Cisco PAT implementation? (Choose two.)

A. primarily a security feature

B. implemented to conserve public IP addresses

C. requires at least two public addresses to operate

D. can only be used between a private network and the Internet

E. provides address connectivity between public and private addresses

Answer: B,E
Explanation:

QUESTION NO: 236

If an ethernet port on a router was assigned an IP address of 172.16.112.1/20, what is the
maximum number of hosts allowed on this subnet?

A. 1024
B. 2046
C. 4094
D. 4096
E. 8190

Answer: C
Explanation:

QUESTION NO: 237

Which of the following describe private IP addresses? (Choose two.)

A. addresses chosen by a company to communicate with the Internet

B. addresses that cannot be routed through the public Internet

C. addresses that can be routed through the public Internet

D. a scheme to conserve public addresses

E. addresses licensed to enterprises or ISPs by an Internet registry organization

Answer: B,D
Explanation:
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QUESTION NO: 238

What are two effects on network performance of configuring a switch to store an entire frame
before forwarding it to the destination? (Choose two.)

A. increase in switch operating speed

B. increased latency

C. filtering of all frame errors

D. filtering of collision fragments only

E. propagation of corrupted or damaged frames
F. decreased latency

Answer: B,C
Explanation:

QUESTION NO: 239

What are two characteristics of Telnet? (Choose two.)

A. It sends data in clear text format.

B. It is no longer supported on Cisco network devices.

C. It is more secure than SSH.

D. It requires an enterprise license in order to be implemented.

E. It requires that the destination device be configured to support Telnet connections.

Answer: AE
Explanation:

QUESTION NO: 240

What is the purpose of flow control?

A. to ensure data is retransmitted if an acknowledgment is not received

B. to reassemble segments in the correct order at the destination device

C. to provide a means for the receiver to govern the amount of data sent by the sender
D. to regulate the size of each segment

Answer: C
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Explanation:

QUESTION NO: 241

Which of the following are types of flow control? (Choose three.)

A. buffering

B. cut-through

C. windowing

D. congestion avoidance
E. load balancing

Answer: A,C,D
Explanation:

QUESTION NO: 242

Which of the following is the signaling standard that is responsible for managing the connection
and maintaining status between the router and the local Frame Relay switch?

A. BECN
B. CIR
C.DLClI
D. FECN
E. LMI
F. PVC

Answer: E
Explanation:

QUESTION NO: 243

Which of the following are characteristics of a Frame Relay point-to-point subinterface? (Choose
two.)

A. requires use of Inverse ARP
B. resolves NBMA split horizon issues
C. requires the frame-relay map command
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D. maps one IP subnet per DLCI
E. maps one IP subnet across multiple DLCIs

Answer: B,D
Explanation:

QUESTION NO: 244

What are two recommended ways of protecting network device configuration files from outside
network security threats? (Choose two.)

A. Allow unrestricted access to the console or VTY ports.

B. Use a firewall to restrict access from the outside to the network devices.

C. Always use Telnet to access the device command line because its data is automatically
encrypted.

D. Use SSH or another encrypted and authenticated transport to access device configurations.
E. Prevent the loss of passwords by disabling password encryption.

Answer: B,D
Explanation:

QUESTION NO: 245

What should be part of a comprehensive network security plan?

A. Allow users to develop their own approach to network security.

B. Physically secure network equipment from potential access by unauthorized individuals.

C. Encourage users to use personal information in their passwords to minimize the likelihood of
passwords being forgotten.

D. Delay deployment of software patches and updates until their effect on end-user equipment is
well known and widely reported.

E. Minimize network overhead by deactivating automatic antivirus client updates.

Answer: B
Explanation:

QUESTION NO: 246

Which two statements best describe the wireless security standard that is defined by WPA?
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(Choose two.)

A. It specifies use of a static encryption key that must be changed frequently to enhance security.
B. It requires use of an open authentication method.

C. It specifies the use of dynamic encryption keys that change each time a client establishes a
connection.

D. It requires that all access points and wireless devices use the same encryption key.

E. It includes authentication by PSK.

Answer: C,E
Explanation:

QUESTION NO: 247

What is one reason that WPA encryption is preferred over WEP?

A. A WPA key is longer and requires more special characters than the WEP key.

B. The access point and the client are manually configured with different WPA key values.

C. WPA key values remain the same until the client configuration is changed.
D. The values of WPA keys can change dynamically while the system is used.

Answer: D
Explanation:

QUESTION NO: 248

Which encryption type does WPA2 use?

A. AES-CCMP
B. PPK via IV
C. PSK

D. TKIP/MIC

Answer: A
Explanation:

QUESTION NO: 249
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Which two practices help secure the configuration utilities on wireless access points from
unauthorized access? (Choose two.)

. assigning a private IP address to the AP

. changing the default SSID value

. configuring a new administrator password

. changing the mixed mode setting to single mode
. configuring traffic filtering

mooOw>»

Answer: B,C
Explanation:

QUESTION NO: 250

Which command will set the default gateway to 192.168.12.1 on a Cisco switch?

A. Switch(config)# ip default-network 192.168.12.1
B. Switch(config)# ip route-default 192.168.12.1
C. Switch(config)# ip default-gateway 192.168.12.1
D. Switch(config)# ip route 192.168.12.1 0.0.0.0

Answer: C
Explanation:

QUESTION NO: 251

A network administrator is having difficulty in establishing a serial link between a Cisco router and
a router from another vendor. Both routers are configured for HDLC encapsulation. Which
statements are true regarding this configuration? (Choose two.)

A. The Cisco HDLC frame uses a proprietary "Type" field that may not be compatible with
equipment of other vendors.

B. HDLC requires a clock rate to be configured on the routers at both ends of the serial link.

C. PPP encapsulation is recommended for serial links between equipment from multiple vendors.
D. Usernames must be configured at both ends of the HDLC serial link

E. The HDLC vendor type must be enabled on the Cisco router.

F. There is a mismatch in the HDLC authentication password configurations.

Answer: A,C
Explanation:
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QUESTION NO: 252

Which of the following protocols uses both TCP and UDP ports?

A.FTP
B. SMTP
C. Telnet
D. DNS

Answer: D
Explanation:

QUESTION NO: 253

A network administrator is connecting PC hosts A and B directly through their Ethernet interfaces
as shown in the graphic. Ping attempts between the hosts are unsuccessful. What can be done to
provide connectivity between the hosts? (Choose two.)

straight-through .
cable B

TP address: 192.1.1.20 TP address: 192.1.1.201
subnet maslk: 255.255.255.240 subnet mask: 255.255.255.240

A. A crossover cable should be used in place of the straight-through cable.

B. A rollover cable should be used in place of the straight-through cable

C. The subnet masks should be set to 255.255.255.192.

D. A default gateway needs to be set on each host.

E. The hosts must be reconfigured to use private IP addresses for direct connections of this type.
F. The subnet masks should be set to 255.255.255.0.

Answer: A,F
Explanation:
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QUESTION NO: 254

Refer to the exhibit. A technician pastes the configurations in the exhibit into the two new routers

shown.

Otherwise, the routers are configured with their default configurations. A ping from Hostl to Host2
fails, but the technician is able to ping the S0/0 interface of R2 from Hostl. The configurations of

the hosts have been verified as correct. What could be the cause of the problem?

192.168.1.64/26 =

Configuration for B1:

interface faDio
ip address 192.168.1.65 255.255.255.192
no shutdown

interface serial 070
ip address 192.168.1.5 255.255.255.252
no shutdown

192.168.1.430

192.168.1.128/26

Host2
Configuration for B2:
interface fa0/0
ip address 192.168.1.129 255.255.255.192
no shutdown
interface serial 0)0
ip address 192.168.1.6 255.255.255.252
no shutdown
ip route 192.168.1.64 255.255.255.192 s0/0

A. The serial cable on R1 needs to be replaced.

B. The interfaces on R2 are not configured properly.

C. R1 has no route to the 192.168.1.128 network.

D. The IP addressing scheme has overlapping subnetworks.

E. The ip subnet-zero command must be configured on both routers.

Answer: C
Explanation:

QUESTION NO: 255

Refer to the exhibit. What is the effect of the configuration that is shown?

"Pass Any Exam. Any Time." - www.actualtests.com

178



Cisco 640-822 Exam

line vty A 4

password 7 030752180500
login

transport i1nput ssh

A. It configures SSH globally for all logins.

B. It tells the router or switch to try to establish an SSh connection first and if that fails to use
Telnet.

C. It configures the virtual terminal lines with the password 030752180500.

D. It configures a Cisco network device to use the SSH protocol on incoming communications via
the virtual terminal ports.

E. It allows seven failed login attempts before the VTY lines are temporarily shutdown.

Answer: D
Explanation:

QUESTION NO: 256

After the router interfaces shown in the diagram have been configured, it is discovered that hosts
in the Branch LAN cannot access the Internet. Further testing reveals additional connectivity
issues. What will fix this problem?

192.168.10.82 /30 R
192.168.10.85 /30 '

%l

192.108.9.254 123 192.168.11.254 124

A. Change the address of the Branch router LAN interface.

B. Change the address of the Branch router WAN interface.

C. Change the subnet mask of the HQ router LAN interface.

D. Change the address of the HQ router LAN interface.

E. Change the address of the HQ router interface to the Internet.
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F. Change the subnet mask of the HQ router interface to the Internet.

Answer: B
Explanation:

QUESTION NO: 257

Refer to the exhibit. Serial0/0 does not respond to a ping request from a host on the
FastEthernet0/0 LAN. How can this problem be corrected?

EHM# show ip interface brief

Interface IP-Address K7 Method Status Frotocal
FastEthernet0il 1892 168161 TYES MVREAKM up Lup
Serial0/0 192 168152 YES MYRAM administratively down down
FastEthernetDi 1 182168177 YES MYRAM up up
Serialin unassigred YES MYRAM administratively down down

A. Enable the Serial 0/0 interface.

B. Correct the IP address for Serial 0/0.

C. Correct the IP address for FastEthernet 0/0.

D. Change the encapsulation type on Serial 0/0.

E. Enable autoconfiguration on the Serial 0/0 interface.

Answer: A
Explanation:

QUESTION NO: 258

Refer to the exhibit. The network administrator is configuring RTA to connect to a non-Cisco

network. Which two commands would be applied to the SO/0 WAN interface, but not to the Fa0/0

LAN interface? (Choose two.)
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A. speed

B. no shutdown

C. ip address

D. authentication pap
E. encapsulation ppp

Answer: D,E
Explanation:

QUESTION NO: 259

Refer to the exhibit. The goal of this network design is to provide the most efficient use of IP

address space in a network expansion. Each circle defines a network segment and the number of

users required on that segment. An IP subnetwork number and default gateway address are

shown for each segment. What are three problems with the network design as shown? (Choose

three.)
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10.1.1.0/130

10.1.2.0125

10.1.4.0124

130 Users

64 Users

10.1.3.128/25

A. Interface fa0/3 has an IP address that overlaps with network 10.1.1.0/30.
B. Interface fa0/1 has an invalid IP address for the subnet on which it resides.
C. Interface fa0/2 has an invalid IP address for the subnet on which it resides.
D. Network 10.1.2.0/25 requires more user address space.

E. Network 10.1.3.128/25 requires more user address space.

F. The IP subnet 10.1.1.0/30 is invalid for a segment with a single server.

Answer: A,B,D
Explanation:

QUESTION NO: 260

Refer to the exhibit. The network shown in the exhibit is running the RIPv2 routing protocol. The
network has converged, and the routers in this network are functioning properly. The
FastEthernet0/0 interface on R1 goes down. In which two ways will the routers in this network
respond to this change? (Choose two.)

192.168.1.0 192.168 2.0

S0/1
192.168.1.1 10.1.1.1 w42 10.1.15 10116 192.168.2.1
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A. All routers will reference their topology database to determine if any backup routes to the
192.168.1.0 network are known.

B. Routers R2 and R3 mark the route as inaccessible and will not accept any further routing
updates from R1 until their hold-down timers expire.

C. Because of the split-horizon rule, router R2 will be prevented from sending erroneous
information to R1 about connectivity to the 192.168.1.0 network.

D. When router R2 learns from R1 that the link to the 192.168.1.0 network has been lost, R2 will
respond by sending a route back to R1 with an infinite metric to the 192.168.1.0 network.

E. R1 will send LSAs to R2 and R3 informing them of this change, and then all routers will send
periodic updates at an increased rate until the network again converges.

Answer: C,D
Explanation:

QUESTION NO: 261

The administrator is unable to establish connectivity between two Cisco routers. Upon reviewing
the command output of both routers, what is the most likely cause of the problem?

RirA# show running-config RirB# show running-config
<zome output text omutted= <gsome output text onutted:=
enable password C15co enable password ciscol

[

hostname Rird hosiname RirB

username RirD password cisco username Rirh password ciscol
[ |

mterface sersal (/0 mnterface senal 0/

ip address 1000.8.1 255.255.248.0 ip address 10.0.152 255.255.243.0
encapsulation ppp encapsulation ppp

ppp authentication chap Ppp authentication chap

A. Authentication needs to be changed to PAP for both routers.
B. Serial ip addresses of routers are not on the same subnet.
C. Username/password is incorrectly configured.

D. Router names are incorrectly configured.

Answer: C
Explanation:
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QUESTION NO: 262

This graphic shows some common router ports. Which port can be used for a WAN T1
connection?

ER!——] CONSOLE
wi=l[w]
® @

A. AUI
B. BRI
C. Console
D. Serial 0

Answer: D
Explanation:

QUESTION NO: 263

Refer to the exhibit. What kind of cable should be used to make each connection that is identified
by the numbers shown?

- =
i e
a)

¥ )
,{kFramE Relay '
—

End-user

Waorkstation Network Administrator

connected to console port

A. 1 - Ethernet crossover cable
2 - Ethernet straight-through cable
3 - fiber optic cable
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4 - rollover cable

B. 1 - Ethernet straight-through cable
2 - Ethernet straight-through cable

3 - serial cable

4 - rollover cable

C. 1 - Ethernet rollover cable

2 - Ethernet crossover cable

3 - serial cable

4 - null modem cable

D. 1 - Ethernet straight-through cable
2 - Ethernet crossover cable

3 - serial cable

4 - rollover cable

E. 1 - Ethernet straight-through cable
2 - Ethernet crossover cable

3 - serial cable

4 - Ethernet straight-through cable

Answer: B
Explanation:

QUESTION NO: 264

Refer to the exhibit.

192.168.43.64/26
S04

FAOI0 Beariad r 0/

192.168.43.4730 192.168.43.8/30

Fa0i I Fau/1

192.168.43.12826 192.168.43.192:26

For security reasons, information about RTA, including platform and IP addresses, should not be
accessible from the Internet. This information should, however, be accessible to devices on the
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internal networks of RTA. Which command or series of commands will accomplish these

objectives?

A. RTA(config)#no cdp run

B. RTA(config)#no cdp enable
C. RTA(config)#interface s0/0
RTA(config-if)#no cdp run

D. RTA(config)#interface s0/0
RTA(config-if)y#no cdp enable

Answer: D
Explanation:

QUESTION NO: 265

Refer to the exhibit. A technician is testing connection problems in the internetwork. What is the

problem indicated by the output from HostA?

; 192,168.4.1 /24

'10.1.1.10 /30
10.1.1.9 30

HostB
192.168.4.7 124

192.168.3.1 /24

Cr\=ping 192.168.3.254
Pinging 192.168.3.254 with 32 bytes of data:

Reply from 192.168, 3, 254; bytes=32 time=3ms TTL=255
Reply from 192.168.3. 254: bytes=32 time=4ms TTL=255
Reply from 192,168, 3.254: bytes=32 time=3ms TTL=255
Reply from 132, 168.3.254; bytes=32 time=3ms TTL=255

Ch>tracert 192, 188.4.7
Tracing route to 192.168.4.7 over a maximum of 30 hops
1 Destination host unreachable,

Trace complete,

A. The routing on Router2 is not functioning properly.

B. An access list is applied to an interface of Router3.

C. The Fa0/24 interface of Switchl is down.

D. The gateway address of HostA is incorrect or not configured.
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Answer: D
Explanation:

QUESTION NO: 266

The Hub and Spoke routers are directly connected through their serial interfaces for purposes of
testing. Based on the output shown in the exhibit, what must be done to make the serial line
operational?

Hub# show controllers s0/0

Interface Serial0/o

Hardware is PowerQUICC MPCEE0

DTE .35 clocks stopped.

idh at 0% 1 DE2098, driver data structure at 0x81DE4DF4
SCC REQiStEI’SZ

Hub# show ip interface s0/0

Seriall/0is up, line protacol 13 down
Internet address s 192 168.1-2¢24
Broadcast address is 255 255,255 255

q:sumel output omitted =

A. Start the clock on the Hub router.

B. Change the IP address on the Spoke router.

C. Configure the serial 0/0 interface on the Spoke router with a clockrate.
D. Replace the broken cable between the two devices.

E. Use the no shutdown command on the Hub router.

Answer: C
Explanation:

QUESTION NO: 267

Refer to the exhibit. A network administrator has recently installed a new router in the NY office
and has established a console connection with the new router. The administrator is unable to
backup the configuration file and 10S to a TFTP server that is located in the Atlanta office. What is
the cause of this problem?
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A.I'.lanta ;
17216197 129

1721625129 TFTF Server

172.16.1.101
255255255240

A. The NY router has an incorrect subnet mask.

B. The TFTP server has an incorrect IP address.

C. The TFTP server has an incorrect subnet mask.

D. The network administrator computer has an incorrect IP address.
E. The Ethernet port on the NY router has an incorrect IP address.

F. The Ethernet port on the Atlanta router has an incorrect IP address.

Answer: C
Explanation:

QUESTION NO: 268

What data structure is described in the graphic?
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Bit O Bit 16

Bit 16 Bit 31

Source Port {16)

Destination Port (18]

Sequence Number {32}
Acknowledgement Mumbern (32}
Header |Reserved |Code Bits, 20
Lengthid)| (6] (6] wiridow [16] Bytes

Checksum {16}

Urgent {16

Options ( 0 or 32 if any )

HESIETRR R

Data {(Varies)

A. FDDI frame

B. Token Ring frame
C. Ethernet frame

D. IP datagram

E. TCP segment

F. UDP datagram

Answer: E
Explanation:

QUESTION NO: 269

Refer to the exhibit. What value should be displayed in Box 1 of the ipconfig output of host A?

172.18.14.8 /30

182.168.1.10 124 192.168.1.11 /24

ISP

172.18.14.5 130

Ci=ipconfig

Windewes 1P Configuration

Ethernet adapter Local Area Connection:
Connection-specific DNS Suffix . ;
IP Address. ........... £ 192.168.1.10
Subnet Mask, ..........: 2552552550

Default Gateway ... ......°

A.172.18.14.5
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B.172.18.14.6
C.192.168.1.10
D. 192.168.1.11
E. 192.168.1.250
F. 192.168.1.254

Answer: F

Explanation:

QUESTION NO: 270

The RIP network shown in the graphic has been fully operational for two days. Each routing table

is complete.

Which networks will be included in the next routing update from the Apples router to the Pears

router?

> > >

C,D

B
C
B
D

mmoOw>»
O T

>0 w

E
B

Answer: F

Explanation:

,C, D EF
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QUESTION NO: 271

Which types of cables are required to interconnect the devices shown in the graphic? (Choose

three.)

console

A. V.35 cable

B. crossover cable

C. USB cable

D. RJ-11 cable

E. rollover cable

F. straight-through cable

Answer: B,E,F
Explanation:

QUESTION NO: 272

Refer to the exhibit. A person is trying to send a file from a host on Network A of the JAX
Company to a server on Network Z of the XYZ Company. The file transfer fails. The host on

Network A can communicate with other hosts on Network A. Which command, issued from router

RTA, would be the most useful for troubleshooting this problem?

o

.

o~ JAX Campany . =7 =
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A. show flash:

B. show history

C. show version

D. show interfaces

E. show controllers serial

Answer: D
Explanation:

QUESTION NO: 273

Refer to the exhibit. Host A has been added to the network. Which type of cable should be used
between Switch2 and host A?

"-ISWitl:il:'l- ]

A. console cable

B. rollover cable

C. straight-through cable
D. crossover cable

Answer: C
Explanation:

QUESTION NO: 274

Refer to the exhibit. What types of cables are recommended to make the connections that are
shown?
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NIC to router

D E

A. A-straight-through
B-straight-through

C-rollover

D-straight-through E-straight-through
B. A-rollover

B-straight-through
C-straight-through

D-rollover

E-crossover

C. A-crossover

B-straight-through

C-rollover

D-straight-through E-straight-through
D. A-crossover

B-straight-through

C-crossover

D-straight-through

E-crossover

E. A-straight-through

B-crossover

C-rollover

D-straight-through E-straight-through

Answer: C
Explanation:
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QUESTION NO: 275

Refer to the exhibit. Why was this message received?

WG1R2#telnet 18.3.1.2
Trying 18.3.1.2 ... Open

Password required, but none set

WO1R24_

[Connection to 10.3.1.2 closed by foreign hostl]

A. No VTY password has been set.

B. No enable password has been set.

C. No console password has been set.

D. No enable secret password has been set.

E. The login command has not been set on CON 0.

F. The login command has not been set on the VTY ports.

Answer: A
Explanation:

QUESTION NO: 276

Refer to the graphic. How many collision domains are shown?

hubl Routerd hub2

A. one
B. two
C. three
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D. four
E. six
F. fourteen

Answer: B
Explanation:

QUESTION NO: 277

Refer to the exhibit. A network administrator is troubleshooting a connectivity problem on the serial
interfaces.

Rirs# show run Ftr1# show run
Building configuration. .. Building configuration. ..
=oLpll omiffeds=

<OUERLE amiffeds
interface Serial1/1

ip address 172.16,5:1 285,255,255 252

interface Seriall¥0
ip address 172.16.9.1 255,255,255 252

No 1P prody-ar

encgppsuginnpppp no Ip proxy-arp
mtu 1495 rmiu 1436
oLl omiffeds <OLpLE armiffeds
Rtrad# Riri#

The output from the show interfaces command on both routers shows that the serial interface is

up, line protocol is down. Given the partial output for the show running-config in the exhibit, what is
the most likely cause of this problem?

A. The serial cable is bad.

B. The MTU is incorrectly configured.

C. The Layer 2 framing is misconfigured.

D. The IP addresses are not in the same subnet.

Answer: C
Explanation:

QUESTION NO: 278

Refer to the exhibit. What is needed to allow host A to ping host B?
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192.168.1.5/24 192.168.2.5/24

A. a straight-through cable connecting the switches

B. a crossover cable connecting the switches

C. a router connected to the switches with straight-through cables

D. a CSU/DSU connected to the switches with straight-through cables

E. a backbone switch connecting the switches with either fiber optic or straight-through cables

Answer: C
Explanation:

QUESTION NO: 279

Host A needs to communicate with the email server shown in the graphic. What address will be
placed in the destination address field of the frame when it leaves Host A?

Jrom=res

email Host C
r

Host A Host B

A. the MAC address of Host A
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B. the MAC address of Switch 1
C. the MAC address of EO of the router
D. the MAC address of E1 of the router
E. the MAC address of Switch 2
F. the MAC address of the email server

Answer: C
Explanation:

QUESTION NO: 280

Refer to the exhibit. The DHCP settings have recently been changed on the DHCP server and the
client is no longer able to reach network resources. What should be done to correct this situation?

interface FastEthernetD/1

interface FastEthernet0/0 ip address 192.168.1.1 255.255.255.0
ip address 192.168.2.1 255.255.255.0 no ip directed-broadcast
no ip directed-broadcast ip helper-address 192.168.2.2

DHCP Server DHCP Client
192.168.2.2 00e0.1ef2.c441

A. Verify that the DNS server address is correct in the DHCP pool.

B. Ping the default gateway to populate the ARP cache.

C. Use the tracert command on the DHCP client to first determine where the problem is located.
D. Clear all DHCP leases on the router to prevent address conflicts.

E. Issue the ipconfig command with the /release and /renew options in a command window.

Answer: E
Explanation:

QUESTION NO: 281

Refer to the exhibit. Switch-1 needs to send data to a host with a MAC address of 00b0.d056.efa4.
What will Switch-1 do with this data?
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Switch-1# show mac address-table

Cynamic Addresses Count: 3

Secure Addresses (User-defined) Count: O

Static Addresses (User-defined) Count: 0

System Self Addresses Count: 41

Total Mac addresses: 50

Mon-static Address Table;

Destination Address Address Type VLAN Destination Port

0010.0deD 289 [rynamic 1 FastEthernets
U010, 7b00 1540 [rynamic 2 FastEthermet(/3
0010 7b00 1545 [rynamic 2 FasitEthernet0r?

A. Switch-1 will drop the data because it does not have an entry for that MAC address.

B. Switch-1 will flood the data out all of its ports except the port from which the data originated.
C. Switch-1 will send an ARP request out all its ports except the port from which the data
originated.

D. Switch-1 will forward the data to its default gateway.

Answer: B
Explanation:

QUESTION NO: 282

Refer to the exhibit. HostA cannot ping HostB. Assuming routing is properly configured, what could
be the cause of this problem?
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192.168.1.62/27 192.168.1.65/27
50/0 S0/0

RouterA L RouterB.

FaD/0: | Fal/io:
192.168.1.33/27 I 192.168.1.97/27
Switch IP: @ Switch IP:
192.168.1.34/27 192,168.1.98/27

HostA HostB
IP: 192.168.1.58/27 IP: 192.168.1.111.27
Gateway: 192.168.1.33 Gateway: 192.168.1.97

A. HostA is not on the same subnet as its default gateway.

B. The address of SwitchA is a subnet address.

C. The Fa0/0 interface on RouterA is on a subnet that can't be used.
D. The serial interfaces of the routers are not on the same subnet.
E. The Fa0/0 interface on RouterB is using a broadcast address.

Answer: D
Explanation:

QUESTION NO: 283

Refer to the exhibit. Host A has established a communication session with host B for the first time.
What enabled R1 to forward this traffic in the appropriate direction to reach the nework to which

host B is attached?
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IP: 10.168.10.65 /16

3

IP: 10.168.10.99 /15

10.168.10.129 /26
10.168.10.130 126

IP: 10.168.11.65 /26

o

P: 10.168.11.88 26

A. DNS

B. DHCP

C. TCP/IP

D. a Layer 4 protocol
E. a routing protocol
F. a default gateway

Answer: E
Explanation:

QUESTION NO: 284

Refer to the exhibit. Which statement describes the operational state of the FastEthernet 0/0

interface?
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Internal-router# show Interfaces FastEthernet 070

FastEthemnetd/d is up, line protocol is up

Hardware is PQUICC_FEC, address s 0000 bdB4, 5871 (bia 000 bdE4 9871)
RTL 1500 bytes, BW 100000 Kbit, DLY 100 usec. relabllity 253/255 Axload 17255, rxload /255
Encapsulation ARFA, loopback not set Keapaiive set (10 sec)
Half-cluplex, 100ME's, 100BaseTE/FX Internet address ks 192 168.58.2584/25

ARF type: ARPA. ARP Timebut 04:00:00

Last input 000000, output G0 00:03, output hang never
Last clearing of “show interface” counters never

Cileueing strateay: fifo

Dutput gueue 040, 11056 drops. input queue 27/75. 10274 drops
5 minutz input rate 1530000 bits/sec, 201 packets/sec
& minute output rate 673030 bits/sec. 173 packsts/sec
404737363 packets input, 2387517953 bytes, 11 no buiffer
Received 12083011 broadcasts. 0 runts, € giams
O input errors, 0 CRC, Oframe, 0 overrun, 0 ignored, O abort
O input packets with dribble condition detected
A ETTEET packets output, 27892205340 bytes, O underruns
0 output errors, 5T6825T coliisions, O interface resets
0 babldes, Olate collision, 2174742 deferred

0 lost carrier, O no carrier

0 outpaet buffer failures, G output buffers swapped out

o0 w>

A
E

. The interface is generating protocol errors.

. The interface has failed because of a media error.

. The interface is operational and currently handling traffic.

. The interface requires a no shutdown command to be issued.

nswer: C
xplanation:

QUESTION NO: 285

Two routers named Atlanta and Brevard are connected by their serial interfaces as shown in the

exhibit, but there is no data connectivity between them. The Atlanta router is known to have a

correct configuration. Given the partial configurations shown in the exhibit, what is the problem on
the Brevard router that is causing the lack of connectivity?

Atlanta

Brevard

Atlanta# show interfaces sl

Seriall is up, line protocel is up
Hardware is HD64570
Internet address is 192.168.10.1/24
MTU 1500 bytes, BW 1544 Kbit,

reliability 255/255

Encapsulation HODLC, loophack not set
Keepalive set (10 sec)

Brevard# show interfaces s1

Seriall is up, line protocol is up
Hardware is HD64570
Internet address is 192.168.11.2/24
MTU 1500 bytes, BW 56000 Kbit,

reliability 255/255

Encapsulation HDLC, loopback not set
Keepalive set (10 sec)
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A. A loopback is not set.

B. The IP address is incorrect.

C. The subnet mask is incorrect.

D. The serial line encapsulations are incompatible.

E. The maximum transmission unit (MTU) size is too large.

F. The bandwidth setting is incompatible with the connected interface.

Answer: B
Explanation:

QUESTION NO: 286

The router console screen is rapidly displaying line after line of output similar to what is shown in
the exhibit. The help desk has called to say that users are reporting a slowdown in the network.
What will solve this problem while not interrupting network operation?

00:34:43: RIP: recevied v1 update from 192.168.11.2 on Serial0/0

00:34:43: 182.168.12.0 in 1 hops

00:34:43. RIP: update contains 1 roulers

00:34:50: Seriall/0: HDLC myseaq 179, minesaen 179°, yourseen 180, lina up

00:35:00: SerialQ/0: HOLC myseq 180, mineseen 180°, yourseen 181, line up

00:35:00: IP: 5= 192.168.11.1 (local), d= 192.168.11.2 (Serial0/0), len 40, rcvd 3

00:35:00: IP: 5= 192.168.11.2 (Serial(/0), d= 192.168.11.1 (Serial(/0), len 40, rcvd 3

00:35:00: tcp2: | ESTAB 192.168.11.2: 11] 03 192.168.11.1: 23 seq 4063873782
ACK 4061200175 WIN 4049

A. Save the configuration and reboot the router.
B. Press the CTRL+C keys.

C. Enter the no debug all command.

D. Use the show processes command.

E. Enter the terminal monitor command.

Answer: C
Explanation:

QUESTION NO: 287

Refer to the exhibit. Which two of the output fields could help you determine if a broadcast storm
has occurred? (Choose two.)
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FastEthernet0/1 is up, line protocol is up (connected)
(output omitted)

114652 packets input, 83027398 bytes, O no buffer
Feceived 45853 broadcasts (0 multicast)

0 runts, O giants, 0 throttles

O input errors, 0 CRC, O frame, 0 overrun, O ignored
0 watchdog, 45352 multicast, 0 pause Input

0 input packets with dribble condition detected
493185 packets output, 36788789 bytes, 0 underruns
0 output errors, O collisions, 1 interface resets

0 babbles, O late collision, 0 deferred

0 lost carrier, U no carmer, 0 FALSE output

0 output buffer failures, O output buffers swapped out

A. giants

B. no buffer

C. collisions

D. ignored

E. dribble condition

Answer: B,D
Explanation:

QUESTION NO: 288

Refer to the exhibit. After the power-on self test (POST), the system LED of a Cisco 2950 switch
turns amber. What is the status of the switch?
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Coyaiem ——
LED

Port mode —— C
LEDs [

A. The POST was successful.

B. The switch has a problem with the internal power supply and needs an external power supply to
be attached.

C. POST failed and there is a problem that prevents the operating system of the switch from being
loaded.

D. The switch has experienced an internal problem but data can still be forwarded at a slower rate.
E. The switch passed POST, but all the switch ports are busy.

Answer: C
Explanation:

QUESTION NO: 289

Refer to the exhibit. A network technician has added host A to the network. Host A cannot
communicate on the network. A ping that is issued on the host to address 127.0.0.1 fails. What is
the problem?
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s 010
198,13 3.219.5730

fa 070 S
19216 5.100.128

i

A. The router is not forwarding the ping packets to network 127.0.0.0.
B. The remote host at 127.0.0.1 is unreachable.

C. The default gateway is incorrect.

D. The IP address of host A is incorrect.

E. The TCP/IP protocols are not loaded.

Answer: E
Explanation:

QUESTION NO: 290

Refer to the exhibit. A network technician is attempting to use HyperTerminal to configure a new
router using the settings shown. What is the reason the technician is unable to connect to the
router?
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Fort Seltings

Bits per second: | 19200 e ]
Databas & -.,..,

P e

Stop bits: |1 v |

Flow Conduct  None ,., |

A. The bits per second should be set to 9600.
B. The data bits should be set to 6.

C. Parity should be set to mark.

D. The stop bits should be set to 2.

E. Flow control should be set to hardware.

Answer: A
Explanation:

QUESTION NO: 291

Refer to the exhibit. What could be possible causes for the "Serial0/0 is down" interface status?

(Choose two.)

Houterl#show interfaces serial 0.0

Seriall0 is down, line protocal is down
Hardware 15 MKS025
seria Internet address is "0.1.1.2/24
MTU 1500 bytes, BWY 1544 Khits, DLY 20000 usec, rely 265/255 load B9/255
Encaasulation PPF, loopback not set, keepalive set (10 sec)
<sarre output omitted=

A. A Layer 1 problem exists.
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B. The bandwidth is set too low.

C. A protocol mismatch exists.

D. An incorrect cable is being used.

E. There is an incorrect IP address on the Serial 0/0 interface.

Answer: A,D
Explanation:

QUESTION NO: 292

Which line from the output of the show ip interface command indicates that there is a Layer 1
problem?

A. Serial0/1 is up, line protocol is up

B. Serial0/1 is up, line protocol is down

C. Serial0/1 is down, line protocol is down

D. Serial0/1 is administratively down, line protocol is down

Answer: C
Explanation:

QUESTION NO: 293

Refer to the exhibit. Workstation A must be able to telnet to switch SW-A through router RTA for
management purposes. What must be configured for this connection to be successful?

s

RTAFaDO.
192.168.2.1128

R

SWAVLAN1
Reeaet

A.VLAN 1 on RTA
B. default gateway on SW-A
C. IP routing on SW-A
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D. cross-over cable connecting SW-A and RTA

Answer: B
Explanation:

QUESTION NO: 294

Refer to the exhibit. Two buildings on the San Jose campus of a small company must be
connected to use Ethernet with a bandwidth of at least 100 Mbps. The company is concerned
about possible problems from voltage potential differences between the two buildings. Which
media type should be used for the connection?

A. UTP cable

B. STP cable

C. coaxial cable
D. fiber optic cable

Answer: D
Explanation:

QUESTION NO: 295

What are two advantages of Layer 2 Ethernet switches over hubs? (Choose two.)

A. decreasing the number of collision domains

B. filtering frames based on MAC addresses

C. allowing simultaneous frame transmissions

D. increasing the size of broadcast domains

E. increasing the maximum length of UTP cabling between devices

Answer: B,C
Explanation:

QUESTION NO: 296

A PC is attached to the console port of a new Cisco router. The router is powered on. If the PC
has been configured correctly for a console connection, what will the router display after it powers
up?
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A. Router>

B. an option to execute the show running-config command
C. a series of prompts to run various POST tests

D. the option to enter initial system configuration information

Answer: D
Explanation:

QUESTION NO: 297

A Cisco router has received a frame on an interface that is connected to a local network segment.
The router has de-encapsulated the frame. What step is next in processing the packet?

A. The router uses ARP to determine the MAC address of the next-hop router.

B. The router encapsulates the packet into a frame appropriate for the outbound interface.
C. The router searches the routing table to determine where to forward the packet.

D. The router adds a frame to the packet with the next hop destination MAC address.

Answer: C
Explanation:

QUESTION NO: 298

What two actions must a router take in order to route incoming packets? (Choose two.)

A. Identify the destination network address of each packet.

B. Identify the source network address of each packet.

C. Validate sources of routing information.

D. Inspect the routing table to select the best path to the destination network address.
E. Verify the receipt of routed packets by the next hop router.

F. Inspect the ARP table to verify a legitimate source MAC address for each packet.

Answer: A,D
Explanation:

QUESTION NO: 299

A company wants to provide streaming video services to its customers and sales prospects.
Which two characteristics of the network are the most critical to achieving this goal? (Choose two.)
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A. addressing

B. authentication
C. bandwidth

D. latency

E. security

F. windowing

Answer: C,D
Explanation:

QUESTION NO: 300

The performance of the network at a medium-sized business has slowed to the point that users
are complaining. In order to address the problem, the network administrator needs to determine
what the users might be doing to cause the slowdown. Which two types of network services or
applications are the most likely cause of the slowdown? (Choose two.)

A. online auction sites

B. instant messaging and chat room services
C. social networking web sites

D. blogs and other online browsing

E. PC-based VoIP services

F. online video sites

Answer: E,F
Explanation:

QUESTION NO: 301

What service do DNS servers provide?

A. Given an IP address, DNS servers determine the name of the host that is sought.
B. They resolve domain names to IP addresses.

C. They run a spell check on host names to ensure accurate routing.

D. They map individual hosts to their specific IP addresses.

E. They provide names for network resources such as printers and servers.

Answer: B
Explanation:
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QUESTION NO: 302

Three access points have been installed and configured to cover a small office. What term defines
the wireless topology?

A. BSS
B. IBSS
C. ESS
D. SSID

Answer: C
Explanation:

QUESTION NO: 303

A single 802.11g access point has been configured and installed in the center of a square office. A
few wireless users are experiencing slow performance and drops while most users are operating
at peak efficiency. What are three likely causes of this problem? (Choose three.)

. mismatched TKIP encryption
. null SSID

. cordless phones

. mismatched SSID

. metal file cabinets

. antenna type or direction

Mmoo w >

Answer: C,E,F
Explanation:

QUESTION NO: 304

Which method of connecting a small office/home office to an ISP uses existing telephone lines?

A. DSL
B. cable
C. serial
D. CSU/DSU

Answer: A
Explanation:
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QUESTION NO: 305

When the Wi-Fi logo appears on a wireless access point or client adapter, it signifies which two of
these? (Choose two.)

A. The Wi-Fi Alliance has tested this device and determined that it meets IEEE WLAN standards.
B. The IEEE certifies that the device is in compliance with its wireless fidelity requirements.

C. The access point or client adapter has been manufactured by the Wireless Fidelity company.
D. The Wi-Fi Alliance has verified that the device can interoperate with other devices using the
same standards.

E. The manufacturer of the equipment has paid the Wi-Fi Alliance to market its products.

Answer: A,D
Explanation:

QUESTION NO: 306

Refer to the exhibit. What two facts can be determined from the WLAN diagram? (Choose two.)

A. The area of overlap of the two cells represents a basic service set (BSS).

B. The network diagram represents an extended service set (ESS).

C. Access points in each cell must be configured to use channel 1.

D. The area of overlap must be less than 10% of the area to ensure connectivity.
E. The two APs should be configured to operate on different channels.
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Answer: B,E
Explanation:

QUESTION NO: 307

Which two devices can interfere with the operation of a wireless network because they operate on
similar frequencies? (Choose two.)

A. copier

B. microwave oven
C. toaster

D. cordless phone
E. IP phone

F. AM radio

Answer: B,D
Explanation:

QUESTION NO: 308

Which wireless LAN design ensures that a mobile wireless client will not lose connectivity when
moving from one access point to another?

A. using adapters and access points manufactured by the same company

B. recommended overlap in cell coverage is 15 to 20%

C. configuring all access points to use the same channel

D. utilizing MAC address filtering to allow the client MAC address to authenticate with the
surrounding APs

Answer: B
Explanation:

QUESTION NO: 309

Which type of attack is characterized by a flood of packets that are requesting a TCP connection
to a server?

A. denial of service
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B. brute force
C. reconnaissance
D. Trojan horse

Answer: A
Explanation:

QUESTION NO: 310

A host computer has the IP address 192.168.43.139 and netmask 255.255.255.240. On which
logical IP network does this host reside?

A. 192.168.0.0/26

B. 192.168.0.0/28

C. 192.168.43.0/28
D. 192.168.43.64/28
E. 192.168.43.112/28
F. 192.168.43.128/28

Answer: F
Explanation:

QUESTION NO: 311

What source and destination information can be found in the data link layer?
A. URL

B. IP address

C. port number
D. MAC address

Answer: D
Explanation:

QUESTION NO: 312

Which transport layer protocol is best suited for the transport of VolP data?
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A. RIP
B. UDP
C.TCP
D. OSPF
E.HTTP

Answer: B
Explanation:

QUESTION NO: 313

When troubleshooting a LAN interface operating in full duplex mode, which error condition can be
immediately ruled out?

A. giants

B. no buffers

C. collisions

D. ignored

E. dribble condition

Answer: C
Explanation:

QUESTION NO: 314

Refer to the exhibit. Which statement is correct regarding the results shown for the show interface
s0/0/0 command?
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Routerat# show interface s0/0f0

Serial0/0/0 is administratively down, line protocel is down
Hardware is GT96K Serial
Internet address is 10.12.12.1/28
MTU 1500 bytes, BW 1544 Ebit, DLY 20000 usec,

reliability 255%/2565, txlead 1/255, rxleoad 1/255

Encapsulation HDLC, loopback not set
Keepalive set (10 sec)
Last input never, output 00:00:14, output hang never
Last clearing of "show interface" counters 5d15h
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: B1071
Queusing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
145 packets output, 5084 bytes, 0 underruns
0 output errors, 0 collisiens, 4 interface resets
0 output buffer failures, O output buffers swapped out
0 carrier transitions
DCD=down DSE=up DTR=down RTS=down CTS=down

A. The subnet mask for this interface is 255.255.255.248.

B. The subnet mask for this interface is 255.255.255.252.

C. The IP address that is configured on s0/0/0 is a public address.

D. This interface can be enabled by issuing a no shutdown command.
E. The default encapsulation protocol for a Cisco serial interface is PPP.

Answer: D
Explanation:

QUESTION NO: 315

Refer to the exhibit. Which statement is correct regarding the configuration shown?

Stub Network

Network ::_-; s0/0/0

1721622 172.16.2.1

|Roul:erhfconfig)# ip route 172.16.1.0 255.255.255.0 172.16.2.1

A. This will not work as the subnet mask on serial interfaces must be /30.
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B. What is shown as being configured would be considered a default route.

C. This configuration creates a bidirectional path between RouterA and RouterB.

D. The command ip route 172.16.1.0 255.255.255.0 s0/0/0 would provide similar routing
functionality.

Answer: D
Explanation:

QUESTION NO: 316

An administrator previously changed the encapsulation on a synchronous serial line and saved the
configuration. Now the administrator wants to restore the encapsulation back to the default. What
action can the administrator do to return the interface back to its default encapsulation?

A. Change the encapsulation to ARPA.

B. Configure the interface for HDLC encapsulation.

C. Reboot the router and allow it to reload the configuration.

D. Issue the shutdown then no shutdown commands to reset the encapsulation on the interface.
E. Remove the cable and plug it back in to allow the router to autonegotiate encapsulation
settings.

Answer: B
Explanation:

QUESTION NO: 317

Assuming a subnet mask of 255.255.248.0, three of the following addresses are valid host
addresses. Which are these addresses? (Choose three.)

A.172.16.9.0
B.172.16.8.0
C.172.16.31.0
D.172.16.20.0

Answer: A,C,D
Explanation:

QUESTION NO: 318
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In a lab environment you are connecting two routers using their Fast Ethernet ports. What type of
cable will allow normal connectivity between the two routers?

A. rollover

B. crossover

C. null modem

D. straight-through

Answer: B
Explanation:

QUESTION NO: 319

To what type of port would a cable with a DB-60 connector attach?
A. serial port

B. console port

C. Ethernet port
D. fiber optic port

Answer: A
Explanation:

QUESTION NO: 320

Refer to the exhibit.

Routeri# show ip route

Codes: C - connected, 5 - static, I - IGRP, R - RIP, M - mobile, B - BGP
0 - EIGRP, EX - EIGRP external, © - 0OSPF, IA - OSPF inter area
Ml - OSPF N5sA external type 1, M2 - OSPF MSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, sU - IS-IS summary, L1 - I5-I5 lewel-1l, LZ2 - IS-IS lewel-Z
ia - IS-I5 inter area, % - candidate default, U - per-user static route
0 - 0ODR, P - periodic downloaded static route

cateway of Tast resort s 0.0.0.0 tTo network 0.0.0.0

172.16.0.0/24 is subnetted, 1 subnets

C 172.16.1.0 s directly connected, Ethernetls1
10.0.0.0/30 is subnetted, 1 subnets

C 10.255.255.200 s directly connected, seriald/ o

S 0.0.0.0/0 is directly connected, Seriald/0

Routeri#

The output is from a router in a large enterprise. From the output, determine the role of the router.
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A. A Core router

B. The HQ Internet gateway router

C. The WAN router at the central site
D. Remote stub router at a remote site

Answer: D
Explanation:

QUESTION NO: 321

Which of the following statements describe the network shown in the graphic? (Choose two.)

L-,'?JT-'T'?—!?L,'T'T'T'?—!?

Sales Froduction

A. There are two broadcast domains in the network.
B. There are four broadcast domains in the network.
C. There are six broadcast domains in the network.
D. There are four collision domains in the network.
E. There are five collision domains in the network.
F. There are seven collision domains in the network.

Answer: AF
Explanation:

QUESTION NO: 322
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Refer to the graphic. Host A is communicating with the server. What will be the source MAC
address of the frames received by Host A from the server?

A. the MAC address of router interface e0

B. the MAC address of router interface el

C. the MAC address of the server network interface
D. the MAC address of host A

Answer: A
Explanation:

QUESTION NO: 323

How many simultaneous Telnet sessions does a Cisco router support by default?

nmmoowr
oA WN R

Answer: E
Explanation:
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QUESTION NO: 324

Which Layer 1 devices can be used to enlarge the area covered by a single LAN segment?
(Choose two.)

A. switch

B. router

C. NIC

D. hub

E. repeater

F. RJ-45 transceiver

Answer: D,E
Explanation:

QUESTION NO: 325

WAN data link encapsulation types include which of the following? (Choose two.)

A. Tl

B. Frame Relay
C.DSL

D. PPP

E. ISDN

Answer: B,D
Explanation:

QUESTION NO: 326

Which of the following commands enables a network administrator to verify the application layer
connectivity between source and destination?

A. ping

B. telnet

C. traceroute
D. verify

E. trace

Answer: B
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Explanation:

QUESTION NO: 327

Which protocol provides best-effort delivery of user data in a network?

A.TCP
B. MAC
C.IP

D. ARP
E. SMTP

Answer: C
Explanation:

QUESTION NO: 328

Which of the following are found in a TCP header, but not in a UDP header? (Choose three.)

A. sequence number

B. acknowledgment number
C. source port

D. destination port

E. window size

F. checksum

Answer: A,B,E
Explanation:

QUESTION NO: 329

Refer to the exhibit. Two 2950 switches connect through ports fa0/24 using a straight-through
cable. Based on the output that is shown in the exhibit and the information that is given, what can
be concluded about this network?
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7 N £ %

VLAN 2 WLAN 3 VLAN 4 WLAN 3
SweitchA#show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
5 - Switch, H - Host, | - IGMP, r - Repeater

Cewice 10 Local Intrfee Holdtme Capability Platform Port 1D

SwritchAs

SwritchB#show cdp neighbaors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
5 - Switch, H - Host, | - IGMP, r - Repeater

Ciewice 1D Local Intrfee Holdtme Capability  Platform Port (D

SwritchB#

A. STP can not be configured on a FastEthernet ports.
B. An IP address and default gateway must be configured on each switch.
C. The switches do not share the same VTP domain.

D. Port fa0/24 must be configured as a trunk in order for the switches to share neighbor
information.
E. The switches are cabled incorrectly.

Answer: E
Explanation:

QUESTION NO: 330

Refer to the exhibit. Which two statements are true of the interface configuration? (Choose two.)
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Router# shoW intertace so
Serial0 is up, line protocol is up

Hardware is HDGAS70

Internet address is 10.140.1.2/24

MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely 255/255, load 1/255

Encapsulation PPP, loopback not set, keepalive set (10 sec)

LCP Open

Open: IPCP, CDPCP

Last input 00:00:05, output 00:00:05, output hang never

Last clearing of “show interface" counters never

Queueing strategy: fifo

Output queue 0/40, 0 drops; input queue 0775, 0 drops

5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec
38021 packets input, 5656110 bytes, 0 no buffer
Received 23488 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
38097 packets output, 2135697 bytes, 0 underruns
0 output errors, 0 collisions, 6045 interface resets
0 output buffer failures, 0 output buffers swapped out
482 carrier transitions
DCD=up DER=zup DTR=up RTS=zup CTS=up

A. The encapsulation in use on this interface is PPP.

B. The default serial line encapsulation is in use on this interface.
C. The address mask of this interface is 255.255.255.0.

D. This interface is connected to a LAN.

E. The interface is not ready to forward packets.

Answer: A,C
Explanation:

QUESTION NO: 331

Refer to the exhibit. A network technician is asked to design a small network with redundancy. The
exhibit represents this design, with all hosts configured in the same VLAN. What conclusions can
be made about this design?
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A. This design will function as intended.

B. Spanning-tree will need to be used.

C. The router will not accept the addressing scheme.

D. The connection between switches should be a trunk.

E. The router interfaces must be encapsulated with the 802.1Q protocol.

Answer: C
Explanation:

QUESTION NO: 332

The internetwork shown in the diagram is experiencing network connectivity problems. What is the
cause of the problem?

CAT 5
straight-thr ough

10.1.19.254/25

10.1.19:65/25

Server 1
10.1.19.131/25
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A. The cabling connecting host A to Switch3 is too long.

B. The address of host B is a broadcast address.

C. The IP address of interface Fa0/0 of Routerl is not a usable address.
D. The cable connecting Switch2 and Switch3 should be a crossover.

E. The IP address of Server 1 is in the wrong subnet.

Answer: D
Explanation:

QUESTION NO: 333

Refer to the exhibit. What does the address 192.168.2.167 represent?

Fouterg copy startwp-config titp

Address or nane of remoteé Ddst []? 192.166.2. 167
Destination £ilename [router-confgl?

{0 O S I B |

1476 bytes copied in 0.080 secs (5950 bytes/sec)
Eouters#

A. the TFTP server from which the file startup-config is being transferred
B. the router from which the file startup-config is being transferred

C. the TFTP server from which the file router-confg is being transferred
D. the TFTP server to which the file router-confg is being transferred

E. the router to which the file router-confg is being transferred

F. the router to which the file startup-config is being transferred

Answer: A
Explanation:

QUESTION NO: 334

Refer to the exhibit. The network administrator must complete the connection between the RTA of
the XYZ Company and the service provider. To accomplish this task, which two devices could be
installed at the customer site to provide a connection through the local loop to the central office of

the provider? (Choose two.)
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A. WAN switch
B. PVC

C. ATM switch
D. multiplexer
E. CSU/DSU
F. modem

Answer: E,F
Explanation:

QUESTION NO: 335

Refer to the exhibit. A technician is troubleshooting a host connectivity problem. The host is
unable to ping a server connected to Switch_A. Based on the results of the testing, what could be
the problem?

Server

fpoeaieny
]

0.0 - 10.0.0.1/24

Server configuration: Results of testing from the host: st: | | Host configuration:

Server: 10.5.75.25024 Ping 127.0.0.1 — successiul Local Host: 10.0.0.3524
Default gateway: 10.5.75.1:24 Ping 10.0.0,35 - successful Default gateway: 10.0.0.1:24

Ping 10.0.0.1 = unsuccessful
Ping 10.5.7 5.250 - unsuccessiul

A. A remote physical layer problem exists.

B. The host NIC is not functioning.

C. TCP/IP has not been correctly installed on the host.
D. A local physical layer problem exists.

Answer: D
Explanation:
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QUESTION NO: 336

Which statement is correct about the internetwork shown in the diagram?

Fali0.1-10.1.1.254 /24 VLAN 1
Falil.2 = 10.2.2.254 124 VLAMN 2
Falil.3 - 10.5.5.254 /24 VLAN 3

—

e

L

A. Switch 2 is the root bridge.

B. Spanning Tree is not running.

C. Host D and Server 1 are in the same network.

D. No caollisions can occur in traffic between Host B and Host C.
E. If Fa0/0 is down on Router 1, Host A cannot access Server 1.
F. If Fa0/1 is down on Switch 3, Host C cannot access Server 2.

Answer: E
Explanation:

QUESTION NO: 337

Refer to the exhibit. A user cannot reach any web sites on the Internet, but others in the
department are not having a problem. What is the most likely cause of the problem?
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C:sipeonfig sall

Windows IP Configuration

Host Mame . . . . . . . . = = = =« = home—pc
Primary Dns Suffix . . . . . . . =

Mode Type . . . . . . . . = = - = = Hybrid
IP Routing Enabled. . . . - - . - & HNo

WINS Proxy Enabled. . . . - - - . : HNo

Ethernet adapter Local Area Connection 3:

Comnection-Specifies DNX suffix . . . . . =

Descripiion = . - .« & @ = v = « = = « = Wired Hetwork Connection
Phvsical Address . - - . . . . . . . = BA-13-CE-9B-33-93
DhepEnabled . & . . . . . . . . . = HNHo

IPaddress . . . . . . . . . . . . = 18.18_.18_2

Subnet Mask . . . . . . . . . . . = 255_255.255.8

Default Gateway . . . . . . . . . = 1A.18.18.1

A. IP routing is not enabled.

B. The default gateway is not in the same subnet.

C. A DNS server address is not reachable by the PC.

D. A DHCP server address is not reachable by the PC.

E. NAT has not been configured on the router that connects to the Internet.

Answer: C
Explanation:

QUESTION NO: 338

What is the default configuration register setting on most Cisco routers?

A. 0x2210
B. 0x2104
C. 0x2102
D. 0x2012
E. 0x2142

Answer: C
Explanation:

QUESTION NO: 339

When you power up a Cisco router; in what memory is the start-up configuration normally stored
in?
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A. RAM
B. ROM
C. FLASH
D. NVRAM

Answer: D
Explanation:

QUESTION NO: 340

If NVRAM lacks boot system commands, where does the router look for the Cisco I0S by default?

A. ROM

B. RAM

C. Flash

D. bootstrap

E. startup-config

Answer: C
Explanation:

QUESTION NO: 341

Some of routers have been configured with default routes. What are some of the advantages of
using default routes? (Choose two)

A. They establish routes that will never go down.

B. The keep routing tables small.

C. They require a great deal of CPU power.

D. The allow connectivity to remote networks that are not in the routing table.
E. They direct traffic from the Internet into corporate networks.

Answer: B,D
Explanation:

QUESTION NO: 342

In which situation would the use of a static route be appropriate?
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A. To configure a route to the first Layer 3 device on the network segment.

B. To configure a route from an ISP router into a corporate network.

C. To configure a route when the administrative distance of the current routing protocol is too low.
D. To reach a network is more than 15 hops away.

E. To provide access to the Internet for enterprise hosts.

Answer: B
Explanation:

QUESTION NO: 343

When you use the ping command to send ICMP messages across a network, what's the most
common request/reply pair you'll see? (Select one answer choice)

A. Echo request and Echo reply
B. ICMP hold and ICMP send

C. ICMP request and ICMP reply
D. Echo off and Echo on

Answer: A
Explanation:

QUESTION NO: 344

An administrator issues the show ip interface s0/0 command and the output displays that interface
Serial0/0 is up, line protocol is up What does "line protocol is up" specifically indicate about the
interface?

A. The cable is attached properly.

B. CDP has discovered the connected device.

C. Keepalives are being received on the interface.

D. A carrier detect signal has been received from the connected device.
E. IP is correctly configured on the interface.

Answer: C
Explanation:

QUESTION NO: 345
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Which three statements are correct about RIP version 2? (Choose three)

A. It uses broadcast for its routing updates

B. It supports authentication

C. Itis a classless routing protocol

D. It has a lower default administrative distance than RIP version 1
E. It has the same maximum hop count as version 1

F. It does not send the subnet mask un updates

Answer: B,C,E
Explanation:

QUESTION NO: 346

How can an administrator determine if a router has been configured when it is first powered up?

A. A configured router prompts for a password.

B. A configured router goes to the privileged mode prompt.
C. An unconfigured router goes into the setup dialog.

D. An unconfigured router goes to the enable mode prompt.

Answer: C
Explanation:

QUESTION NO: 347

Regarding the extended ping command; which of the statements below are true? (Choose three)

A. The extended ping command is supported from user EXEC mode.

B. The extended ping command is available from privileged EXEC mode.

C. With the extended ping command you can specify the TCP and UDP port to be pinged.
D. With the extended ping command you can specify the timeout value.

E. With the extended ping command you can specify the datagram size.

Answer: B,D,E
Explanation:

QUESTION NO: 348
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Which sequence of actions will allow telneting from a user's PC to a router using TCP/IP?

A. Connect the PC's COM port to the router's console port using a straight-through cable.

B. Connect the PC's COM port to the router's console port using a crossover cable.

C. Connect the PC's COM port to the router's Ethernet port using a straight-through cable.

D. Connect the PC's Ethernet port to the router's Ethernet port using a crossover cable.

E. Connect the PC's Ethernet port to the router's Ethernet port using a rollover cable.

F. Connect the PC's Ethernet port to the router's Ethernet port using a straight-through cable.

Answer: D
Explanation:
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