Module 4

OS Features and User Accounts




/Objectives

™

1.1.4 Use appropriate OS features and tools

2.1.4 Users and Groups
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OS FEATURES AND TOOLS
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/Using File and Folder Navigation Tools \

1. Methods of viewing drives, files, and folders:
A.Windows Explorer
B.Navigation

.......

C.View properties | S ﬂ 5:2>
D.Preview pane s
2.Drive details shown | == = - I
across the bottom of | - N - B

the window




View Options

1. View Option under Organize > Layout:
A, Menu bar o) .;mmpxsmpm.w.c‘:z.Mndm.‘ _—

File Edit View Tools Help

Organize ~ [ Open ~ Share with

, E—
Folder Options

B.Detalls pane e —. =

v
Paste
Undo v Details pane Folder views
. Redo v Preview pane *You can apply the view (such as Details or lcons) that
. you are using for this folder to all folders of this type.
review pane e
L] g to Fold: Reset Fold
EL“M/V . e 5.04 [ Apply to Folders ] ’ set Folders ]

tesa]| | !
. . Folder and search optiens T = |
7 Delete e 8.p4 Advanced settings:
D.Navigation pane

o~

Remove properties :Eig'p [ Aways show icons, never thumbnails F

Properties ‘Eu'p Always show menus
2 F I O t = Close ‘:le Display file icon on thumbnails E
‘ I | l ’ Display file size information in folder tips

Vid " Module 14, I _ nts

n O e r p IO S B videos G- odule 144 i ull path in the title " ic theme only) |

£ Module 15.9 ” .

M Computer 5] Module 16.4
. &, Local Disk (C3)
—a MyDocuments ([
s s VMware Machine
58 HS (WCiscolab) {

a Installer Disk (I:)
5 d§ (\\BHS-Web5¢

.
B S F] OW h I d d e n e I Restors Defaults
" i BD-ROM Drive (C

59 Cisco (WCiscolat :
&8 IT(ACiscolab) (F — oK ] [ Cancel ] Apply

- -
Amne= nonad
il Module 4pptx Title: Add a title Size: 2.57 MB Tags: Add atag
™ n Microsoft PowerPoint Presentation Authors: Add an author Date modified: 5/22/201312:13 PM

() Dont show hidden files, folders, or drives
@ Show hidden files, folders, and drives
Hide empty drives in the Computer folder
Hide extensions for known file types
hdg protected operating system files
e

mmended) T




Changing Your Recycle Bin Settings

Right-click on the Recycle Bin icon and click
Properties

1.Change the size and location of the Recycle Bin
2. Remove files immediately

Windows XP Windows 7

Recycle Bin Properties E] _ Recycle Bin Properti
MULTIMEDIA (D:) IMTERMET (E:) BACKUP (F:) General
Global APPLICATION (1)

@ Confiairs crives indepandently Recyde Bin Location  Space Available
®ii " Installer Disk (I:) 372GB
= Niowlpisk () 27968

[]Do not e _f\les to the Recyele Bin. MyDocuments ... 279 GB
Remove files immediately when deleted YMware Machi... 931GB

J Settings for selected location
@ Custom size:
10% Maximum size (MB): 16351

Maximum size of Recycle Bin {percent of each drive) {® Don't move files to the Recyde Bin. Remove files

immediately when deleted,

[ pisplay delete canfirmation dislog
Display delete confirmation dialeg

=




/I\Iavigating to Folders and Files \

1. Designed to save your files in a folder called Documents

2. Documents, Pictures, Music, Videos are new separate folders
and part of a group called Libraries

Suppose there Is a user
named Student. What
Is the full path where he
would store his mp3
files in Windows 77

C:\Users\Student\Music

or

\ Libraries\Music

In Windows XP

C:\Documents and Settings\Student\Documents\My I\w
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iIndows XP Taskbar and Start Menu Properties

(w

{ |

kControIs what appears in the Start Menu and Taskbar /

8



. Taskbar and Start Menu Propertie:

Toolbars

[T Tasibar and Start Men

Taskbar appearance
Lock the taskbar

[ Auto-hide the taskbar

Taskbar | StartMenu | Toolbars

To customize how links, icons, and menus look and

You can customize how links, icons, and menus look and behave on the
behave in the Start menu, dick Customize.

Start menu.

[ use small icons s [ -
Pawer button action: [Shut down '
Taskbar location on screen: @ e r|
Taskbar buttons: Fc T ] es and libraries
Store and display recently opened programs in the Start menu onnect To ) Dot search
. . " - . I3 Control Panel @ Search with public folders
Motification area Smt:g and display recently opened items in the Start menu and the () Display as a link ) Search without publc folders
Cus_bomi_ze which icons and notifications appear in ar (@ Display as a menu Search programs and Control Panel
notification area. (0) Den't display this item Sort All Programs menu by name
[C] Default Programs 4 System administrative tools
Preview desktop with Aero Peek Devices and Printers () Display on the All Programs menu
Temporarily view the desktop when you move youl 4| Documents @ Display on the All Programs menu and the Start menu
Show desktop button at end of the taskbar, () Display as a link g © ?Oﬂ't display this item
A u i
UUse Aero Peek to preview the desktop @ Display as a menu 5 =g leans
{©) Don't display this item 8 videos
load ¥ () Display as a link
o Down_oa = _ () Display as a menu
How do I customize the taskbar? () Display as a link @ Don't display this item

Start menu size
E : How do I change the way the Start menu looks? -
Ca

Mumber of recent programs to display: 10

Mumber of recent items to display in Jump Lists:

Use Default Settings

ok || cancl Apply

Run...

» All Programs

Shutdown | »|

’ Search programs an




Desktop lcons

-i <« All Control Panel Items § B Desktop Icon Settings .:a

1. Right-click the desktop and
choose Personalize or click
Personalization in the CP

Control Panel Home

Change desktop icons Chc' [7] Computer

Change mouse pointers [7] User's Files

Change your account picture [7] Network

N

=
— -
y 4

f—
y Desktop icons

Recycle Bin
[l Control Panel

Adl 55&

Computer

L=
Recycle Bin
{empty)

g =

N

Student Network Recycle Bin
full)

[ change Icon... | [ Restore Defaut |

J [7] Allow themes to change desktop icons

See also

Display

n saver all at

s online

Taskbar and Start Menu Desktop Background

Ease of Access Center Harmony

Window Color Sounds
Sky Windows Default

Screen Saver

None

2. Start = Right-
click name -2
choose “Show
on Desktop”

= Getting Started »
B8 Connect to a Projector
[ Calculator Student

Sticky Nott
= dcky Notes Documents
Sk Snipping Tool
@l Paint Recent tems

-4 XPS Viewer

521 Windows Fax and Scan Compiter

Remote Desktop Connection
p

B Magnifi el % Manage
| Magnifier

Map network drive...
Disconnect network drive...

Devices and

Rename

Properties

» All Programs

ch programs a

10



Creating a Shortcut with Windows Explorer

1. Open the program you want and find the executable
2. Right-click = Send to - Desktop

Internet Explorer

. . .. * Prog... » Internet Expl... » - Search

Organize « Open Mew folder

B Desktop o Mame Date modified Ty

8 Downloads M Ieuldy LU e D EUFENLD LI AV A
| Recent Places %] iedvtool.dil 5/20/201311:07 AM Ay
& ieinstal.exe 5/20/201311:07 AM Ay
4 Libraries & ielowutil.exe 5/20/201311:07 AM Ay
=) Documents %] ieproxy.dil 5/20/201311:07 AM Ay
&' Music | &) IEShims.dll 5/20/2013 11:07 AM Ay |
[ Pictures 1 L | iessetup.ceb 11/20/20103:29 PM  CH{T
B videos %] iessetup.dil 7/13/2009 815 PM A
| & iexplor S00/201311:07 AM A
*& Homegroup [ jsdbgui|  Opem 20131107 AM A
() jsdebug % 201311:07 AM Ay
= (7| JSProfil Unpin from Taskbar 2013 11:07 AM A

& Com puter

) jsprofilg Pin to Start Menu

[~ S NP T —

,/,'-_—\.) iexplore.exe Date modified: Send to
K’;? Application Size: <
Cut

Copy

2013 11:07 AM  Aj ~
Rest TTOUs VErsions 2

-

Desktop (create shortcut)

Fax recipient

Create shortcut
'@J Delete

_ '@J Rename
‘ Properties

Mail recipient
Floppy Disk Drive (A:)
Local Disk (C:)
MyDisk (E:}

( RELUE

11



Using Device Manager

1. Verifies that Windows
sees no problems with:

A.Resource conflicts
B.Device status

Control Panel Home

'S' Device Manager

'@ Remote settings

'S' System protection

@' Advanced system settings

18« All Co.. » System

C.Missing drivers -

Communications Port {COI
General | Port Settings | Driver | Details | Resources |

- Communications Port (COM1)

Device type: Ports {COM & LPT)
Manufacturer. (Standand port types)
Location on Generic Bus

D.Outdated drivers

2. Problems will show up

w |+ Ml Search Control Panel

= Device Manager = | E

File Action View Help

&= @ E Hm B B s

a2 Student-PC
H & Batteries
> 1M Computer
5y Disk drives
- By Display adapters
b - DVD/CD-ROM drives
> - Floppy disk drives
b '1:‘:'5‘ Floppy drive controllers
» a«;{, Human Interface Devices
L IDE ATA/ATAPI controllers
-2 Keyboards
N --B Mice and other pointing devices
- I Monitors
» - Network adapters
477 Ports (COM & LPT)
? Communications Port (COML)

a

with ¢4 or |

‘-? Communications Port (COMZ2)
7 Printer Port (LPTL)

b D Processors

-#%| Sound, video and game controllers

B TR |

R

»

m
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Managing Applications

1.Add or Remove Programs in XP control panel
2. Programs and Features in Windows 7 control panel

;

S g/ ~4 » Control Panel » All Control Panel ltems » Programs and Features - | | Search Programs and Features e |

Control Panel Home

View installed updates

@ Turn Windows features on or
off

Uninstall or change a program

To uninstall a program, select it fromn the list and then click Uninstall, Change, or Repair.

Organize *  Uninstall Change  Repair

-
MName

Ii@;l‘\-’licrusof‘t MET Framewaork 4 Client Profile

Publisher

Microsoft Corporation

[ Microsoft Visual C++ 2008 Redistributable - x86 9.0.3...  Microsoft Corporation
[ Microsoft Visual C++ 2008 Redistributable - x86 9.0.3..  Microsoft Corporation

@VMware Tools
i 4 Windows 7 Upgrade Advisor

Vidware, Inc.
Microsoft Corporation

4| 1

Size: 8.77 MB

I-i' Microsoft Corporation Product version: 2.0.5000.0

=~ @

Installed On

5/20/2013
3/14/2013
3/16/2013
5/14/2013
5/14/2013

13



Indows Features

From the Programs and Features window, select
“Turn Windows features on or off”

Turn Windows features on or off (2]

Toturn a feature on, select its check box. To turn a feature off, clear its
check box. Afilled box means that only part of the feature is turned on.

[ Games
Bk Indexing Service
. Internet Explorer 10
[7] | Internet Information Services
[] | Internet Information Services Hostable Web Core
=]
. Windows DVD Maker
Tou . Windows Media Center Change, or Repair.
. Windows Media Player
| |= || Microsoft NET Framework 3.5.1 .
Orgamz | [] |} Microsoft Message Queue (MSMQ) Server 5{:: - @
[H] | Print and Document Services
Mame | [ . RAS Connection Manager Administration Kit (CMAK) Installed On
EE-:%. Micro : . Remote Differential Compression poration 5/20/2013
= . RIP Listener =
lﬂ Microj (=) Simple Network Management Protocel (SNMP) poratmn 5/14/2013
lﬂ Microd)| [T] 1 Simple TCPIP services (i.e. echo, daytime etc) F'Ufatioﬂ 5/16/2013
@VM\N’E [] 1) Tablet PC Compeonents 5/14/2013
cd Wind E I:::zg:::r poration 5/14/2013
[7] 10 TFTP Client
. Windows Gadget Platform
4 [1 ] Windows Process Activation Service rm— ¥
— . Windows Search
| [ | Windows TIFF IFilter
- d . XPS Services
. XPS Viewer
—

14



/Program Compatibility \

1.Mode in Windows that lets you run programs
written for earlier versions of Windows

2. TO access:

A.Right click on an
executable and select
Properties

B.Click on the Compatibility
tab

\_




/Computer Management

2. Found under Administrative
Tools in Control Panel

3. YOou can see:
A.Task Scheduler
B.Event Viewers
C.Shared Folders
D.Local Users and Groups
E.Performance Monitors
F. Disk Management
G.Services

File Action View Help
> B =0E
em

1. Pre-built Microsoft Management Console (MMC)

s Applications and Se

| Users

oooooooooooooooo

=gz
I

16



Task Scheduler

1. Automate tasks to run

File Action View Help

. g . dap| #
as S p e C Ifl C tl I I I e S O r at @'I:.asl-(rSc::d:lzr (lLDcLEE Status Triggers Actions
4 _@ asi Ccheduler L1 rary = .
4 [ Microsoft VAT EE ey | Windows Defender -

» ] Windows E Create Basic Task...
S ar u p ] Windows Defende ©  Create Task...
i wep Import Task...

Display All Running Ta...

2 . FOU nd I n P —T— - % ;”::':D»:ljsksHimry
Administrative tools "

General | Triggers | Actions | Conditionsl Set | ¢ Delete Folder

When you create a task, you can specify the condi View »

the task property pages using the Properties comn [ Refresh

Trigger Details Help
Daily At3:30 AM every day - Aft) || | SeREe e -
[ Run

= End

¥ Disable

Export...

Properties

Delete

mX -

Help

17



Event Viewer

1. Displays detailed
Information about

significant events on your

computer

2. Hel

troubleshooting problems

and

oful when

errors with Windows

and

other programs

3. Found in Computer
Management console

A Computer Ma

File Action View Help

e

A Computer Management (Local)
4} System Tools
s @ Task Scheduler
4 [ Event Viewer
4 | Custom Views
¥ Administrative Events
4 [ Windows Logs
Application
Security
Setup
System
Forwarded Events
4 |7 Applications and Services Logs
Hardware Events

Internet Explorer
Key Management Service
Media Center
Microsoft
ThinPrint Diagnostics
Windows PowerShell
.1 Subscriptions
> | Shared Folders
> & Local Users and Groups
3 @- Performance

i Device Manager
4 5 Storage
=7 Disk Management
> 4 Services and Applications

‘ Overview

To view events that have occurred on your computer,
select the appropriate source, log or custom view node in

the conscle tree. The Administrative Events custom view

‘ Summary of Administrative Events

Event Type EventID
Critical -
Bl Error -
2
10
36
B warning -
1000
1014
B Information -
0
1
1
1
1
1
] i

Source

Kernel-EventTracing
WML

volsnap

VMware Tools

DNS Client Events
TPAutoConnSve
Diagnosis-Scripted
Kernel-General
Power-Troubleshooter
SecurityCenter
Windows Activation ...

Leg

Micros
Applic:
Systern

Applice
Systemn
Applice
Micros
System
Systern
Applic:

m

Applice a

]

‘ Recently Viewed Nodes

‘ Log Summary

Actions
Event View...
= Open..
¥ Creat..
Impor...
View
1G] Refresh
E Help
Audit Succ...

View ...

E Help

18



/Performance Monitor

\_

Used to examine how programs affect your
computer's performance, both in real time
and by collecting log data for later analysis

Performance counters
A. Measures system state or activity

B. Can be included in the operating system
or can be part of individual applications
at specified time intervals

Event trace data

A. Collected from trace providers, which
are components of the operating system
or of individual applications that report
actions or events

Configuration information

A. Collected from key values in the
Windows registry

@ #E) @

(%) File Action View Window Help -|=

(&) Performance
4 [ Monitoring Teols
[B# Performance Monitor
4 [} Data Collector Sets
& User Defined
4 [ my System
¥ System Diagnostics
¥ System Performance
) Event Trace Sessions
{5 Startup Event Trace Sessions
» | Reports

Bra-¢4Xs 008 NHE

100
%04
80
70
604
50
40
30
20
1 f
s [
10:19:15 AM 10:19:45 AM 10:20:15 AM 10:20:53 AM
Last 10769 Average 14.268
Minimu m 0000 Maximum 81538
Duration 1:40
Show  Col Scal Counter Instance
[v 1.0 % Processor Time Total
4




/Disk Management

administrator
3. Used to:
A.Format disks
B.Extend disks
C.Shrink disks

\_

1. Part of the Computer
Management console

2. Must be logged in as an

File Action View Help

e | FlHR BXEsQ

| Layout ‘ Type ‘ File System | Status | Capacity | Free Spa... [ %1

Simple Basic NTFS Healthy (B... 19.90 GB 102068 51
o MyDisk (E:) Simple Basic NTFS Healthy (P... 5.00 GB 494 GB 99
o Systemn Reserved Simple Basic NTFS Healthy (5.. 100 ME 712 MB 12

b

‘
CiDisk 0 1 [

Basic System Reserved (&)

20.00 GB 100 MB NTFS 19.90 GB NTFS

Online Healthy (System, Active, Pri | Healthy (Boot, Page File, Crash Dump, Primary Partition)
4 Disk 1 I
Basic MyDisk (E:)

5.00 GB 5.00 GB NTFS

Online Healthy (Primary Partition)

ZicD-ROM O
DVD (D)

No Media

B Unallocated B Primary partition

/

20



Services

1.Used to manage
background services

2. Found in Administrative
Tools

3. Can be set to:
A.Start automatically
B.Start delayed
C.Manual start
D.Disabled

File Action View Help

e d

= HE v >»8nm®

., Services (Local)

s

MName

& Windows Activation Technologies Ser...
&4 Windows Audio

% Windows Audio Endpoint Builder

& Windows Backup

i Windows Biometric Service

&4 Windows CardSpace

& Windows Color System

% Windows Connect Now - Config Regi...
& Windows Defender

. Windows Driver Foundation - User-m...
4 Windows Error Reporting Service

& Windows Event Collector

4 Windows Event Log

&4 Windows Firewall

% Windows Font Cache Service

&4 Windows Image Acquisition (WIA)

S Windows Installer

S Windows Management Instrumentation
S Windows Media Center Receiver Service
S Windows Media Center Scheduler Ser...

L Windows Media Player Network Shari...

L Windows Medules Installer

f; Windows Presentation Foundation Fo..,
; Windows Remote Management (W5-..,

43 Windows Search

L Windows Time

3 Windows Update

S WinHTTP Web Proxy Auto-Discovery ...
£ Wired AuteConfig

Description
Performs Win...

Manages audi..
Manages audi..
Provides Wind...
The Windows ...
Securely enabl...

The WesPlugl..

WCNCSVC ho..
Protection aga...
Creates and m...
Allows errors t..,
This service m...
This service m...

Windows Fire...

Optimizes perf...
Provides imag...
Adds, modifie...

Provides a co..

Windows Med...

Starts and sto...
Shares Windo..,

Enables install...
Optimizes perf...

Windows Rem...

Provides cont..,
Maintains dat...

Enables the de...
WinHTTP imp...
The Wired Aut...

Status

Started
Started

Started

Started
Started
Started

Started

Started

Started
Started
Started

4| m

Startup Type
Manual
Automatic
Automatic
Manual
Manual
Manual
Manual
Manual
Automatic (Dela
Manual
Manual
Manual
Automatic
Automatic
Automatic
Manual
Manual
Automatic
Manual
Manual
Automatic (Dela
Manual
Manual

Manual

Automatic (Delay =

Manual
Automatic (Dela
Manual

Manual

-

Extended }\Standard /
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Local Security Policy

1. Create rules which
prevent users from

running executables and
Installers

2. Found in Administrative
Tools

File Action View Help

&5 HEIXEIHE

T Security Settings
4 [ g Account Policies
4 Password Policy
» [ 4 Account Lockout Policy
> [ Local Policies

~| Network List Manager Policies
o | Public Key Policies
» | Software Restriction Policies
» [ Application Control Policies
b g IP Security Policies on Local Compute
» (] Advanced Audit Policy Configuration

> ] Windows Firewall with Advanced Seci|
1:| Password must meet complexity requirements

Palicy

12| Enforce password history

12| Maximum password age
12| Minimum password age

< Minimum passwerd length

;| Store passwords using reversible encryption

Security Setting

0 passwords remembered
42 days

0 days

0 characters

Disabled

Disabled

22



System Configuration

1. Can help identify problems
that could prevent Windows
from starting correctly

2. Found in Administrative tools
or msconfig

3. Used to:
A.Set boot options
B.Examine services

C.Enable/Disable startup
programs

D.View management tools

(= System Configuration

|Genera| | Boot |5ervices‘ Startup |Too|s |

Startup ftem
AcroTray - A...
|:| AcroTray - A...
Adobe €55 ...
Adobe Read...
Adobe Upda...
[T Akamai Nets...
Alcohol Virtu...
Apple Push

[T Autodesk Da...
Autodesk Wi...
BrowserPlug..,
com.apple.d...

Manufacturer

Adobe System...
Adobe System...
Adobe System...
Adobe System...
Akamai Techno...
Alcohol Soft De...

Apple Inc,
Autodesk, Inc,
Autodesk, Inc,
Unknewn
Apple Inc.

Command Location Date Disabled

"C:\Program Fil... HKLM\Software\Wo...  Unknown
C:\Program Fil...  HKLM\SOFTWAREN,..

C:\Program Fil...  HKLM\SOFTWAREN,..

"C:\Program Fil...  HKLM\SOFTWAREM...
"C:\Usersisste...  HKCU\SoftwareMicr...  Unknown
"C:\Program Fil...  HKCU\SOFTWAREY,..

"Ci\Program Fil...  HKLM\SOFTWARE,..

C:\Program Fil...  HKLM\Software\Wo...  Unknown
C:\Program Fil...  HKLM\SOFTWARE'M...
C:\Program Fil...  HKLM\SOFTWAREN\,..

C:\Program Fil...  HKCU'\SOFTWAREY,..

a1l Limmies

e enETi AnEL

o

[ Enbleal | [ Disableal |

23



Print Management

1. Provides a single interface to
efficiently administer multiple
printers and print servers

2. Found in Administrative tools
3. Used to:
A.Manage print queue
B.Deploy printers

File Action

| X

View Help

ﬁ‘,_m Print Management
4 [7 Custom Filters
| All Printers (14)
7 All Drivers (4)
7| Printers Not Ready
#| Printers With Jobs
4 i Print Servers
- 5 Student-PC (local)
= Deployed Printers

Printer Name

= Adobe PDF2:11

=4 Dell 5130cdn Color Laser ...

= DocuCom POF Driver#:d
[ Fax

= Fax# B

= HP Color Laserlet 350027

P HP Designjet 500 42 by H...
= HP Laserjet 5000 on CISC..,
= Microsoft XP5 Document...
= Microseft XP5 Document...

== mimio Print Capture®:5
= 5canSoft PDF Create 214
=4 5end Te OnelNote 2013#:2
= 5nagit 11#:1

Queue Status
Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready

Jobs In Queue

oo oo o000 oooooo

Actions

All Printers... &

More ...

4
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Kl'ask Manager

1. Displays the programs, processes, and
services that are currently running on
your computer.

2. Use to monitor your computer’s
performance or to close a program that's
not responding

3. Right-clicking the taskbar, and then
clicking Start Task Manager

4. Used to:
A.View and stop applications
B. View and stop processes

C.View services, performance, network
usage, and users

25
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USERS AND GROUPS




/Options for Controlling How a User Logs On \

1.Use the Welcome screen (default)

2. Press Ctrl+Alt+Del to get to a logon window
similar to Windows NT/2000/XP

3. Use Fast User Switching

\_ /

27




/Controlling How a User Logs On in XP \

User Accounts =13

Related Tasks .
Select logon and logoff options

Manage accounts

By using the Wekome screen, you can smply chick your account name to log on. For added security, you
2) Logen options can turn off this feature and use the dassic logon prompt which requires users to type a user account
name.

SRt

[“]use Fast User Switching

With Fast User Swtching, you can quickly switch to another user account without having to close any
programs. Then, when the other user is finished, you can switch back to your own account.

(_Apply Options | [ Cancel |

v

1. If you are in a Workgroup then you have the options to Use
the Welcome screen and allow Fast User Switching

\2. If you are in a Domain you must use Control + Alt + Delete /

28



1. Depending on how your computer is configured,
you will see the Windows Welcome screen

2. Convenient because it displays a list of available
accounts

/Login Welcome Screen in Windows 7 \

29



/Logon Screen

~

Requires users to type a logon name rather than
selecting an account from a list of available
accounts

30



ogon Policies

1. Enable — Interactive
_ogon: Do Not Displa
_ast User Name

. Disable — Interactive
_ogin: Do not require
CTRL+ALT+DEL

File Action View Help

|

T Security Settings

Policy Security Setting o0
“la A.(munt Palicies Domain member: Digitally sign secure channel data (when ... Enabled
' Password Policy .
: : Domain member: Disable machine account password chan..  Disabled
‘& Account Lockout Policy
. . Domain member. Maximum machine account password age 30 days
# -4 Local Policies D ber: Require strong (Windows 2000 or later) se... Enabled
. (3 Audit Policy nmam.msm er .EqLIII'ES rnr.|g in .nws or later, .se... nable .
< . Interactive logon: Display user information when the session... Mot Defined o
> | User Rights Assignment X
% Security Options Interactive logon: Do not display last user name Enabled
y Windows Firewall with Advanced Sec|| - Interactive logen: Do not require CTRL+ALT+DEL Disabled
| Network List Manager Policies Interactive logon: Message text for users attempting to log on E
» ] Public Key Policies Interactive logon: Message title for users attempting to log on
» [ Software Restriction Policies Interactive logon: Mumber of previous legons to cache (in c... 10 logens
> || Application Control Policies Interactive logon: Prompt user to change password before e... 5 days
> .g IP Security Policies on Local Compute Interactive legon: Require Demain Controller authentication... Disabled
» ] Advanced Audit Policy Cenfiguration Interactive logon: Require smart card Disabled
Interactive logon: Smart card removal behavior Ma Action
Microsoft network client: Digitally sign communications (al... Disabled
Microsoft netwark client: Digitally sign communications (if ... Enabled
Microsoft network client: Send unencrypted password to thi.. Disabled
Microsoft network server: Amount of idle time required bef... 15 minutes
Microsoft network server: Digitally sign communications (al... Disabled
Microsoft network server: Digitally sign communications (if .. Disabled
Microsoft network server: Disconnect clients when legon ho.,  Enabled
) Microsoft network server: Server SPN target name validation... Mot Defined
E Ll ¥ Metwork access: Allow anonvmaus SIN/Name translation Disahled i
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Group Policies

1. Access by going to Run and typing gpedit.msc

2. Change setting for the
entire computer and all - LIk

b o = Local Computer Policy || Setting
O r S e C Ifl C u S e rS » i Computer Configura I Notifications
p “ ﬁ?) Ulser Configurati?n \iz| Add Search Internet link te Start Menu
> ] Software Settings
> 7] Windows Setting

iz| Clear history of recently epened decuments on exit

5 [ Administrative T¢ |iz| Clear the recent programs list for new users
3 ‘ O m m O n C h a n e " “ Control Panell| & Clear history of tile notifications on exit
. . | Lontrol Fanel 2 Add L
| Desktop 1] ogoff to the Start Menu
= Network |i] Gray unavailable Windows Installer programs Start Menu shor

| Shared Folder|| =] Turn off personalized menus

A.Prevent users from

| Motificatic Add "Run in Separate Memory Space” check box to Run dialo

| System
Remove drag-and-drop and context menus on the Start Ment

[] - -
> || Windows Cor|
locking, shutting down,
- i| Remowve commoen program groups from Start Menu
O r restartl n g a CO I I I p ute r iz| Remowve Favorites menu from Start Menu

iz| Remove Search link from Start Menu

Turn off notification area cleanup

Remove Balloen Tips on Start Menu items

|2 A ) ]

i

[

|iz| Remove frequent programs list from the Start Menu

\iz| Remove Games link from Start Menu
<

Extended }\Standard /




/Logon Screen vs. Welcome Screen \

1. Configure a homegroup
or workgroup computerto =t o
use the Logon screen o -
rather than the Welcome | = = oy

rrrrrrrrr

d
or Fast User Switchin y
' l 4[] System =
S C re e 7| Creder =00 b ing Started welcome screen at logopg
» [ Device i=| Run these programs at user logon

» 7 Device | Always wait for the network at computer startup and logon
hd | Disk N i
2. Use the gpedit.msc
. o ) | Logan
. ] MetlLo
console
» 7| Power

''''''''

3 33 3 3

= = -

[r=pt= =t

F c ccc c
]

""""""

3. Expand — Local B B
Computer Policy,
Computer Configuration,
Administrative Templates,
System, Logon
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/User Accounts

1. Define users in Windows
2. Record information about users:

A. User name

B. Password used to access the account

C. Groups the account belongs to

D. Rights and permissions assigned to the account
3. Three types

A.Global user accounts

B.Local user accounts

C.Built-in user accounts

\_
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/Changing Your User’s Options \

Two major types of user accounts:
1. Computer Administrator Account

A.Used to control and maintain systems on your
computer

B.Must have administrative
access to setup or change .-
user accounts

2. Standard User Account e

A.Allows a user to access their
account but not make changes to the system or
others

k B.Note: This should be your everyday account type/
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A

dministering Local User Accounts

o o

Password guidelines for users and administrators
1.
2. Passwords can be up to 127 characters

3.

4. Use combination of letters, numbers, and non-

Usernames can consist of up to 15 characters

Do not use a password that Is easy to guess

alphanumeric characters for greatest security (strong)
Always set a password for the Administrator account

Passwords can be controlled by administrator, but
generally users should be allowed to change their own

. Each user should create a forgotten password floppy

disk

™
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/Creating a User Account

52, <« User Accounts » Manage Accounts ¢ Create New Account

~ | 4 ) Scarch ConirotPanct 2]

Name the account and choose an account type

This name will appear on the Welcome screen and on the Start menu,

Mew account name

(@ Standard user
Standard account users can use most software and change system settings that do not affect other users or
the security of the computer,

() Administrator
Administrators have complete access to the computer and can make any desired changes, Based on
notification settings, administrators may be asked to provide their password or confirmation before
making changes that affect other users,

We recommend that you protect every account with a strong password,

Why is a standard account recommended?

Create Account ] [ Cancel

File Action View Help

applet in Control Panel

A Computer Management (Local

4 [f& System Tools
> @ Task Scheduler
> 2] Event Viewer
> @a| Shared Folders
4 @ Local Users and Groups
~| Users
| Groups
> .@ Performance
= Device Manager
4 5 Storage
=7 Disk Management
> T Services and Applications

Create using either Computer
Management or the User Accounts

Narmne Full Name
#,/ Administrator

Epbob bob

¥,/ Guest

& HomeGroup... HomeGroupUsers
& student

Refresh
Export List...

View
Arrange Icons
Line up Icons

Help

Description

Built-in account for administering...

Built-in account for guest access t.
Built-in account for hemegroup a..

New User

User name:

Full name

Descript

Password:

Confimm password

User must change password at next logon
User cannot change password

Password never expires

[] Account is disabled

Heb Create
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/User Groups

1. Efficient way for administrators to manage
multiple user accounts that require same
privileges and similar profiles

2. Choices:
A. Administrators (Full Access)

Student Properties & Administrators Administrators have complete and unrestricted access to the computer/do...

Name Description

Member of #% Event Log Readers Members of this group can read event logs from local machine

#% Remote Desktop Users  Members in this group are granted the right to logon remotely
#% Replicator Supports file replication in a domain

Changes to a user’s group membership
(‘ R are not effective until the nexd time the

user logs on.

¥ Backup Operators Backup Operators can override security restrictions for the sole purpose of b...
[ ] Member Of % Cryptographic Operat... Members are authorized to perform cryptegraphic operations.

% Distributed COM Users  Members are allowed to launch, activate and use Distributed COM objects o...

] ] ,_————————
& Admiristrators & Guests Guests have the same access as members of the Users group by default, exc..
. S e rS I I I l I e &/ Home Users #e1s [usks Built-in group used by Internet Information Services.
#& Network Configuratio.. Members in this group can have some administrative privileges to manage c...
#% Performance Log Users  Members of this group may schedule logging of performance counters, ena...

. .
% Performance Monitor .. Members of this group can access performance counter data locally and re...
. u ‘ !: ; : ; O: ; ‘ !: ; r I C I V‘ ! &Ipower Users Power Users are included for backwards compatibility and pessess limited a...
P Users Users are prevented from making accidental or intentional system-wide cha...
. O I I I e S e rS P Homelsers Homelsers Security Group
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/Creating a New User Group

1. Created to cluster users
together with the same
rights

2.Local policies can be
assigned to a user
group, affecting all users
In the group

File Action

|

View Help

ENEY

& Computer Management (Local
4 ffk System Tools
» () Task Scheduler
» 2] Event Viewer
» | Shared Folders
4 d% Local Users and Groups|
~ Users
| Groups
> @ Performance
=4 Device Manager
4 %3 Storage
=f Disk Management
. B Services and Applications

Name

& Administrators

2 Backup Operators

& Cryptographic Operat...
2 Distributed COM Users
$ Event Log Readers

P Guests

Ams_sks

2 Network Configuratio...
& performance Log Users
I performance Monitor ...
& Power Users

J& Remote Desktop Users

$&Replicator

Ml users

P HomeUsers

Description
Administrators have complete and unrestricted access to the computer/do...
Backup Operators can override security restrictions for the sole purpose of b...
Members are authorized to perform cryptographic operations,

Members are allowed to launch, activate and use Distributed COM objects o...
Members of this group can read event logs from local machine

Guests have the same access as members of the Users group by default, exc...
Built-in group used by Internet Information Services,

New Group

(Group name: CompMairt

Description Computer Maintenance

Members:
Rlpob
& student

Help
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/User Account Control (UAC)

™

run as admin

3. Ifa UAC window shows
up when you have done
nothing, malware could
possibly be presentin
your system

4. Every account on the
system runs most processes
as “Standard User”

5. Thing requiring Admlnlstrator
control havee

1. Introduced as a key security tool for Windows Vista/7 to help
standard users perform admin tasks and to encourage users not to

2. When any program requires admin privileges, the UAC prompt asks
users for permission to proceed. Potential malware can also be
prevented due to the features of the UAC

Choose when to be notified about changes to your computer

User Account Centrol helps prevent potentially harmful programs fr
cha your comp
el ut User Account Control | settings

Mever noti ify

Default - Motify me only when

programs try to make changes to my
computer

® Don't notify me when I make
changes to Windows settings

@ Recommended if you use familiar

programs and visit familiar
websites.

om making




/User Account Control (UAC)

™

1. Install/uninstall a program
2. Galn access to a system utility i
3. Any kind of program which chec

Scenarios which would trigger a UAC prompt:

Ke msconfig
Ks for updates

for new programs: Windows upo
changing the time

directory or the system directory

K removing software, drivers, and

ates and

4.Trying to delete/add folders to the program files

5. Initiate a process like installing, updating, or

plugins

/
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/Good Practices \

1. Use the most restrictive account type that still gives
you sufficient access to the resources you need to
perform their job function

2. Always require a password at login, lockdown, after
sleep, or hibernation

3. Always lock your desktop if you walk away from
computer

4. Disabled the built-in Guest account for security
purposes

5. The Administrator account should only be used for

K special situations /
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/Summary

In this module we discussed:

. File and folder navigation tools

. View options

. Taskbar and Start menu option

. Desktop icons and shortcuts

. Managing applications in Device Manager
. Microsoft Management Consoles

. Configuring Users and Groups

. The User Account Control

. Good practices for accounts

/QDOO\IOUW-waH
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/Glossary and Terms

™

 Libraries — A logical grouping of Documents, Pictures, Music,
Videos, and other folders.

- Taskbar — Area across the bottom of screen used to hold quick
access to programs and background applications.

- Shortcut — Keyboard keys to access a function.

 MMC - Microsoft Management Console
« Services - Used to manage background services.

a computer.
 MSCONFIG — Microsoft Configuration
« UAC — User Account Control

\_

- Start Menu — Used to display programs and folders of the computer.

« Device Manager — Used to manage computer hardware and drivers.

« Administrative Tools — A group of tools and MMCs used to manage

/
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