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Lesson Overview
Understand application installations

In this lesson, you will:
= |dentify various application installation options.
- Install applications locally.

- Explore Group Policy to install applications.

= Remove installed applications.
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Application Installation Methods

- Local installation—Software is installed using a downloaded
executable or media such as CD, USB, or DVD. Software can be
Installed through a provided software setup program.

- Network installation—Software is installed using a network
software distribution point or scripting technologies.

- Group Policy—Software is installed to the system using a Group
Policy object (GPO).
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Installing Applications Locally

Installation of software applications requires elevated privileges.
The standard user will be prompted by User Account Control (UAC).

UAC is a feature in Windows that can help the user stay in control of
the computer by issuing notices when a program makes a change
that requires administrator-level permission.

Insert the software media and follow the instructions on the screen.
' 'i\i_mf! User Account Control ;

Do you want to allow the following program to make

¥ changes to this computer?

I‘—” Program name:  Microsoft Setup Bootstrapper
L’ “.,l Verified publisher: Microsoft Corporation
File origin: CO/OVD drive

() Show details
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Installing Applications Locally (continued)

- Most software applications are packaged with an AutoPlay feature
that will start the installation after the media is loaded.

= Autortay S

& DVD RW Drive (D:) OFFICEL2
(D

[T] Always do this for software and garmes:

Install or run program frem your media

Run SETUP.EXE
Published by Microsoft Corporation

General options

} Cpen folde_r to view files

using Windows Explorer

E View more AutoPlay options in Control Panel
8

- If the software does not load automatically, check the program
documentation. Most software contains a setup file that is named
either Setup.exe or Install.exe.
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Using Group Policy

- Companies use various methods to deploy software applications

rapidly across the network,
Installation.

iIncluding Group Policy Software

- Group Policy Software Installation enables software management
throughout its life cycle. Group Policy Software Installation works in

conjunction with Group Poli
(AD DS).

H Group Policy Management Editor
File  Action View Help

cy and Active Directory Domain Services

A e e

\E] Default Domain Policy [AD1.CORP.CONTOSO.COM] Policy

Name = Version |De;iownent513te | source

= (& Computer Configuration
=l || Paolices
Bl [ | Software Settings
Software installation
| Windows Settings
[ 7| Administrative Templates: Policy definitions (ADMX files) re
| 7| Preferences
B 2, User Configuration
B [ Palides
|| Software Settings
| Windows Settings
[ ] Administrative Templates: Policy definitions (ADMX files) re
|| Preferences

Miaosoﬂ: Office Enterprise 2007 12.0 Assigned Wad1\0Office\Enterprise, WWWENterpriseWW . m:
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Using Group Policy (continued)

= Group Policy enables centralized management of software
deployment, including uninstalling, upgrading, or modifying software
packages.

Microsoft Office Enterprise 2007 Properties

"General Deployment | Upgradesl Caiegariesl Mod'rﬂcatinnsl Sec:..lr'rtyl

r— Deployment type
 Published

' Assigned

— Deployment options

¥ &iroinstallthis application by file edtersion activation

[~ Uninstall this application when it falls out of the scope of
management

[T Do not display this package in the Sdd/Femove Frogams contral
parnel
I stall this application atlagon

i~ Installation user interface options

" Basic

& b awimu

Advanced... |
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Removing Installed Applications

- Software can be removed through the Programs category in Control
Panel.

|

f-\‘g |___ Control Panel » Programs » - I| Emrh Control Panel ye) |

Control Panel H
A A B~ Programs and Features

St ahd Secrity h&) Uninstall a program @ Turn Windows features on or off
View installed updates

MNetwork and Internet Run programs made for previous versions of Windows

Hardware and Sound How to install 2 program

Frograms @ Default Programs
User Accounts and Family % Change default settings for media or devices
Safety Make a file type always cpen in a specific program

Appearance and Set your default programs

Personalization
m Desktop Gadgets

== Add gadgets to the desktop Get more gadgets online
Ease of Access Uninstall a gadget
Restore desktop gadgets installed with Windows

Clock, Language, and Region
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Removing Installed Applications (continued)

= Highlight the software that you want to uninstall and click Uninstall.

- The uninstall process may differ from one software package to
another.

|| J
-

3 ﬁ ¢ Control Panel » Programs » Programs and Features - ' Seanch Progranys and:-Fee

Centrol Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it frem the list and then click Uninstall, Change, or Repair.

! '@ Turn Windows features on or

ath Organize v | Uninstall  Change d= v @

-

Publisher Installed On  Size Version

# Internet TV for Windows Media Center Microsoft Corporation 3/18/2011 136MEB 4220

[E5] Microsoft Deployment Toolkit 2010 Update 1 (5.1164... Microsoft 3/20/2011 431 MEB 5116421

E"j Microsoft Office Enterprise 2007 Microsoft Corporation 3/26/2011 12045181014
‘u"I'\-"Iware Tools YMware, Inc. 3/16/2011 376MB 84514951

c4 Windows 7 Upgrade Advisor Microsoft Corporation 3/20/2011 953 MB  2.0.5000.0

[E ] Windows Autorated Installation Kit Micresoft Corporation 3/20/2011 1.05GE 2000

MName

< i It

[lsy  Microsoft Corporation Product version: 12045181014
a

i
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Complete Student Activity 3.1
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Understand User Account
Control (UAC)

Microsoft
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Lesson Overview
Understand how to manage user account control (UAC)

In this lesson, you will:
= Differentiate standard users and administrative users

= Define UAC

= Identify UAC Group Policy settings
= Configure UAC
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Differentiating Between Standard and
Administrative Users

= A standard user account enables users to do the following:
o Use most of the capabilities of the computer

o Use most programs that are installed on the computer
o Change settings that affect that user account

- A standard user account prevents the user from doing the following:
o Installing or uninstalling some software and hardware

o Deleting files that are required for the computer to work
o Changing settings that affect other users or the security of the computer
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Differentiating Between Standard and
Administrative Users (continued)

= An administrator account enables users to do the following:
o Make changes that will affect other users
o Configure security settings

Install software and hardware

o

o Gain access to all files on the computer

o Make changes to other user accounts

= An administrator account doesn’t have any restrictions on the
computer.
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User Account Control (UAC)

= User Account Control (UAC) is a feature in Windows that helps the
user stay in control of the computer by issuing notices when a
program makes a change that requires administrator-level
permission. UAC works by adjusting the permission level of your
user account.

T

- When changes are going to be made to the computer that require ke
administrator-level permission, UAC naotifies the user. F‘

o If logged on as an administrator, you can click Yes to continue.

o If logged on as a standard user, someone with an administrator
account must enter his or her password.

o If permission is granted, rights are temporarily granted to complete the
task, and then permissions return to those of a standard user.
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UAC (continued)

- UAC notifications:

I I N

A setting or feature that is part of ~ Microsoft is the publisher
Y

Windows needs permission of this item

A program that is not part of Program has a valid
Windows needs your permission to digital signature
start.

A program with an unknown Program doesn'’t have a
publisher needs your permission digital signature

You have been blocked by your Program is unknown or
system administrator untrusted




98-349 Windows Operating System Fundamentals

UAC Group Policy Settings
- UAC can be controlled by configuring Group Policy settings.

- Click Start and in the Search programs and files field, type
gpedit.msc. Press ENTER.

| Local Group

File Action  View Help

Local Computer Palicy : Palicy Security Setting
4 (& Computer Configuration

[l Software Settings

4 [ Windowss Settings

L) Metwork security: Restrick NTLM: Add rermote server excepti.. Mot Defined
i Metwork security: Restrict NTLM: Add server exceptions int.. Mot Defined
Metwark security: Restrict NTLM: Audit Incoming NTLM Tra.. Mot Defined

o) Metwork security: Restrict NTLM: Audit NTLM authenticatio.. Mot Defined

1o Metwork security: Restrict NTLM: Incoming MNTLM traffic Mot Defined
o Metwork security: Restrict NTLM: NTLM authentication inth.., Mot Defined
5] Metwark security: Restrict NTLM: Dutgoing NTLM traffic to ... Mot Defined

;| Recovery console: Allow automatic administrative logon Disabled

| Name Resalution Policy
[ Scripts (Startups/Shutdawn)
= Deployed Printers
4 Security Settings
>[4 Account Policies
4, Local Policies
> [ Audit Palicy 1] Recovery console: Allow floppy copy and access to all drives... Disabled

User Rights Assignment 5 Shutdowen: Allows systern to be shut down without having to.., Enabled
Security Options | ] Shutdown: Clear virtual memory pagefile Disabled
s Firewall with Advarced Security «] System cryptography: Force strong key protection for user k.. Mot Defined
MNetuwork List Manager Palicies 5] System cryptography: Use FIPS campliant algorithms for en... Disabled
=l Public Key Policies { System objects; Require case insensitivity for non-Windows ... Enabled
7| Software Restriction Policies [2is] Systern objects: Strengthen default permissions of internal 5. Enabled
= Application Control Policies ) System settings: Optianal subsystems Pasix
> 8, 1P Security Policies on Local Computer
5 [ Advanced Audit Palicy Canfiguration
> gl Policy-based QoS
| Adrinistrative Templates
Control Panel
| Metwork
_ Printers
| Systemn

| Windows Companents
7 Al Settings i User Account Cantral Run all administrators in &dmin &ppr... Enabled

1| Systern settings: Use Certificate Rules on Windows Executabl.. Disabled
o User Account Contral: Admin Approval Mode for the Built-i.,  Disabled
% User Account Cantral: llow Uliecess applications to pra Disabled

| User Account Control: Behavior of the elevation prampt for ... Prompt for cansent for nan-Wind
User Account Control: Behavior of the elevation prompt for .. Prompt for credentials
| User Becount Control: Detect application installatians and p... Enabled
1| User Account Control: Only elevate executables that are sign... Disabled

o User Account Contral: Only elevate UlAccess applications th., Enabled

4§ User Configuration || User Account Cantrol: Switch to the secure desktop when pr... Enabled
Software Settings ~{| L User Account Contral: Virtualize file and registry write failure,.. Enabled
» [ Windows Settings |
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UAC Group Policy Settings (continued)

- Explanations of each policy setting can be found by double-clicking
the policy setting and clicking the Explain tab.

User Account Control: Admin Approval Mede for the Built-in ... m

| Lacal Security Setting | Explain |

Uszer Account Control: Use Admin Approval Mode far the built-in .
Adminiztrator account

Thiz policy zetting contralz the behavior of Admin Approval Mode
for the builk-in Adrinistrator account,

The options are;
+ Enabled: The built-in Administrater account uzes Admin
Approval Mode, By default, any operation that requires elevation

of privilege will prompt the user to approve the operation.

= Dizabled: [Default] The built-in &dministrator account runs all
applications with full adminiztrative privilege.

For mare informati ity policy and related Windows
features, see =bsite,

(] ] l Cancel Spple
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Configure UAC

- UAC can be configured at the application level or the system level.

= To run an application in elevated mode, perform these steps:

1. Right-click an application icon or name that is not an administrative
application.

2. Select Properties.

3. Select the Compatibility tab.

4. Locate Privilege Level and select Run This Program As An Administrator.
5. Click OK.
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Configure UAC (continued)

- UAC can be turned on or off at the system level. You must be
logged in as an Administrator to modify UAC settings.

= Turning off UAC reduces computer security and may expose it to
Increased risk from malicious software.

- To modify UAC, perform these steps:
1. Click Start and Control Panel.
2. Click User Accounts And Family Safety.

3. Click User Accounts.
4. Click Change User Account Control Settings.

. Click and drag the slide button to the desired setting. Dragging the
button to Never Notify turns off UAC.

ol
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Complete Student Activity 3.2
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Remove Malicious Software
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Lesson Overview

How can malicious software be removed from a computer?
In this lesson, you will:

= Identify computer security threats

= |dentify security tools

- Explore the Windows Action Center
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Computer Security Threats

- Trojan horse—a malicious application that is unable to spread
of its own accord. Historically, the term has been used to refer
to applications that appear legitimate and useful but perform
malicious and illicit activity on an affected computer.

- Malware—malicious software or potentially unwanted software
Installed without user consent.

- Spyware—describes a program that collects information such ?’
as the websites a user visits without user consent. Installation |
may be without prominent notice or without the user’s
knowledge.

- Bot—a malicious program installed on a computer that is part of
a bot network. Bots are generally back-door Trojans that allow
unauthorized access and control of an affected computer.

.
, _
Ly - Sl
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Security Tools

Windows Defender

= Helps protect your computer against pop-ups, slow
performance, and security threats.

= Comes bundled with Windows 7.
- Detects and removes known spyware from your computer.

9/20/2010 at 8:04 AM (Quick scan;
Daily around 2:00 AM (Quick scan
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Security Tools (continued)

= The Tools And Settings window in Windows Defender allows you to

change options or view Quarantined items.
[ 3 Windows Defender (o B )

@ ’? @y Home /= Scan | ¥ ‘a History Q Tools @ [+

Protection against spyware and potentially unwanted software

Tools and Settings

Settings

Options Microsoft SpyNet
Choose how you want the { Join the online community that helps

program to run. identify and stop spyware infections.

Xemove or restore View software that you have chosen
R t Vv ft that you h
software that was not to meniter.

prevented from running.

Quarantined items ‘—“. 1 Allowed items

Windows Defender S Microsoft Malware Protection Center

website Get information on definition updates

Get more tools and the and up to date information on
latest security information malware,
online.
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Security Tools (continued)

= Windows Defender can be configured to treat alert items
differently based on their severity.

4] Windows Defender
@ : @y Home /5 Scan | v {a History Q Tools @ |+
Protection against spyware and potentially unwanted software

fw Options

Automatlcscanmng Choose the action that you want to display or apply when items with
these alert levels are detected. What are actions and alert levels?
Real-time protection
Excluded files and folders
Excluded file types [Remove "]

Advanced High alert items:
Administrator

Severe alert items:

[ Quarantine

Medium alert items:

[Recommended action based on definitions v]

Low alert items:

’Recommended action based on definitions v]

[¥] Apply recommended actions

Help protect this computer by applying recommended actions
after items are detected.

Save Cancel
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Malicious Software Removal Tool

- Checks computers running Windows 7, Windows Vista,
Windows XP, Microsoft Windows 2000, Windows Server
2003, and Windows Server 2008 R2.

- Checks for infections by specific, prevalent malicious
software, including Blaster, Sasser, and Mydoom, and helps
remove any infection it finds. il

- Microsoft releases an updated version of this tool on the pf
second Tuesday of each month and as needed to respond to '
security incidents. The tool is available from Microsoft
Update, Windows Update, and the Microsoft Download
Center.

- Downloaded from Microsoft at the following link:

o



http:///
http://www.microsoft.com/security/pc-security/malware-removal.aspx
http://www.microsoft.com/security/pc-security/malware-removal.aspx
http://www.microsoft.com/security/pc-security/malware-removal.aspx
http://www.microsoft.com/security/pc-security/malware-removal.aspx
http://www.microsoft.com/security/pc-security/malware-removal.aspx
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Malicious Software Removal Tool
(continued)

= After the download, browse to the file location and double-click
the file.

- Follow the wizard instructions and scan for any malicious
SOftware U f =) Microsoft Windows Malicious Software Removal Tool - March 2011 @‘

Scan type F/}
I

Please choose a type of scan:

= Quick scan. Scans areas of the system most likely to contain malicious software. If
= malicious software is found, you may be prompted to run a full scan.

® Full scan. Scans the entire system. Note that this scan can take up to several hours on
= some computers.

= Customized scan. In addition to a quick scan, the tool will also scan the contents of a
- user-spedified folder.

[ < Back ][ Next > ][ Cancel ]
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More Security Tools

Antivirus software can prevent threats from infecting your systems.

= Microsoft Security Essentials
o Free download for personal use and small business.
o http://www.microsoft.com/en-us/security essentials/default.aspx

- Microsoft Forefront Endpoint Protection
o An enterprise-based solution.

o http://www.microsoft.com/forefront/endpoint-
protection/en/us/default.aspx



http://www.microsoft.com/en-us/security_essentials/default.aspx
http://www.microsoft.com/en-us/security_essentials/default.aspx
http://www.microsoft.com/en-us/security_essentials/default.aspx
http://www.microsoft.com/forefront/endpoint-protection/en/us/default.aspx
http://www.microsoft.com/forefront/endpoint-protection/en/us/default.aspx
http://www.microsoft.com/forefront/endpoint-protection/en/us/default.aspx
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Action Center

- Windows Action Center is a central place to view alerts and
take actions that can help keep Windows running smoothly.

= Lists important messages about security and maintenance
settings that need your attention.

o Red items in Action Center are labeled Important, and indicate
significant issues that should be addressed soon.

o Yellow items are suggested tasks that you should consider
addressing, like recommended maintenance tasks.

- Action Center messages can be viewed quickly by placing your
mouse over the icon in the notification area.
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Action Center (continued)

= Action Center can be found by clicking Start, Control Panel,
and typing Action Center in the search field.

2| WI-MSFT

@? » Control Panel » All Control Panelltems » Action Center
I @

ontrol Panel Home

Review recent messages and resolve problems
Change Action Center settings Action Center has detected one or more issues for you to review.

®) Change User Account Control
settings Security ( V )

View archived messages

View performance information Spyware and unwanted software protection (Important)

4 Windows Defender is out of date. L

Tumn off messages about spyware and related Get a different antispyware program
protection online

Virus protection (Important)

- 2 g 5 Find a program online
Windows did not find antivirus software on this computer.

Turn off messages about virus protection

Windows Update

Windows Update is set to install updates after checking with you. Change settings.
These settings are managed by your system administrator.

Tum off messages about Windows Update

Windows Defender needs to scan your computer

-_Scan now

Scanning on a regular basis helps improve the security of your computer.

Maintenance

Set up backup

) Set up backy
NobrhI s ok B BRI 55, R

Turn off messages about Windows Backup

If you don't see your problem listed, try one of these:

See also

V4%
Troubleshooting B Recovery
Backupand Restore A Find and fix problems * | Restore your computerto an

Windows Update earlier time

Windows Program
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Complete Student Activity 3.3
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Understand Services

Microsoft
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L_esson Overview

Understanding services

In this lesson, you will:

- Explore Windows services.

= Learn to manage Windows services.
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Windows Services

- Windows Services include an application type that runs in the
system background without a user interface.

- Provide core operating system features, such as event logging, file
serving, printing, cryptography, and error reporting.

o Antivirus software runs as a Windows service.

- Installed and running services will vary from machine to machine e
based upon software or features installed. g?»’;?-’

- Access Services by clicking Start, typing services.msc in the
Search programs and files field, and pressing ENTER.

= You also can access Services through the Computer Management
application as follows:

o Click Start, right-click Computer and select Manage, locate and expand
Services And Applications, and select Services.
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Windows Services (continued)

a- Computer Management (Loca
4 'ﬁ% System Tools ! i i ;
b @ Task Scheduler Print Spooler Name Description Status Startup Type Log On As
3 g Event Viewer
[ [ Shared Folders Stop the service
I .}k’ Local Users and Groups || Restart the service
[ @ Performance
ﬂ Device Manager
4 g Storage

% NVIDIA Display Dri... Provides sys... Started Autematic Local Syste...
5, Office 64 Source E.. Saves install... Manual Local Syste...
Office Software Pr... Office Soft..  Started Manual Metwerk 5.

%, Offline Files The Offline... Started Autematic Local Syste...

/. Parental Contrels  This service .., Manual Local Service

Eﬁ‘ Disk Management :‘;z‘:;;”es to memory for later i PDF Document M... Manages th... Started Automatic Local Syste...

a f_& Services and Applications " Peer Name Resolu... Enables serv.., Manual Local Service

Description:

g} Services " Peer Metworking ...  Enables mul... Manual Local Service
ﬁ WMI Control f}; Peer Metworking I..  Provides ide... Manual Local Service
erformance Cou... Enables rem... Manual Local Service
: Perfformance Logs... Peformanc... Manual Local Service
Plug and Play Enables a c...  Started Automatic Local Syste...
+ Pl Driver HPZ12 Started Autematic Local Service
nP-XIP Bus Enu... ThePnP-X.. Manual Local Syste...
PMRP Machine Na... This service... Manual Local Service
ortable Device E..  Enforces gr.. Manual Local Syste...
ower Manages p... Autematic Local Syste...
Q Print Spooler i Started Automatic i
'} Problem Reports a... This service ... Manual Local Syste...
;. Program Compati... This service ... Autematic Local Syste...
S& Protected Storage  Provides pr... Manual Local Syste...
".‘-‘.,I.'gQua\ityWindow; v Quality Win... Manual Local Service
Remote Access A, Creates a co.. Manual Local Syste...
emote Access C..  Manages di.. Manual Local Syste...
% Remote Desktop .. Remote Des... Manual Local Syste...
Remote Desktop 5. Allows user... Manual Network 5...
. Allows ther... Manual Local Syste...
‘0 Remote Procedur.. TheRPCSS.. Started Autematic Metwark 5.,
S.;‘) Remote Procedur...  In Windows... Manual Metwerk 5.
Enables rem... Manual Local Service

Extended ){ Standard/
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Managing Windows Services
« Four startup types:
o Automatic (Delayed Start), Automatic, Manual, and Disabled.

- Disabling a service can help optimize the operating system if the
service is not needed.

Print Spooler Properties (Local Computer)

General | Log On i Recovery i Dependencies!

Service name:  Spooler
Display name:

Description: |Loads files to memory for later printing

Path to emecutable:
CWindows \System32'spoolsv exe

Startup type: [Moma% o

Automatic iDelﬁ ed Starti §

Help me confiqure :fRTE fe |
anual E

isable

Resume

You can specify the start parameters that apply when you start the service
from here.




LESSON 5.4

98-349 Windows Operating System Fundamentals

Managing Windows Services (continued)
= Windows services require authentication to run.

= Logon options:

(0} N etWO rk Se rVi Ce Remote Procedure Call (RPC) Properties (Local Computer)

o Local System Account

Log on as:

(0] U Ser ACCO u nt Local System accourt

Allow service to interact with desktop

(@ This account: Metwork Service

Help me configure user account log on options




Managing Windows Services (continued)

= Services can be started, stopped, and restarted using Services.msc
and the Computer Management Services snap-in.

= Services can be started and stopped through the command-line
Interface.

[ T L 1
B ; S W
EM Administrator: Command Prompt E=20E0 X

IC:~>net stop spooler
he Print Spooler service is stopping.
he Print Spooler service was stopped successfully.

IC:~>net start spooler
he Print Spooler service iz starting.
he Print Spooler service was started successfully.

|
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Managing Windows Services (continued)

= Services can be configured to respond to multiple failures.
o Restart The Service
Print Spooler Properties {LDC3.|. tnfnputer} wh w
o Restart The Computer " Recovery | Dependencis)
v Run A program mhecnmputer'srespnnse'rfthissenricefails.Helpmesetuprecwer,f

First failure: | Restart the Service

Second failure: [ Restart the Computer

Subsequent failures: [F{un a Program

Reset faill count after: 1 days

Restart service after: 1 minutes

[7] Enable actions for stops with emors. Restart Computer Options... ]

Run program

Program:

Command line parameters:

[] Append fail count ta end of command line {fail=%1%)

ok [ Cres ) (o ]|
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Managing Windows Services (continued)
= Services can also be dependent on other services.

Print Spoocler Properties (Local Computer)

| Generali Log Dni Fieu:m-'eryl Dependencies i

Some zervices depend on other services, system drivers or load order
groups. IF a syztem component iz stopped, or is not running properly,
dependent services can be affected,

Frint Spoaler

Thiz zervice depends on the following system components:
I+, HTTP
FE-48% Remote Procedure Call (RPC)

The following system components depend on this service:

ii!--@; Fax
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Managing Windows Services (continued)

= An event is written to the System Event log when a service fails to
start.

@ Event Properties - Event 7023, Service Control Manager

General | Details

The Windows Search service terminated with the following error:
The media is write protected.

Log Mame: System

Source: Service Controf Manager Logged: 9/27/2010 5:42:36 PM
Event ID: 7023 Task Category: Mone

Level: Error Keywords: Classic

User: M/A Computer: WIN-CMIKFPEIQN
OpCode: Info

More Information:  Event Log Online Help
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Complete Student Activity 3.4
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Understand Application
Virtualization

Microsoft
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Lesson Overview
Understanding application virtualization
In this lesson, you will explore:

= Application virtualization

= Remote Desktop Services (RDS)

- Microsoft Enterprise Desktop Virtualization (MED-V)
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Application Virtualization

= Application virtualization can take on many forms and has several
definitions.

- A virtual application is an application that can run in a self-
contained, virtual environment.

- The virtual environment contains the information necessary to run
the application on the client without installing the application
locally.
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Application Virtualization (continued)

- A software technology that allows you to isolate a specific
application from the operating system and other applications.

= Applications can be made available to the user’'s computer without
having to install the application directly to the computer.

- Each application runs in its own virtual environment.
- Virtualization eliminates application conflicts.
Virtualization allows the application to interact with the client.
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Microsoft Application Virtualization (App-V)

= Microsoft software technology that transforms applications into
centrally managed services that are never installed and don’t
conflict with other applications.

= Allows administrators to configure traditional or earlier applications
Into centrally managed, virtual applications.

= Integrates with System Center Configuration Manager so that you
can manage virtual and physical applications.

- Benefits include:

o Reducing application conflict
o Centralizing and simplifying patch management
o Accelerating new application deployment
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Remote Desktop Services (RDS)

- RDS is a hosted application server.
- RDS uses RemoteApp to deploy applications to client machines.
- RDS is packaged with Windows Server 2008 R2.

- RemoteApp programs are applications that are accessed through
Remote Desktop and appear as if they are running on the client’s
local computer.

- Applications are installed on the RDS server and can be deployed
through a variety of methods.

- Applications are updated only on the server.

- RDS can be used to help implement Microsoft’s Virtual Desktop
Infrastructure (VDI).
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RDS (continued)

- Users can access RemoteApp programs in several ways:

o Access a link to the program through RemoteApp and Desktop
Connection by using Remote Desktop Web Access (RD Web Access).

o Double-click a Remote Desktop Protocol (.rdp) file that has been
created and distributed by their administrator.

o Double-click a program icon on the desktop or Start menu item that has
been created and distributed by the administrator with a Windows
Installer (.msi) package.

o Double-click a file where the file name extension is associated with a
RemoteApp program. This can be configured by their administrator
with a Windows Installer package.
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RDS (continued

#£3 RemoteApp Manager
File  Action - View  Help

G| @
RemoteApp Manager

. RemoteApp programs are programs that are accessed through Remote Desktop, and appear as if they are running on the client's local
c | : computer. Before you can make a RemoteApp program available to users, you must add it to the RemoteApp Programs list. % Connect to Computer

-

| Add RemoteApp Programs

" RD Session Host Server 5...
Overview
RD Gateway Settings

2 | EL

RD Session Host Server Settings Change | Distribution with RD Web Access
. . | Ay The TS Web Access Computers group is empty. RemotefApp
(@) Clients will connect to: YMSVRL | programs may be unavailable to users. Learn more

o Users can only start listed RemateApp programs on initial +// All RemoteApp programs are visible in RD Web Access.
connection. (Recommended) |

Digital Signature Settings

Export RemoteApp Settings

Import RemoteApp Settings

@ A remote deskiop connection for this server is not visible in RD Web
| Access, Change

|4/

RD Gateway Settings Change Refresh

@ Clients will use RD Gateway settings defined by their domain's Group |
Palicy. @ Meore about using RD Web Access

Digital Signature Settings Change

& Mo digital certificate is configured. (Using a digital certificate may
improve security.)

RDP Settings Change
@ Clients will connect with custom RDP settings.

Other Distribution Options
| Select a Remotefpp program and choose an option below.
Create .rdp File
Create Windows Installer Package
| @ Mere about distributicn opticns

|4

Properties
Show in RD Web Access
Hide in RD Web Access

Create .rdp File

ooEs e

RemoteApp Programs Create Windows Installer. ..

Remaove

Mame RD Web Acc... | Arguments
0 Disabled

B X

Help
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Microsoft Enterprise Desktop Virtualization
(MED-V)

- MED-V is an integral component of the Microsoft Desktop
Optimization Pack.

- Uses Microsoft Virtual PC to provide an enterprise solution for
desktop virtualization.

- Removes the barriers to Windows upgrades by resolving
application incompatibility with Windows 7 and delivering
applications in a Windows XP-based application compatibility
workspace.

- Allows users to start legacy applications from the Start menu in
Windows.

- Applications appear and operate as if they were installed on the
desktop
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MED-V (continued)

- The MED-V solution has the following components:
1.  Administrator-defined virtual machine
2. Image repository
3.  Management server

Management console
User client

grss. \firtual Machine

&7 o

rate

management tools Client (optional) §/7

Corporate Desktop Image
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Complete Student Activity 3.5




