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Lesson Overview

Understanding file systems.

In this lesson, you will:

- EXxplore various file system types.
= |dentify file system types.

- Convert existing file systems.
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File System Type: FAT

- FAT

o The file allocation table (FAT) is located at the beginning of a logical
volume. FAT was designed for small disks and simple folder
structures.

- Two copies of the FAT are stored on the volume.
o If one copy of the FAT becomes corrupted, the other FAT is used.
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FAT File System

« FAT16—MS-DOS through Microsoft Windows 2000:
o Maximum drive size was limited to 4 GB.

o Maximum volume size was limited to 2 GB.
o There was no built-in file system security or compression.

« FAT32—Windows 950SR2 to present:
o Maximum volume size was limited to 32 GB.
o The file size limit was 4 GB.

o There was no built-in file system security or compression.
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File System Type: NT File System (NTFS)

« NTFS is the preferred Windows file system for Microsoft Windows
NT.

- Has the capability to recover from some disk-related errors
automatically. (FAT32 does not have this ability.)

= Maximum file size is 16 TB.

- Supports larger hard drives.

o The recommended size is 2 TB, but much larger sizes are possible
(up to 256 TB).

- Provides better security through the use of NTFS permissions and
encryption to restrict access to specific files and approved users.
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NTFS

- The folder created on an NTFS volume (left) enables the user to
secure the resource as displayed on the Security tab. The
Fat32Folder (right), created on a FAT32 volume, does not.

General | Sharing i Previous Versions I Customize

Object name:  CAMTFSFolder

i Fat32Folder
Group or user names: L

#2, 5YSTEM Type:
i‘i’; Administrators (W7-PC \Administrators) Location: E:\
5_3_; Users (W7-PChUsers)

File folder

Size: 0 bytes

Tao change permissions, click Edit. Size on disk: 0 bytes

E:;‘;ssmns for Autherticated Contains: 0 Files, 0 Folders

Full control

Modify

Read & execute
List folder contents I ;
Fead | [ Hidden
Write [ Archive

Create Today, April 08, 2011, 12:24;38 PM

Attributes: |H| Read-only (Only applies to files in folder)

For special permissions or advanced settings,
click Advanced.

Leam about access control and permissions

[ ok ][ Conesd |
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NTFS (continued)

- Formatted volumes allow for compression and encryption.

I-; | I
Advanced Attributes

Choose the settings you want for this folder.

When you dick OK or Apply on the Properties dialog, you will be
asked if vou want the chanages to affect all subfolders and files
as well,

Archive and Index attributes

[ Folder is ready for archiving
[7] Allow files in this folder to have contents indexed in addition to file

properties
Compress or Encrypt attributes

[7] compress contents to save disk space
[T]Encrypt contents to secure data
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ldentifying File System Type

= |dentify the file system type using the
graphical user interface (GUI) or the & Local Disk (C) Propertes 8P ]
command-line interface (CLI). iy LB i

General ! Tools ! Hardware E Sharing

One method using the GUI. &
o Click Start, then click Computer. e LocaDsk

! i . I ) File system:  NTFS
0 Under_Hard Dlsk_Drlves, right-click a drive | g o s
and click Properties. W Foosoce:  RRTTRSHBR TSGR

o The file system that the drive uses is listed | ™  “o7" =~
on the General tab under File System as -
Shown here- Drive C:

[T]Compress this drive to save disk space

[¥] Allow files on this drive to have contents indexed in addition to
file properties

ok || Cancel
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ldentifying File System Type (continued)

= Another method within the GUI is to open the Disk Management
console by clicking Start, typing disk management, and pressing

iol

= | 7EHE B

A& Computer Management (Local|| Volume
4 {f} System Tools o (C:)
> (3) Task Scheduler
> [& Event Viewer
» | Shared Folders
i+ & Local Users and Groups|
» (R) Peformance
s Device Manager
{25 Storage
/=% Disk Management |
» Lip Services and Applications

I Layoutl Typai File Systemj Status

] Capacityi Free Space‘ % Free | Fault Toleral
Simple Basic NTFS Healthy (System, Boot, Page File, Active, Crash Dump, Primary Partition) 30,00 GB 11.78 GB 39 % Mo
@My Volume (E] Simple Basic NTFS Healthy (Primary Partition) 10.00 GB 9.88 GB 99 % Mo

1130.00 GB NTFS
| Healthy (System, Boot, Page File, Active, Crash Dump, Primary Partition)

iDisk 1
Basic
10.00 GB
Online

| My Volume (E)
|110.00 GB NTFS
| | Healthy (Primary Partition)

<iCD-ROMO |
DVD (D)

Mo Media

M Unallocated Wl Primary partition




ldentifying File System Type (continued)

- And another method is using the Command Line Interface:

o Click Start. Type command prompt in the Search box and press
ENTER.

o Acknowledge UAC.
o Atthe CLI, type diskpart and press ENTER.
o Type list volume and press ENTER. Compare with the following image:

CAWindows\system32\diskpart.

Microsoft DiszkPart version 6.1.7600
Copyright <G> 1999-2808 Microsoft Corporation.
On computer: W?-PC

DISKPART > list volume
Uolume #itf Ltr Label
Uolume B DUD-ROM Mo

Uolume 1 Partition Healthy
Uolume 2 Hy Uolume NTFS Partition Healthy

DISKEPART >




Converting Existing File Systems

« Convert an existing a FAT32 to NTFS using the CLI.

= Click Start. Type command prompt in the Search box and press
ENTER.

- To convert the E volume to NTFS, type convert E: /fs:ntfs and
press ENTER.

X C\Windows'system32\omd.exe
] .

C:sUsers W¢>convert e: Afs:intfs

The type of the file system iz FAT3IZ.

Enter current volume lahel for drive E: My Uolume
o lume MY UQLUME created 4-.8-2811 12:24 PM

Uqlume Sgrial ﬂum@er ig CEBF-AGHE

File and folder verification is complete.
Windows has checked the file system and found no problems.
18,478,480 KB total disk space.
16 KB in 2 hidden files.
g KB in 1 folders.
18.478,.368 KB are availahle.

8,192 bhytes in each allocation unit.
1.3098.888 total allocation wunits on disk.
1,308,726 allocation units available on disk.

Determining disk space required for file system conversion...
Total disk space: 18482688 KB

Free space on volume: 18478368 KB

Space required for conversion: 65462 KB

Converting file system

Data error (cyclic redundancy check).
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Converting Existing File Systems (continued)

- Most external drives (USB, external hard drive) are formatted in
FAT32 when purchased. This is important to note due to security
reasons.

- When you convert from NTFS to FAT32, keep the following in
mind:

o All data on volume will be lost. Back up your data prior to formatting.
o Format the volume using NTFS.
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Complete Student Activity 4.1
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Understand File and Print
Sharing

Microsoft
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L esson Overview

Understand file and print sharing.
In this lesson, you will explore:

« NTFS permissions

- File sharing

= Printer sharing

- Connecting to shared resources
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NTFS Permissions

When securing a computer and its resources, you will perform the
following tasks:

- Evaluate the rights that users will need.
- Grant users or groups specific user rights.

- Secure an object, such as a file or folder, by assigning
permissions to allow users or groups to perform specific actions
on that object.
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NTFS Permissions ,
- | Public Properties e
(C on tl nu ed) | General | Sharing | Securty | Previous Versions | Customize |

- Granting Full Control NTFS Object name: ~F:\Pubic
permission on a folder to a user Group or user names:
Mo groups or users have pemission to access this object. -

e nab|eS th a.t user to take However, the owner of this object can assign pemissions.
ownership of the folder.

Be CaUtIOUS In grantlng FUII To change permissions, click Edit.
Control. Always grant the
minimum rights for a user to Ful cortro

Pemissions

Maodify
Read & execute
List folder contents

NTFS permissions affect access Read
both locally and remotely. e

For special pemmissions or advanced settings.
click Advanced.

perform their tasks

Leam about access control and pemissions

ok || Caneel |
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NTFS Permissions (continued)

- Full Control: Users can see the contents of a file or folder, change
files and folders, create files and folders, and run programs in a
folder. Users can modify the access control and take ownership of a
resource.

- Modify: Users can change existing files and folders. create new
files and folders, and delete files and folders.

- List Folder Contents: Users can view and list files and subfolders f
as well as execute files; this permission is inherited only by folders. =

- Read & Execute: Users can see the contents of existing files and
folders and can run programs in a folder.

- Write: Users can create new files and folders and make changes to
existing files and folders.

- Read: Users can see the contents of a folder and open files and
folders.

o _
4 =
v v
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File Sharing

= A shared resource is made available to network users. These
resources include folders, files, and printers.

- The term shared resource also can refer to a resource on a server
that is available to network users. When you share a resource, you
use share permissions.

- When accessing the resource across the network, both NTFS and
share permissions apply; however, the most restrictive of the
permissions will be the effective permissions.
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File Sharing—Windows 7 Homegroups

« A homegroup is a group of computers on a home network that can
share files and printers.

= Itis a convenient way to share music, pictures, and documents
automatically.

= You can also select the Share With Menu option to share folders
and files that aren’t shared automatically.

=, » Computer » MY VOLUME (E) » ~ | ¢ W Search My vOLUME (£)

Organize = =l Open Include in library = Share with = Burn Mew folder

Marne & MNobody Itemndified Type

- Favontes

B Desktop . Pub
4. Downloads

H Read
amegronp [Read) /2011 10:08 PM  Eile folder

Homegroup (Read/Write)

i1, Recent Places Specific people..,
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File Sharing—Windows 7 Homegroups
(continued)

= The most common menu options are:
o Nobody: makes an item private so only you have access.

o Homegroup (Read): the homegroup has read-only permission.

o Homegroup (Read/Write): the homegroup has read/write
permissions.

o Specific People: uses the File Sharing Wizard so you can choose
who to share with.

- Read: users can open, but cannot change or delete a file.
- Read/Write: users can open, modify, or delete a file.
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Public Folder Sharing
= Turned off by default.

- Files can be shared by dropping files in the Public folder (Windows 7)

Organize = Share with =

4.7 Favorites
B Desktop
4. Downloads

Ll Recent Places

4[] Libraries
4[5 Documents

= My Decuments

Mew folder

Documents library
Public Documents

o~
Mame

¢ Public Documents

df My Music
J Public Music

| My Pictures
J Public Pictures
4 B Videos
& My Videos
» 1i Public Videos

This

D

folder is en
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Advanced Sharing

- Offers more control over sharing resources.

= Right-click the folder, select Properties, then click the Sharing tab.
Click the Advanced Sharing button.

|, Permissions for Documents w

Share Permissions
M Group or user names:

Advanced Shanng S S A

[¥] Share this folder
Settings
Share name:

Documents

Add Remove
Permissions for Evenyone
Full Contral

Comments; Change
Read

Limit the number of simultaneous users to: a0

Permissions J[ Caching ]

Leam about access control and permissions

ok J[ cancel J[ Aoy [

oK || Cancel
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Printer Sharing

= Allows multiple computers on a network to use a single printer.

@Generi‘: Properties | S |

Security I Device Settings I Printer Commands | Font S election

General | Sharing | Parts I Advanced | Color M anagement . e
Additional Drivers Sl

. Ifwoushare this printer, only users on your network with a username
and passwatd for this computer can print ta it The printer will not Waou can install additional drivers so that users on the fallowing systems can
be available when the computer sleeps, To change these settings, download them autormatically when they connect,
use the Mebnark and Sharing Center,

Processar Type Ihstalled
[T Hanium Type 3 - User Mode Mo
o xhd Type 3 - User Mode Yes
share this printer [T =86 Type 3 - User Mode Mo

Share name:  Home Printer

Render print jobs on client computers

Driners
If this printer is shared with users running different versions of
Windowrs, wou rmay want to install additional drivers, so that the
users do not have to find the print driver when they connect to the

shared printer,
Additional Drivers...

QK. H Cancel H Apply
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Printer Sharing
(continued)

- Enable printer sharing
th ro u g h a fi rewal I aS Change sharing options for different network profiles

Windows creates a separate network profile for each netwerk you use. You can choose specific options for
.
.
follows

each profile.
Heme or Work (current profile)

MNetwork discovery

@) CI ICk Start- When network discovery is on, this computer can see other network computers and devices and is

visible to other network computers, What is network discovery?

@ Turn on network discovery

Open Control Panel. © Tum of ntork dcorey

File and printer sharing

‘ | ICk Network And When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network.
I nt rn t @ Turn on file and printer sharing
e e . ) Turn off file and printer sharing

Public folder sharing

.
CI ICk NetWOrk I \nd When Public felder sharing is on, pecple on the network, including homegroup members, can

access files in the Public folders, What are the Public folders?

. |
Sharl ng ( :enter. ] @ Turn on sharing so anyene with network access can read and write files in the Public folders

() Turn off Public folder sharing (people logged on to this computer can still access these
folders)

Click Change
Advanced Sharing
Settings.
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Connecting to Shared Resources

- Connect shared resources by clicking the Network icon in Windows
Explorer and selecting the computer that is sharing the resources.

- For printers, right-click the device and select Connect. This will

install the appropriate driver and make the shared printer available
on your computer.

e P T e WA i e e T Jea AR
@ @v|;l§= » Network » WI-PC »

Organize = MNetwork and Sharing Center Yiew remote printers

W Favorites
B Desktop
4. Downloads

:
= Recent Places

i . : Documents Create shortcut
o Libraries | .
I Properties

i-% Homegroup
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Connecting to Shared Resources (continued)

- Right-click a shared folder and select Map Network Drive to make the |
folder available through Windows Explorer using a drive letter
identifier.

- The mapped network drive will be displayed in Windows Explorer
under Network Locations.

L)
\J &2, Map Network Drive é _'

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

i

WWT-PC\Documents
Exarmple: \\server\share
[¥] Reconnect at logon

[T] Connect using different credentials

Connect to a Web site that you can use to sto
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Complete Student Activity 4.2
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Understand Encryption

Microsoft
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Lesson Overview
Understanding encryption.

In this lesson, you will explore:
= Encryption

= BitLocker

= File and folder compression
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Encryption

- Encryption is the process of coding plain text to create cipher text.

= Two types of encryption:

o Symmetric key encryption—uses the same key for encrypting and
decrypting information.

o Public (asymmetric) key encryption—uses different keys for encrypting
and decrypting information.

= Public key encryption is used to perform the following functions:

o Encrypting symmetric secret keys to protect the keys during exchange
over the network or while being used, stored, or cached by operating
systems.

4

o Creating digital signatures to provide authentication and
nonrepudiation for online entities. i
o Creating digital signatures to provide data integrity for electronic files Iﬁ‘-’
and documents. R

N
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Encryption (continued)

- EFS enables transparent encryption and decryption of files by using
advanced, standard cryptographic algorithms.

- EFS isn't designed to protect data while it's transferred from one
system to another.

- EFS doesn’t occur at the application level, but at the file-system level. -
Encryption and decryption is transparent to the user. ?u.

- EFS uses a symmetric key, which itself is encrypted with a the public
key of a public key encryption pair. The private key must be available
for the file to be decrypted. The key pair is bound to the user identity
by the user ID and password.

- EFS keys can be archived.
- EFS keys are protected by the user’s password. o
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Encryption (continued)

- Encrypt afile or folder
1. Right-click the folder or file to encrypt and select Properties.
2. Click the General tab and then click Advanced

3. Select the Encrypt Contents To Secure Data check box and
click OK.

Note: It is important to back up your encryption certificate. If you
lose or damage your certificate or key, your data will be lost.

i RS TR e =N
Advanced Attributes L&J

Choose the settings you want for this folder.
When you dick OK or Apply on the Properties dialog, you will be
asked if you want the changes to affect all subfolders and files
as well.

Archive and Index attributes

|| Folder is ready for archiving

[] Allow files in this folder to have contents indexed in addition to file
properties

Compress or Encrypt attributes

[] Compress contents to save disk space
EEncrypt contents to secure data Details




98-349 Windows Operating System Fundamentals

Encryption (continued)

- Decrypt a file or folder
1. Right-click the folder or file to decrypt and select Properties.
2. Click the General tab and then click Advanced

3. Clear the Encrypt Contents To Secure Data check box and click
OK.

T e o iy
Advanced Attributes w

Choose the settings you want for this folder,

When you dick OK ar Apply on the Properties dialog, you wil be
asked if you want the changes to affect all subfolders and filles
as well.

Archive and Index attributes

[7] Folder is ready for archiving
[7] Allow files in this folder to have contents indexed in addition to file

properties
Compress or Encrypt attributes

[7] Compress contents to save disk space
[T]Encrypt contents to secure data
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BitLocker

BitLocker Drive Encryption - data protection feature available in

Windows 7 Ultimate and Enterprise editions.

BitLocker To Go - data protection feature to lock portable storage

devices.

BitLocker is installed automatically as part of the operating system.

BitLocker is not enabled until it is turned on using the BitLocker

setup.

A Trusted Platform Module (TPM) can be used with BitLocker to
provide the most protection. The TPM is a hardware component

iInstalled with most newer computers.

o BitLocker can still be used on computers that do not have a TPM. It

requires a USB startup key to start the computer.

BitLocker offers the option to lock the normal startup process until a

user supplies a personal identification number or inserts a

removable device.

;
, _
”
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BitLocker (continued)
= Turn on Bitlocker

i

Click Start, Control Panel, System and Security, and then
BitLocker Drive Encryption.

Choose a drive to secure and click Turn On BitLocker. This will
start the BitLocker setup wizard.

Choose a method to unlock the drive, either by password or smart
card.

Choose either to save the recovery key to a file or print it.

CliCk Start Encrypting. rBl'tLu-ckerDrive Encryption
% Encrypting...

Drrive E: 0.8% Completed

Pause

/1 Pause encryption before removing the drive or files on
the drive could be damaged.

- V:TL "._.‘ dd
. ) (<5
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File and Folder Compression

= File compression on an operating system can be used to conserve
disk space; however, it also can degrade your system’s
performance.

o Forinstance, when you move a compressed file to a different folder,
the system decompresses the file, moves the file to the new location,
and then compresses it again. This happens both locally and across
the network.

- Windows also supports compressing individual files as compressed
(zipped) folders.

o All files and folders are compressed into a single file with the .zip
extension.

g
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File and Folder Compression (continued)
- Compress afile or folder

1. Right-click the folder or file to compress and select Properties.
2. Click the General tab and then click Advanced.
3. Select Compress Contents To Save Disk Space check box and

click OK.

Advanced Attributes w

Choose the settings you want for this folder.

When you dick OK or Apply on the Properties dialog, you will be
asked if you want the changes to affect all subfolders and files
as well,

Archive and Index attributes

|| Folder is ready for archiving
[¥7] Allow files in this folder to have contents indexed in addition to file

proper ties
Compress or Encrypt attributes

[¥] Compress contents to save disk space

[T Encrypt contents to secure data

[ Ok ] [ Cancel
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File and Folder Compression (continued)
- Compressing afile or folder to a zipped folder

1. Right-click the folder or file to compress, select Send To, and
choose Compressed (Zipped) Folder.

1L 5:08 P File folder

Open
Open in new window

Open as MNotebook in OneMote

Share with

Restore previous versions

Include in library

HI PERLUE CEE

Send to Compressed (zipped) folder

Cut Desktop (create shortcut)

Documents
Copy

Fax recipient
Create shortcut Mail recipient
Floppy Disk Drive (A:)
Local Disk (C:)

DVD RW Dirive (D)
MY VOLUME (E:)
MNTFSVOL (F)

Documents DAWT-PC) (Z2)

'\. ! Delete

¢  Rename

Properties
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Complete Student Activity 4.3




98-349 Windows Operating System Fundamentals

Understand Libraries

Microsoft
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Lesson Overview

Understand libraries.
In this lesson, you will explore:

= Configuring libraries

- Configuring offline files
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Libraries
- Libraries manage documents, music, pictures, and other files.

- Browse files in the same way that you would in a folder, or view

files arranged by properties such as date, type, and author.

Organize = Mew library

i Favorites
BE Desktop
4+ Downloads

= Recent Places

= Libraries
=) Documents
J" Music

[E Pictures

E Videos

= 0O @

Libraries

Open a library to see your files and arrange thern by folder, date, and other properties.

. &  Documents i} Music
> Library %,{/ Librany

3 Pictures i Videos
e Library B Librany
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Libraries (continued)

L DEfaUIt Ilbrarles InCIUde: r___‘;, Documents Properties ‘
o Documents Lbrary |

3 Library locations:
o Music e
o | My Documents (C:\Users\W7)

(e} P|Ctures 4 ﬁ Libraries / Public Documents (ChUsershPublic)

o Videos 4 @ Documents
| My Documents

| Public Documents

4 JI' Music
W My Music [Setsavelocation | | Indude a folder...
= =y Public Music

4[] Pictures
= My Pictures

Optimize this library for:

Documents

v (44 Public Pictures Size of files in library: 680 bytes
4 B Videos

& My Videos
[+ = Public Videos

Attributes: Shown in navigation pane

[7]shared

oK ] [ e ] .
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Libraries (continued)

= A library gathers files from different locations and displays them as a
single collection without moving them from where they're stored.

- Tasks:

o Create a new library.
o Arrange items by folder, date, and other attributes.
o Include or remove folders.

o Change the default save location.
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Adding a Location to a | _
Library oy |

Open Windows Explorer and expand

My Documents (Ch\Users\W7)

the lerary fOIder- ¢ Public Docurnents (C:hUsersh Public)

Right-click the Documents library and
select Properties.

J J Business Documents (E:)

Click Include A Folder and browse to
the folder to be added to the library. —

The default save location for file types || eames
can be changed by highlighting the
library location and clicking Set Save | Tishonm rveton s
Location. Shared

Size of files in library: 820 bytes

Restore Defaults

[ Ok ] [ Cancel ] Apply
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Offline Files

- Benefits:

o Files are unaffected by network outages.
o Files can be worked with while away from the network.
o Files are synched easily with network files.

o User efficiency is increased when working over a slow
network.
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Offline Files (continued)
- Enhancements in Windows 7:

o Transparent caching on clients for shared folders reduces the
time required to access files across a slow network after the
first time. This is combined with protocol enhancements that
eliminate multiple, redundant network operations when opening
or saving files to provide an improved application experience
across slow networks.

o Background synchronization capabilities for offline files reduce
administrative overhead and enhance the user experience.
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Configuring Offline Files
- Make a folder available offline as follows:
o Connect to the resource over the network.

o Right-click the folder or share and select Always Available

Offline. The folder will be represented with a synchronized
icon.

Public

&, Local Disk (C:)
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Configuring Offline Files
(continued) -

- Manage offline files as follows: General Dk Usage | Enyoten | Networ]

Cl 1 k St t @ IUse offline files to keep copies on your computer of files stored
O IC ar # —  on the network. This allows you to work with them even when
you are not connected or a server is unavailable.

o Type offline files in the Search (5 Db oo s

Programs And Files field Offiine Files is currently enabled.
O PreSS ENTER Open Sync Center

Use Sync Center if you want to sync your offline files now or chedk
for sync conflicts,

View your offline files

How do offiine files work?

|
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Configuring Offline Files (continued)

= |f you wish to ensure that your folders is synchronized before

going offline, you can force synchronization of a folder marked for
offline access.

o Within Sync Center, right-click the folder and select Sync
Offline Files.

i

@uv‘® v Control Panel » All Control Panel tems » Sync Center » - | +3 ‘ | Search Sync Center

Control Panel Home . . .
Keep your information in sync

¢ View sync partnerships View recent sync activity, sync now, or change your sync settings.

View sync conflicts

View sync results Sync  Schedule

Set up new sync partnerships Folders (1)

Manage offline files f = Offline Eiles
‘ E@ Metwork fi

Offline Filel

Open

Open in new window

Sync Offline Files
Stop sync with Offline Files

Schedule for Offline Files

View Conflicts

View Sync Results

Properties
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Complete Student Activity 4.4




