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Lesson Overview

Understand backup and recovery methods.
In this lesson, you will explore:

- Backup management

= Backup options

- Recovery methods
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Backup Management
- Windows backup tools:

Tool Description o2

File Backup

System Image Backup

Previous Versions

System Restore

Windows Backup enables you to make copies of the data files
for all the users on the computer.

Windows Backup enables you to create a system image, which
is an exact image of a drive. A system image includes Windows
and your system settings, programs, and files.

Previous Versions are copies of files and folders that Windows
automatically saves as part of system protection.

System Restore reestablishes the computer's system files to
their state at an earlier point in time.
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Backup Management

- Use Windows Backup and Restore to back up and recover files and
folders.

o Open Backup and Restore by clicking Start, Control Panel,
System And Security, and then Backup And Restore.

Back up or restore your files

'.‘?;' Create a system image Backup
| B Create 3 system repair disc Windows Backup has not been set up. ‘.;‘S'Set up backup

Restore
Windows could not find 2 backup for this computer.

’E‘;'Se\e(t ancther backup to restore files from

Recover system settings or your computer

See also
I Action Center
‘:‘ ?,' Windows Easy Transfer
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Backup Management
(continued)

It is recommended to save
backups to an external drive.

You cannot save backups to the
system drive.

You can save backups to a
network location.

Windows will issue a warning if
there is not enough drive space to
store a system image.

Select where you want to save your backup

We recommend that you save your backup on an external hard drive. Guidelines for cheosing a backu

destination

Save backup om:

Backup Destination
{8 DVD RW Drive (D9
<

'/ My Volume (E:)

Free Space Total Size

793 GB 10.00 GB
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Backup Options

- Let Windows Choose
(Recommended)—Windows
backs up data saved in libraries,
desktop, and default Windows What do you want o back up
folders.

Windows will back up data files saved in libraries, on the desktop, and in default Windows folders.
Windows will also create a system image, which can be used to restore your computer if it stops

Let Me Choose you Select from :;Z:liiggb;:e;e;temswill be backed up on a regular schedule. How does Windows choose what
libraries and folders and choose
You can select libraries and folders and whether to include a system image in the backup.

Wh ether to InCIUde a System , The items you choose will be backed up on a regular schedule.
Image. ;.

Backups can be setto run on a
regular schedule under both
options.
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Backup Options (continued)
System backup locations and methods:

- Local backup—the backup is saved locally to an external drive or
media.

= Online backup—the backup is saved to a remote location or service
across the Internet, typically through an encrypted session.

- Cloud backup—a variation of an online backup with data saved to a
cloud location such as Microsoft SkyDrive.

- Automated backup—Windows Backup and Restore will schedule
the backup to run automatically.
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Backup Options (continued)

= System imaging is available with Windows.

= A system image includes Windows and your system settings,
programs, and files.

- Use a system image to restore the contents of your computer if the
hard drive or computer stops working.

- Restoring a computer from a system image must be a complete
restoration; you can’t choose individual items to restore, and all your
current programs, system settings, and files are replaced.

Creating a system image is a common recovery method.




Backup Options (continued)

- WBAdmin.exe is a command-line tool that can perform all
graphical user interface (GUI)-based backup functions.

e

| E® Administrator Command P

;ﬁicrusu¥¥mﬁ£ﬁduus [Version 6.1.766811
|Copuright <c?» 2007 Microsoft Corporation. A1l rights reserved.

CisWindowsssystemd2 *whadmin ~7
vhadmin 1.8 — Backup command—line tool
(G Copyright 2884 Microsoft Corp.

———— Commands Supported ———

START BACKUP RBunz a one—time hackup.

STOP JOB Stops the currently running backup or recovery
operation.

GET UERSIOHS List details of backups recoverable from a
specified location.

GET ITEHMS Lists items contained in a backup.

GET STRATUS Reports the status of the currently running
ocperation.

C:sWindowsssystemd2 >
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Recovery Methods

- Windows offers multiple options for system recovery.

- System Restore does not affect any existing documents or
personal files. Recently installed programs or drivers may be
uninstalled.

- System Restore is a great tool for returning the system to a point
prior to being infected by malware.

o The files installed by malicious software will still need to be removed
after the restoration.
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Recovery Methods (continued)
= System restore points

@ » Control Panel » All Control PanelItems » Recovery Search Control Panel

Control Panel H . . PR
T Restore this computer to an earlier point in time

Troubleshoot a problem System Restore can resolve many systern problems, and is the best recovery method to try first. For
Uninstall a program serious problems, use the advanced recovery methods.

Restore your files
System Restore

Undo recent system changes, but leave files such as documents, @Open System Restore

pictures, and music unchanged. This might remove
recently-installed programs and drivers,

Advanced recovery methods

See also

Action Center
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Recovery Methods (continued)
= System restore points

>.g
Restore your computer to the state it was in before the selected event é ]
[ e i

How do I choose a restore point?

Current time zone: Central Daylight Time

Date and 'I'|mev
4/18/2011 2:20:23 FM
4182011 10:33:50 AM
4182011 10:32:37 AM
4f13/2011 8:13:53 FM
4§12/2011 5:29:42 FM
4f12/2011 9:55:34 AM
4f11/2011 2:10:48 FM
4/11/2011 2:10:36 FM

Af44 PR A P dn. T mea

Description

Automatic Restore Point
Automatic Restore Point
Windows Update
Windows Update

HPSF Applying updates
Windows Update
WLSetup

Installed DirectX

Tl d P oany

Type

System
System

Critical Update
Critical Update
Install

Critical Update
Install

Install

Temmdnll

.

m Show more restore points

[ Scan for affected programs ]
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Recovery Methods (continued)

- Boot the system into the Advanced Boot Options menu by pressing
the F8 key during startup but before the Windows logo appears.

« Two common boot options:

o Safe Mode—a troubleshooting option for Windows that starts
the computer in a limited state. Only the basic files and drivers
necessary to run Windows are started.

o Last Known Good Configuration—starts Windows with the last
registry and driver configuration that worked successfully.




Recovery Methods (continued)

= Recovery boot options

Advanced Boot Options

Choose Advanced options for: Windows 7
(Use the arrow keys to highlight your choice.)

Repair Your Computer

safe Mode
safe Mode with Networking
safe Mode with Command Prompt

Enable Boot Logging

Enable Tow-resolution video (640x480)

Last Known Good Configuration (advanced)
Directory Services Restore Mode

Debugging Mode

Disable automatic restart on system failure
Disable Driver Signature Enforcement

start Windows Normally

Description: view a 1ist of system recovery tools you can use to repair
startup problems, run diagnostics, or restore your system.

ENTER=Choose ESC=Cance]
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Complete Student Activity 6.1
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Understand Maintenance
Tools and Updates

Microsoft
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Lesson Overview

Understand maintenance tools and updates.
In this lesson, you will explore:

= System maintenance and scheduling

= Action Center

- Update management
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System Maintenance and Scheduling

- Microsoft Windows provides several tools for system maintenance.
- Performance can be improved by maintaining the operating system.
- Most common maintenance tasks deal with the file system.

- File system maintenance tools:
o Disk Cleanup
o Disk Defragmenter
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Disk Cleanup

Frees space by finding and removing files that are no longer needed.

Started by clicking Start and then typing Disk Cleanup in the Search
Programs And Files field.

Select the drive to clean up and click OK.

Disk Cleanup searches the volume to identify files that can be
removed.

i 1-.=.:;;':-_-_. 3 « R i
w Disk Cleanup s, w

LTEang

Select the drive you want to clean up. “y  Disk Cleanup is caleulating how much space you wil be
Drives: . "'F"' able to free on (C:). Thiz may take a few minutes to

complete.
Calculating...
L ::E

| Scanning: System emor memory dump files

e e e R T e L T T
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Disk Cleanup (continued)

« Scheduling Disk Cleanup to run regularly using Task Scheduler can
save you the trouble of having to remember to run it.

e 2E

"1—\' Task Scheduler (Local]
i+ [ @ Task Scheduler Library

[=) Run Disk Cle.. Ready At log on of W7-PC\Walter Harp Task Scheduler Library
E Create Basic Task...
& Create Task...
Import Task...
[Z3 Display All Running Ta...

T %] Enable Al Tasks History

General } Triggers E Actions i Conditions i Settings E History (di;ab[ed}‘
Narme: Run Disk Cleanup =

Location: %

Author WT-PC\Walter Harp

|

|

|

|

|

e
Description: |=

|

Security eptions

When running the task, use the following user account:
W7-PC\Walter Harp
[ 1
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Disk Defragmenter

= After a period of time, most hard drives can become fragmented.

o Fragmentation is the scattering of parts of a file over different
areas of the disk.

o It occurs as files on a disk are deleted and new files are added.

o It slows disk access and degrades the overall performance of
disk operations.

1 - Disk Defragmenter consolidates fragmented files on your hard drive
to improve system performance.

= Itis recommended to run Disk Defragmenter after you have cleaned
your drives using Desk Cleanup.

- Open Disk Defragmenter typing Disk Defragmenter in the Search
Programs And Files box.
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Disk Defragmenter (continued)

% Disk Defragmenter consclidates fragmented files on your computer's hard disk to improve system
@' performance. Tell me more about Disk Defragmenter.,

Bl Schedule:

Scheduled defragmentation is turned on @ Configure schedule...
Run at 1:00 AM every Wednesday

Mext scheduled run: 4/27/2011 2:10 AM

Current status:

Disk Last Run Progress

&(C:] 3/30/2011 7:34 PM (0% fragmented)
My Volume (E:) Mewver run

B ———

e S

Only disks that can be defragmented are shown.
To best determine if your disks need defragmenting right now, you need to first analyze your disks,

’ @Anai}rze disk I ’ I@J[)efragll‘mzm: disk ]

Close
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Action Center

= Lists important messages about security and maintenance settings
that need your attention.

o Red items in Action Center are labeled Important and indicate
significant issues that should be addressed soon, such as an
outdated antivirus program.

o Yellow items are suggested tasks that you should consider
addressing, such as recommended maintenance tasks.

. Action Center can attempt to resolve issues that arise.

= Action Center items will be displayed in the notification area.

Sohve PC issues
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Action Center (continued)

- Configure notifications by clicking the Change Action Center Settings
link.

S

Control Panel Home .
Review recent messages and resolve problems

Change Action Center settings Action Center has detected one or more issues for you to review.

‘i' Change User Account Control
weftings Security
View archived messages
View performance information : Windows Defender needs to scan your computer

Scanning on a regular basis helps improve the security of your

computer,

Maintenance

Check backup settings

Windows cannot find the disk or network location where your backups

are being saved.
Backup date: 4/20/2011 4:23 PM

Turn off messages about Windows Backup

If you don't see your problem listed, try one of these:

) IT
Troubleshooting Recovery
ik Find and fix problems B Restore your computer to
te o an earlier time
Backup and Restore
Windows Update

Windows Program
Compatibility Troubleshooter
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Update Management

- The process for updating software after release.
- Microsoft provides periodic software updates.

- Every Microsoft product group includes a sustaining engineering
team responsible for developing updates to resolve problems.

- The update process is as follows:
1. Microsoft is made aware of a security vulnerability or other problem.

2. The issue is evaluated and verified by the Microsoft Security
Response Center.

3. The product groups sustaining team creates and tests an update.

4. Microsoft distributes the software update through the Microsoft
Download Center and other services.
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Update Management

Security update
Critical update
Update

Hotfix

Service pack

A broadly released fix for a specific product, addressing a security
vulnerability.

A broadly released fix for a specific problem, addressing a critical, non-
security related bug.

A broadly released fix for a specific problem, addressing a non-critical,
non-security related bug.

A single package composed of one or more files used to address a
problem in a product.

A cumulative set of hotfixes, security updates, critical updates, and
updates since the release of the product, including many resolved
problems that have not been made available through any other software
updates
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Update Management (continued)

- Windows Updates—additions to software that can help prevent or
fix problems, improve how your computer works, or enhance your
computing experience.

- Windows Updates can be managed by clicking Start and typing
Windows Update in the Search Programs And Files field.

2|, » Control Panel » System and Security » Windows Update - Segrch-Control Panel :

Control Panel Home

Windows Update
Check for updates

Change settings - .
A e D Updates are available for your computer

Restore hidden updates j] 3 important updates are available Mo updates are currently selected.

Updates: frequently asked 38 optional updates are available

questions

Maost recent check for updates:  Today at %:36 AM
Updates were installed: Today at 10:08 AM. View update history
You receive updates: For Windows and other products from Microsoft Update

Find out more about free software from Microsoft Update. Click here for details.
See also
Installed Updates
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Update Management (continued)

Kol ] « Windows Update » Change settings - ‘5 Search Contral Panel o

Choose how Windows can install updates

When your computer is online, Windows can automatically check for important updates and install them
using these settings, When new updates are available, you can also install them before shutting down the
computer.

How does autematic updating help me?

Important updates

|@ ’InslaEE updates autormatically (recommended)

Install new updates: | Every day vl at IE:WAM

Recommended updates

Give me recommended updates the same way I receive impertant updates
Who can install updates

Allow all users te install updates on this computer
Microsoft Update

Give me updates for Microsoft products and check for new optional Microsoft software when I
update Windows

Software notifications

Show me detailed notifications when new Microsoft software is available

Mote: Windows Update might update itself automatically first when checking for other updates, Read our
privacy staternent online.

[ @'DK H Cancel
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Complete Student Activity 6.2




